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AHHOTALMS

Kypc mocBsiiieH M3y4yeHHIO: COBPEMEHHBIX OIEPallMOHHBIX cucTeM Ha mnpumepe Windows,
UNIX, WinNT, noiy4eHunto IpakTHYeCKUX HaBBIKOB Pa0OTHI B JAHHBIX OMEPAIMOHHBIX Cpeliax

1. IEJIN U 3ATAYA OCBOEHHMSI YYEFHOM JTUCHUILJIAHBI

HGJ'ISIMI/I OCBOCHUA yqe6H0171 JUCHUITIIMHBI «be3omacHOoCTh OICPAallMOHHBIX CUCTEM) ABJIAIOTCSA
W3yYeHHWE COBPEMEHHBIX OIEpalMoHHBIX cucTteM Ha mnpumepe Windows, UNIX, mnomyuenue
MPAKTUYECKUX HAaBBIKOB paOOTHI B JAaHHBIX OMEPALIMOHHBIX Cpefax.

2. MECTO YYEBHOM JUCHUILJIMHBI B CTPYKTYPE OOII BO

Kypc nuctumnnmnsl «be30nacHOCTh OMEPAIMOHHBIX CHCTEM» TOCTPOEH TaKUM 00pa3oM, 4TO OT
CTYJCHTOB TEPBOHAYAIBHO TpeOyeTcs BIIAJCHHE HaBBIKAMH MpOrpaMMHpoBaHus Ha si3bike C u
HaBbIku paboThl ¢ [TK 1 OC Windows Ha ypOBHE HAUHHAOIIIETO MOJIb30BATEIIS.

YueOHast TuciuIuiMHa «be30macHOCTh ONEePAIMOHHBIX CUCTEMY SIBISICTCS 0a301 JUIS U3YYCHHUS
CIICIYIOIUX YYCOHBIX TUCIUIUIMH HAIPaBJICHUS MOATOTOBKKM  MHpopMmanmoHHas 0€3011acHOCTh
aBTOMATHU3UPOBaHHBIX cucTeM Mo Crnenuanu3zanuu «be3onacHOCTh OTKPBITHIX HH(POPMAIIMOHHBIX
CUCTEM»:

bezonacnocts cereit OBM

Pa3paboTka u sKcruTyaTalus 3aMIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM

3. ®OPMUPYEMBIE KOMIIETEHIINUU U IINTAHUPYEMBIE PE3YJIBTATbHI
OBYYEHUA

VYHuBepcanbHble H(WiIK) o0enpodeccuoHaTIbHbIE KOMITETEHIIUN

Kon n naumenoBanue komnereHuy | Kox u HamMeHoBaHWE WHIWKATOPA JOCTHIKEHUS KOMIICTCHITUH

OIIK-1.1 [1] — Cnocoben 3-OI1K-1.1 [1] — 3HaTh cr10cOOBI pa3pabOTKU MOJIUTUK

pa3pabaTbhIBaTh U pEaIn30BbIBATh yHpaBiIeHHUs TOCTYIIOM U HH()OPMALIMOHHBIMU TOTOKaMU B

MOJIMTUKYU YIPABJICHUS IOCTYIIOM B | KOMIIBIOTEPHBIX CUCTEMAX

KOMIIBIOTEPHBIX CUCTEMAX V-OIIK-1.1 [1] — pa3pabaTbiBaTh MOJUTHUKH YIIPaBICHUS
JOCTYTIOM U MH(POPMAITMOHHBIMH IOTOKAMH B KOMITBIOTEPHBIX
cUcCTeMax

B-OIIK-1.1 [1] — BnageTs npuHIMIaMu GOPMHUPOBAHUS
MOJIUTUKH YIPABJIEHUS 1OCTYIIOM U HHPOPMALMOHHBIMU
IIOTOKAMH B KOMIIBIOTEPHBIX CUCTEMAaX

OIIK-1.2 [1] — Cnocoben 3-OIIK-1.2 [1] — 3HaTh NpUHIMIBI AMUHACTPUPOBAHUS
aJIMMHHUCTPUPOBATH CPEACTBA CPEICTB 3alUThl HHPOPMAIMH B KOMIIBIOTEPHBIX CUCTEMAaX U
3amuThl HH(HOPMALIUY B CeTsX

KOMIIBIOTEPHBIX CUCTEMAX U CETSX V-OIIK-1.2 [1] — ymMeTh aAMUHUCTPUPOBATH CPEJCTBA 3ALLUTHI

nHGOpPMALIUK B KOMITBIOTEPHBIX CHCTEMAaxX M CeTSIX
B-OIIK-1.2 [1] — B1aneTs npueMaMu aIMAHUCTPUPOBAHUS
CPEeZACTB 3alUThl HH(POPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX U
CeTAX




[TpodeccnonanbHbie KOMIETCHIIMA B COOTBECTBUU C 3aJadyaMu

3HaHUI) TPOPEeCCHOHATHLHOMN e TeTFHOCTH:

u oObekTamu (0OracTIMHU

3apaua
npogeccHoHAIBLHOU
nesiteabHoctu (3I11)

MIPOSKTUPOBAHKE U
pa3paboTKa CUCTeM
MH(OPMALMOHHON

0e30macHOCTH

O0bexT niu
00J1aCTh 3HAHUSA

TEXHOJIOTHH
obecreyeHus
MH(pOPMaLIOHHON
0e30IacHOCTH
KOMITBIOTEPHBIX
CHCTEM

POCKTHO-TEXHOJIOTHYSCKUU

Koa u HaumeHoBaHue Koa u HaumeHoBaHue
npogeccuoOHATbLHOH HHAMKATOPA
KOMIIETeHIINH; AOCTUKEHUS
OcHoBanue npo¢ecCHOHATbHOM
(mpodeccuoHANBHBIN KOMIIETeHIUH
cranaapt-I1C, ananus
OIbITA)
ITK-2 [1] - cocoben 3-TIK-2[1] - 3HaTh
MPOEKTUPOBATH JIeNCTBYIOIINE
MOJICUCTEMBI HOpPMaTUBHBIE U
Oe30macHOCTH METOINYECKUE
MHPOPMALIUU C YIETOM JIOKYMEHTBI 110
JEHCTBYIOIINX MPOEKTUPOBAHUIO
HOPMAaTUBHBIX U MOJICUCTEMBI
METOJINYECKUX Oe3omacHoCTU
JIOKYMEHTOB UHPOpPMALINH ;
V-IIK-2[1] - ymetb
Ocnoeanue: IIPOEKTUPOBATH
[TpodeccrnonanbHbIit MOJICUCTEMBI
cranaapt: 06.032 0e30macHOCTH
uH(bOpPMAIIUU C YIETOM
JIEUCTBYIOIIUX
HOPMATUBHBIX U
METOJINYECKUX
JIOKYMEHTOB;
B-IIK-2[1] - BnageTh
MPUHIIUITAMA
IIPOEKTUPOBAHMUS
MOJICUCTEMBI
Oe3omacHOCTH
uHhopmauu

4. BOCIIMTATEJIbHBINA IOTEHIIAAJ JUCHUATLIAHBI

Hanpasnenus/nenn
BOCITUTAHUSI
[IpodeccronansHOE
BOCITUTAHHE

3amaun BocriuTaHus (KOx)

Co3znanue ycioBui,
o0ecreunBaroIIuX,
(dbopMHpOBaHUE KYIBTYPHI
HH(pOpMaAITMOHHOM
6e3onacHoctu (B23)

BocnurarensHbIil NOTEHIMAI
JUCLUTUIMH

Hcnonb30BaHne BOCIUTATENBHOIO
MOTEHIMAaIa JTUCIUIUIMH
po(hecCHOHATBHOTO MOAYJIS ISt
¢dopmupoBaHne 0a30BbIX HABBIKOB
MH(POPMALIMOHHON 0€30MacHOCTH Yepes
U3y4YeHHe MOCIEICTBUM XaJaTHOTO
OTHOIIEHUS K padoTe ¢
MH(POPMALIMOHHBIMU CUCTEMaMHU,
0a3amMM TaHHBIX (BKJIHOYAsI
NEepCOHAJbHbIC JaHHbIE), MPHEMax U
METO/AX 3JI0YMBIIUIEHHUKOB,
HNOTEHIMAJIBLHOM YPOHE I10JIb30BaTESM.




[Ipodeccuonansuoe
BOCITUTAHUC

Coznanue ycioBui,
o0ecIeynBaronmx,
¢dbopmupoBaHue

PO eCCUOHATBHO 3HAYUMBIX
YCTQHOBOK: HE NPOU3BOANTH,
HE KOITUPOBATh U HE
UCIOJIb30BaTh MPOrPaMMHbBIE
Y TEXHHYECKHE CPEJICTBA, HE
npuoOpeTEHHBIE Ha 3aKOHHBIX
OCHOBAHUSX; HE HAPYIIATh
MIPU3HAHHBIE HOPMBI
aBTOPCKOTO TIpaBa; He
HapyIlaTh TalHBI TIepeadn
COOOIICHUH, HE MPAKTHKOBATH
BCKpBITHE WH(POPMALIMOHHBIX
CUCTEM M CETEH mepeayn
JAHHBIX; COOMIOAATH
KOH()UICHIINATIBEHOCTh
JIOBEPEHHON MH(pOpPMALIUU
(B40)

1. Mcnonp30BaHnEe BOCIIUTATEIBHOIO
MOTEHLMaNa JUCIUIINH
"Nndopmaruka (OcHOBBI
porpaMMHUpoBaHus)",
[TporpammupoBanue (OObEKTHO-
OpPUEHTHPOBAHHOE
IIpOorpaMMHUpOBaHue)",
"[IporpamMmmupoBanue (AITOpUTMBI U
CTPYKTYpHBI JaHHBIX)" 1J1s
(GbopMUpOBaHUS KyJIbTYPbl HATUCAHUS U
oopMiIeHHs TpOrpaMM, a TakxKe
MIPUBUTHSI HABBIKOB KOMaH/IHOM pabOThI
3a CYET UCIIOJIb30BaHUs CUCTEM
yIpaBJeHUs! IPOEKTaMU U KOHTPOJIS
Bepcuil. 2.Mcnonp3oBanue
BOCIUTATEIBHOTO NMOTEHIIMAJIA
nucuuruHel "[IpoexkTHas npakTuka'
JUTsl POPMHUPOBAHUS KYJIBTYPbI PEIICHUS
n300peTaTeNbCKUX 3a/1a4, Pa3BUTUSA
JIOTUYECKOTO MBIIIJICHUS], TyTEM
MOTPYKEHUS CTYACHTOB B HAYYHYIO U
MHHOBAIIMOHHYIO JI€ATEIbHOCTh
MHCTUTYTa U BOBJICYEHHUS B IPOECKTHYIO
pabory. 3.Ucnons3oBanue
BOCIIMTATEIBHOIO NIOTCHIIMAJIA
NpO(UIBHBIX TUCUUIUIMH JUIS
(dbopmMHpOBaHUs HABBIKOB LIU(POBOI
TUTHEHBI, @ TAK)KE CUCTEMHOCTU U
rMOKOCTHU MBIIIJICHUS, TIOCPEICTBOM
U3Y4YEHUS METOJI0JIOTUYECKUX U
TEXHOJIOTHYECKHUX OCHOB OOeCTeYeHus
nH(pOpMaIMOHHOM 0€30MMaCHOCTH U
K1OepOe30MacHOCTH MTPU BINOJIHEHUH
1 3aIlATE PE3YIHTATOB YUECOHBIX
3aJjaHUi ¥ 1a00paTOPHBIX PadoT MO
KpUNTOrpauueckuM MeTo1aM 3alUThI
MH(POPMALIUU B KOMIIBIOTEPHBIX
cucremax M cersx. 4.McnonszoBanue
BOCIIUTATEIHHOIO MOTEHIINANA
quctumuind " "UHpopmaTuka (OCHOBBI
MporpaMMupoBaHus)",
[IporpammupoBanue (O6bEKTHO-
OPHEHTUPOBAHHOE
IporpaMMupoBaHue)",
"[IporpamMmmupoBanue (AITOPUTMBI U
CTPYKTYpHhI JaHHBIX)" 17151
(bopMHpOBaHHUs KyJIbTYpbl 0€30IaCHOTO
IIPOrpaMMHUPOBAHUS TOCPEACTBOM
TEMaTUYEeCKOI0 aKI[EeHTUPOBAHUS B
COJIEp’KaHUU IUCLUUIUIMH U Y4eOHBIX
3amaHuii. S5.Mcrmonp3oBaHue
BOCIIMTATEIBHOTO NMOTEHIIMAJIA




qucuuiuineel "IIpoexTHas npakTuka"
Tt (POPMUPOBAHHS CUCTEMHOTO
M0/1X0/1a TI0 00ECTIEYEHUIO
nH(pOpMaITMOHHOM 0€30MacHOCTH U
K1OepOe30MacHOCTH B PA3IMYHBIX
cdepax AeITEITHPHOCTH TOCPEICTBOM
UCCIICIOBAHMSI U TIEPEHSTHS OTIbITa
MOCTAaHOBKH U PEIICHUS] HAyJHO-
MPAaKTUYECKHX 3a/1a4 OpraHu3alusIMu-
napTHEpaMH.

S. CTPYKTYPA U COJAEP)KAHUE YUYEBHOM JUCIUILIUHBI

Pa3nensl yueOHON AMCHUIUIMHBL, X 00BEM, CPOKH U3YUYEHUS U (POPMBI KOHTPOJIA:
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5 Cemecmp
1 Pazpmen 1 1-8 T-8 25 KU-8
2 Paznen 2 9-16 JIP- 25 KH-16
16,KU-
16
Umoeo 3a 5 Cemecmp 32/0/32 50
KonTpoabhbie 50
MeponpuaTHsa 3a S
CemecTtp
6 Cemecmp
1 Paznen 1 1-8 T-8 25 K-8
2 Paznen 2 9-15 JIP-15 25 KHU-15
HUmoeo 3a 6 Cemecmp 30/0/30 50
KonTpoabHbie 50
MeponpusiTust 3a 6
Cemectp

* — COKpalleHHOE HaMMEHOBaHUE (POPMBI KOHTPOJIS
** — cyMMa MakCHMaJbHBIX OamioB JoinkHA ObITh paBHa 100 3a cemecTp, BKIIOYAs 3a4eT W
(unn) sK3aMeH

CoxkpaiieHre HauMeHOBaHUN (POPM TEKYIIETro KOHTPOJIS U aTTECTAllUU Pa3elioB:

O0o3na | Ilo1HOE HAMMEHOBAHME
YyeHue

T TectupoBaHue




JIP

JlaGopaTopHnasi pabota

K1

KOHTpOJ’II) 110 HTOIraM

3auer

DK3aMeH

KAJIEHJIAPHBIN ILJTAH

Henea

Tembl 3ansaTuii / Conepxxanue

Jek.,
qac.

IIp./cem.
, yac.

JIaob.,
yac.

5 Cemecmp
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0
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16
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Pa3nen 1
OcHoBbl nHGOpManoHHOH 6e30macHocTH OC

Bcero ayiuTopHbIX 4acoB

Owntaiin

Konuenuus ¢gaiiia u pailioBoii cucreMsl

Tunsl (aiinoB (oObIUHBIE, KATAJIOTH, CHMBOJIbHBIE, OJIOUHBIE,
FIFO, coketsl, cumBoIbHBIEC CChUTKH). KoHIIenus Bc€ ecTh
¢aitn. Ctpykrypa ¢aitnosoit cucremsl UNIX. CBoiicTBa
¢aiina. Ums ¢aiina. Meranannsie. JlanHble Qaiina
(comepxumoe daiina). Beiog arpubyros daiinos (11, stat,
debugfs).

daitnosas cucrema OC GNU/Linux ¢ TO4kH 3peHHs mpoliiecca
(monp30BaTens). MoHTHpOBaHUE (PaIIOBOM CHCTEMBI.
CrpykTypa katanoros. [1yTs k aitiny (aGcomoTHbIN 1
OTHOCUTENBHBIN). Tekymuit pabounii katasior. JloMmamrHui
Kartajor nois3oBatens. Mms daitna. Ctpykrypa karasnora.
Anroputwm noucka ¢aiina B GaiisioBoii cucteme (pazpemeHue
MyTeBOTO UMEHU). YTpaBieHue katanoramu. CoznaHue,
KOTNIMPOBAHNUE, IEPEMEIICHUE U yaneHue karaitoros (mkdir, cp
-r, mv, rmdir, rm -r).

CucremMHBIC BBI30OBBI [Tl pabOTHI ¢ ¢aitiom (open-read-write-
Iseek-close). Komanansiii nHTEpdElic sl CO3MaHMs, BBIBOIA
COJICP’)KUMOT0, KOITMPOBAHHUS, TIEPEMCIIICHUS U Y IaJICHHS
¢aiina, co3ganus KECTKUX CCHUTOK Ha Qaitn. Jleckpuntop
oTKpsITOTO (haitna. [lepenanpaBineHne BBO1a/BBIBOIA.
Kownsetiep. Komanas! punbtpsl. [Touck ¢aitnos no arpudyram
(find, xargs). [Touck mo coxepkumMoMy (aiisia o 3aJaHHOMY
mabiony (grep).

Komanas! aiist pabotel ¢ daitnamu: file, stat, touch, cp, mv, In,
rm, find, mknod, mkfifo.

Komanap! miis pabotel ¢ katamoramu: pwd, cd, 1s, mkdir, rmdir.
Komannp! a1 paboThl ¢ coaepxumbiM (paitiios: cat, split, more,
less, od, cut, grep, sort, we, tr, uniq, head, tail, fold.

Bcero aytuTopHbIX 4acoB

4 |
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YnpasiieHue noJb30BaTeJasIMU

[TonsTne GromkeTa mosp3oBaress. OCHOBHBIE XapaKTePUCTHKH
Oro/KeTa nosb3oBaTens. Bxoa mons3oBaTens B CUCTEMY.
Coznanne, Mogudukays, yaaieHue O KeTa MOoTb30BaTelIs.
I'pynnsl nons3oBatenei. [lepsuunas rpynmna, konnenuus PUG.
Co3pmanue, MonuuUKaIys, yIaJeHue TPYIIbI 0Ih30BATENCH.

Bceero AYAUTOPHLBIX YaCOB

4 |

| 4

Ownutaiig




VYpasieHue naposiem noiab3oparens. 3sMeHeHue napoiist
(passwd). OrpannyeHust Ha TApPOJIb IO BPEMEHH.
JlenerupoBaHue npas. BeimorHeHNe KOMaHA OT UMEHU JAPYTOTo
nosb3oBatens. MaeHTudukaTopsl mpomeccoB: peanbHbie (uid,
gid) u apdexTuBHbIe (cuid, egid).

[Toarpysxaemsie ayTeHTHGUKaMOHHBIE MOAy U (Pluggable
Authentication Modules, PAM). Ctex moayneii. [Tonsitue
cepBuca. CepBuc ¢ umeHeM other. YnpapJsromue rpyImb:
account, auth, password, session. Ynpasmustomue ¢Jaru:
requisite, required, sufficient, optional, include, substack.
Komanp! nomydyenus HHGOpMaLuu o moib3oBarene: id,
groups.

Komanzap! no6aBienus, MoIu(UKAINK U yIaTeHUs OI0/pKeTa
nosp3oBatens: useradd, usermod, userdel, passwd, chage, chfn,
chsh.

Komane! 1o6aBneHus, MOJUPHUKAIMN U YAAJICHHUS TPYTIITBI
nonbk3oBarens: groupadd, groupmod, groupdel, groupmems,
gpasswd.

Komanpl u3MeHeHus1 1ASHTH(PHUKATOPOB MoJib30BaTeNs: login,
su, sudo, visudo, newgrp, sg.

Komanel npoBepku u nnpeodpazoBanus (hailioB mapoeii:
pwck, grpck, pwconv, pwunconv, grpconv, grpunconv.
daiinel 1 Katajoru: /etc/passwd, /etc/shadow, /etc/group,
/etc/gshadow, /etc/shells, /etc/login.defs, /etc/default/useradd,
/etc/skel/, /etc/sudoers, /etc/pam.conf, /etc/pam.d/.

JlucKkpenHOHHOE yIIpaBJIeHHe JOCTYIIOM

VYnpasieHue 10CcTynoMm nosb3oBateneii k gaiinam. [lonstue
cynepnosib3oBatess root. Tpu KaTeropuu noJib30BaTesei:
BJaenen Qaiina, rpynna-suazenel| (aiina u Bce ocTajbHbIE.
Haznauenwue Bnanensiia (aiisia v rpynmbl-Biaaesbia daiina
npu co3anuu (aitna. Mismenenue Brnajaenba ¢aiia u rpynmbl-
Biajaenbiia daina (chown, chgrp).

ITpaBa noctyna k ¢aiinam u karanoram B OC Linux. Biusaue
MpaB JOCTYyIIa Ha BHITIOJIHEHHUE oniepalruii Haja QaitiamMu u
katasioramu. Haznauenue npas goctyna K ¢aitnam u
KaTajioram npu co3fianuu (aiisa nim kataigora. Macka
nocryna (umask). Usmenenue npas nocryna (chmod).
CHMBOJIBHOE U YMCIIOBOE KOJMPOBAHUE MIPAB JIOCTYyIA.
Pacmmpennsie atpudyThl Qaiina ASacDdlijsTtu. BeiBoa u
M3MEHEHUE PaCIIMPEHHBIX aTpuOyTOB (haiina (Isattr, chattr).
Crucku npaB noctyna K ¢aitiam (ACL). [Tonaepxka
(atinosoit cucremoii. ®opmatr ACL. BeiBoa conepkumoro,
coznanue, u3menenue u ynanenue ACL (getfacl, setfacl). ACL
M0 YMOJTYaHHIO TSI KaTaJIOTOB.

JIMCKOBBIE KBOTHI.

Komanngr: Is, chmod, chown, chgrp, umask, su.

Komane! ast paboThl ¢ paciIupeHHbIMU aTpuOyTaMu Qaiina:
Isattr, chattr.

Komannp! mist pabotel ¢ ACL daiina: getfacl, setfacl.

Bcero ayiutopHbIx 4acoB
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9-16

Pazgen 2

16 16

Paznen 2
Cucremnoe nporpammupoBanue B OC GNU/Linux

Bcero ayiuTopHbIX 4acoB




Ownutaiig

YnpasJ/ieHue npoueccaMu 1 3aJaHUSIMH

[Tonstre mpouecca. OOmIas cxema OpraHu3aliy MpoleccoB B
OC UNIX. XXwuznennsrit mukn mporecca (fork->exec->wait-
>exit). Cocrosaus nponecca (R-SDK-T-Z). Beimosnnenue
npoliecca B pexXuMe sipa U B PeKUME TOTb30BATEIS.
Heckpunrop mporecca. UneHTHPUKATOPHI Mpoliecca.
[Tonyuyenne nadopmanuu o npoueccax. Daitnosas cucrema
procfs. Komanasl: ps, top, pgrep, pstree, w, uptime.
VYnpasnenue 3aganausivu. [ToHSITHS 3a1aHUs, CECCHH U
YIpaBIISIONIEro TepMuHaia. BeimonHenue npoiecca B
OCHOBHOM M (poHOBOM peskrmax. Komanpl: jobs, fg, bg.

Bcero aytuTopHBIX 4acoB

8 | | 8

Owntaiin

13-16

B3aumopeiicTBHe npoueccoB ¢ mpoueccaMu U (paiijioBoit
CHCTEMOM

Cucremusie Bb130BHI: fork(), execve(), wait(), _exit(), kill().
CpencTBa MEXITPOILIECCHOTO B3auMOoeCTBUA. CUTHAIIBI.
Peakuus Ha nonmyuenue curnana. irnopupoBaHue U nepexsat
curtayioB. [lochuTKa CUTHAIOB C KJIaBUATYPhl U IPOTrPAMMHO.
BsaumopeiicTBue ¢ BUpTyanbHO (haliIoBON CUCTEMOMN U
MPOCTPAHCTBOM UMEH. YTIpaBiIeHUE JOCTYIIOM MPOIECCOB K
¢aiinam u ¢ainoBeM cucteMaM. BupTyanbHasi maMaTh U
aJpecHOe MPOCTPAHCTBO MpoIecca.

Bcero AYAUTOPHLBIX YaCOB

8 | | 8
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6 Cemecmp

30 0 30

1-8

Pa3zpgen 1

16 16

Pa3nen 1
Cpenctsa 3amuthl coBpeMeHHbIX OC 1 ux
aJIMUHUCTPHUPOBAHHE

Bcero AYAUTOPHLBIX YaCOB

Ownutaiin

YupapjieHue IMCKOBBIMH pa3jiesiaMu, ¢ailioBbIMU
CHCTEMAMH M IPOCTPAHCTBOM CBONMHIA

Yuaukansasie uaeatudukaropsl GUID (Globally Unique
Identifier), UUID (Universally Unique Identifier).
PasnoBugHOCTH (halimoOBBIX cUCTEM. [[UCKOBBIC, CETEBBIC U
(iceBm0) (haitsToBBIC CUCTEMBI (B ONIEPATHBHOM MaMSTH).
[TonsTue BupTyanbHoii (aitnosoii cucremsl (VES).
VYerpoiictBa xpanenus. [lonsitue paznena. Cxemst MBR
(Master Boot Record) u GPT (GUID Partition Table).
CoiicTBa pasnenoB. OrpaHu4YeHHs Ha KOJIMYECTBO U pa3Mep
paznenoB. Co3nanue u ynaineaue pasaenon (gdisk).
[TonsiTre nuckoBo (HaiiToBO# cUCTEMBI. THITBI (halIOBBIX
cucreM. opmar ¢aitnosoii cucremsl UNIX. Co3nanue
(atinoBeix cucteM (mkfs).

MonTpoBanue ¢aitnoBeix cucreM. Touka MOHTUPOBaHHS.
PyuHoe (BpeMeHHOE) M TOCTOSSHHOE MOHTHpPOBaHKE (mount).
®opmar daiina /etc/fstab. MOHHTOPUHT AUCKOBOTO
npoctpanctsa (df, du).

[TpoctpanctBo cBonmHra. Co3zanue pasjenna CBOIUHTA.
dopmatupoBaHme pasaena ceonuHra. [logkmouenue u
OTKJIIOYEHHUE pazziena cBonuHra. [IproputeTs pa3aenos
CBOMMHTa. MOHUTOPUHT MIPOCTPAHCTBA CBOMMHTA.

Komanp! ynipaBinenus pasaenamu aucka: fdisk, gdisk, Isblk,

Bcero aytuTopHbIX 4acoB
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blkid.

Komannp! ynpasnenus aitnoBeimu cuctemamu: mkfs, mke2fs,
tune2fs, mount, findmnt, findfs, dump, fsck (makersr: util-linux,
e2fsprogs).

Komanns! ynipaBnenust ceonuHroM: mkswap, swapon, swapoff,
free.

Komanapl MOHUTOpUHTA TUCKOBOTO mpoctpaHcTra: df, du.
daiinel 1 Katanoru: /etc/fstab, /etc/mtab, /proc/partitions.

YnpasieHue cepBucamMu

3asaya ynpaBlieHUs] CACTEMHBIMU M CETEBBIMHU CEpBHUCAMHU.
Memnemkepsl init, inetd u systemd.

Haznauenue, coctaB 1 BO3MOXKHOCTH CUCTEMHOTO MEHEKepa
systemd. [TonsTue rouuta. PacnonoxeHnnue 10HUTOB B (aiiioBoit
cucteme. Tumnsl OHUTOB: service, socket, busname, target,
snapshot, device, mount, automount, swap, timer, path, slice,
scope. CocTosiHUS FOHUTA. 3aBUCUMOCTH FOHUTOB. YTIpaBJeHUE
service-IOHUTaMU. 3amycK, OCTAaHOB U Tiepe3arpy3Ka cepBHca.
VYnpasnenue target-toHUTaMH, target-roHUT MO YMOTYaHUIO.
Pexxumbl pabOTHI CUCTEMEI rescue U emergency. YpaBieHUe
paboTOl CUCTEMBI M MUTAHUEM KOMITbIOTEpa. BrIrpy3ka
CUCTEMBEI, Iepe3arpy3ka reboot, mpuocranoBka suspend u
octaHoBKa hibernate cuctemsi.

Co3znanne coOCTBEHHBIX IOHUTOB.

Komannpr: systemctl, journalctl.

@aiiner 1 katanoru: /ust/lib/systemd/system/,
/run/systemd/system/, /etc/systemd/system/.

Bcero ayiuTopHbIX 4acoB
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YnpasieHue NPorpaMMHBIM o0ecriedyeHneM

3amava ynpapieHus nporpaMMHbIM ooecnieuerrem B OC.
beszomnacHocTh npu ycTaHOBKe, 00HOBIeHNH U yaaneHun [10.
Cucremsl ynpasienus [10 8 UNIX u Linux: rpm u dpkg, yum
u apt-get.

OcHOBHBIE BO3MOKHOCTH CUCTEMBI yIIPABJICHUS TAKETAMU
RPM. Kondurypauus RPM. Haznauenue u cocraB nakera.
3aBrCUMOCTH NakeToB. buHapHeie u src-maketsl. Haznauenue
spec-(aiina. OcnoBubie ToTH akera: ARCH, BUILDHOST,
DESCRIPTION, DISTRIBUTION, GROUP, NAME, OS,
PACKAGER, VENDOR, VERSION, MD5, PGP.
BrinonHeHne CKpUITOB MpY YCTAaHOBKE U YJAJICHUU MTAaKeTa.
Toru makera: POSTIN, POSTUN, PREIN, PREUN.
3aBucumoctH mmakeToB. Toru makera: PROVIDES,
REQUIRENAME.

baza nannbix makeros /var/lib/rpm/.

YcraHoBKa, yanenue, oOHoBieHHe akeToB. [lomydyenue
nHpopmanuu o makerax. Bepudukamus ycTaHOBIEHHOTO
nakera. ®opmar SMSDLUGT.

bezonacHoCTh MpH yCTaHOBKE ¥ OOHOBJICHUH ITaKETOB.
Co3pnanue u coopka nakera. @opmar spec-daiina. CTpykrypa
katanoros 11t coopku: BUILD, RPMS, SOURCES, SPECS,
SRPMS.

Penosutopuii nakeroB. OcHOBHBIE aTprOyThI. Pazmernienue Ha
aucke, Ha ftp-cepBepe, Ha web-cepBepe. Kondurypaunonssrii
(aiin /etc/yum.conf. HacTpoiika peno3uTopues.

Bcero ayiuTopHbIX 4acoB
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[Tonmyyenne MHPOPMAIIUH O TTAKETAX U TIOUCK ITAKETOB C
nomornbio yum. Komanaer yum: list, search, info, provides.
YcranoBka, OOHOBIIEHHE U yJaJIeHHE MTAKETOB C TIOMOLIBIO
yum. Komanner yum: install, update, remove.

['pynmbl (KOJUIEKIIMH) MTAKETOB. J[Ba THMA KOJIJICKIIHA.
VYmpasnenue rpynnamu. Komanasr yum: group list, group info,
group install, group update, group remove.

Ucrtopus Tpanzakumii yum history. KypHan Tpan3akiui
/var/log/yum.log.

Pabota ¢ penozuropusimu. [IpocMoTp mOCTymHBIX
peno3uTopueB. BkitoueHne/BBIKIIIOUEHNE PEIO3UTOPUEB.
Co3pganue peno3uTopus.

Komanns! amst paboTsl ¢ apxuBamu: tar, gzip, gunzip, zcat.
Komannp! a1 paboThl ¢ makeramu: rpm, rpm2cpio, rpmdev-
setuptree, rpmbuild.

Komanns! ai1st paboThI C PETIO3UTOPHSIME: yum,
yumdownloader, createrepo.

Kondurypammonnsie daitnel u katanoru RPM: /etc/rpmre,
~/.rpmrc, /ust/lib/rpm/rpmre, /ust/lib/rpm/macros,
/ust/lib/rpm/macros.d/, /etc/rpm/macros.*, ~/.rpmmacros.
daiinbl: /etc/yum.conf, /etc/yum.repos.d/aurora.repo.

9-15 Pa3nen 2 14 14
Paznen 2 Bcero ayiutopHbIX 4acoB
Mexanusmbl 3amuThl sapa OC GNU/Linux

OHJ121171}|1 |

9-10 OcHoBbl nporpammupoBanus sapa OC GNU/Linux Bcero ayutopHbIX 4acoB
Ha3nauenue u coctas sanpa. Komnusius siapa. 4 | | 4
[IporpammupoBanue moayneit sapa. [IporpammupoBanue Owniaiin
daitnosoii cucremsl procfs. Uatepdeiic LSM. UnTtepdeiic
CUCTEMHBIX BbI30BOB. [IpocTpancTBa nMEH. KoHTpoibHbBIE
TPYIIIIBL.

11-12 | Aaropur™Mbl U CTPYKTYPbI TaHHBIX 1IPa Bcero ayutopHbIx 4acoB
Bupryanbsnas ¢aiinosas cucrema (VFES). Ynpasienue 4 | | 4
naMaThio. CTpaHU4Hasi OpraHu3alus MaMsITH. Oumnitaiia

| |
13 - 14 | Cucrema ynpasJienns nocrynom SELinux Bcero ay1tuTopHBIX 4acoB

[Tonmmtuku 6e30macHOCTH, oaaepkuBaeMbie SELinux: Type
Enforcement(TE), Role-Based Access Control (RBAC), Multi-
Level Security (MLS). O0BeKTHI 1 CyOBEKTHI OCTYTIA.
KonTteker 6e3onacHoctu. CpaBHEHHE aTpHOYyTOB 0€30MaCHOCTH
DAC u MAC.

Pexxumel pabotsl: disabled, permissive, enforcing.
Kondurypanmonssrtii daiin /etc/selinux/config. Ilomydenne
HHQ)opMauI/m C IIOMOIIBK) KOMAaH]I, getenforce U sestatus.
VYupasnenue ¢aittamu. Kinaccel 00beKTOB (PailyIOBOM CHCTEMBI.
Hasnauenue xonrtekcra (aiinam. HacinenoBanue mo
ymomdanuro. [lepexon tumna. KonnpoBanue u nepeMerieHme
¢aiina BHyTpHU U 3a mipeensl GaitnoBoii cuctemsl. Mi3MeHeHue
KOHTEKcTa (aiina. BpemMeHHOe n3MeHeHne KOHTeKCTa (aiia.
Komanga chcon. Pesepsubie konuu. CoxpaneHue u
BOCCTAHOBJICHHE PaCIIUPEHHBIX aTPUOYTOB.
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Konrekcr ¢aiinoBoii cuctemsl. HazHaueHne KOHTEKCTa MPH
MOHTHUPOBaHUM (aioBoii cucteMbl. ONIIMK KOMaH bl mount:
context u defcontext.

Omnpenenenre KOHTEKCTOB ¢ TOMOIIbIO PETYJISPHBIX
BbIpakeHU. Daitiibl

/etc/selinux/targeted/contexts/files/file contexts.*.
N3menenue koHTekcTa (aiina (moctossHHOE). Komanaa
semanage fcontext.

Komangsl: seinfo, sestatus, semanage, sesearch, chcon, chcat,
matchpathcon, restorecon, findcon, fixfiles, audit2allow,
ausearch.

daiinel: /ete/selinux/contig, /sys/fs/selinux/enforce,
/var/log/audit/audit.log,
/etc/selinux/targeted/contexts/files/file contexts.*

15 HopmaTuBHas Bcero ayiuTopHbIX 4acoB
Crangaptsl nH(OpMannoHHON 6e3omacHocTH B obsactu OC. 2 | |2
Cucrewms ceprudurarmu. Ceprudpukanus OC mo TpedoBanusMm | Oumaitn
0€30MacHOCTH. | |

CokpalieHHbIe HAUMEHOBAHMS OHJIAH OMIUIA:

Oo6o3na | [lo,1HOe HAaMMeHOBaHHE
YeHHue

oK DJIEKTPOHHBIN KypC

M [TOTHOTEKCTOBBIN MaTepual
T1JI ITomHOTEKCTOBEIE JIEKIIMH
BM Buneo-marepuansl

AM Aynno-Matrepuaibl

[Ip3 [Ipezenranuu

T Tectol

OCM DJIEKTPOHHBIE CIPABOYHBIE MAaTEPUATIbI
ncC NHTEpaKkTUBHBIN CAUT

6. OBPA3OBATEJIBHBIE TEXHOJIOI'MHN

[Tpu peannzanuu nmporpamMmbl yueOHOH AUCHUIUIMHBI «be30macHOCTh ONMepalMOHHBIX CUCTEM
UCTOJNB3YIOTCS pa3iuyHble 00pa30BaTesIbHBIE TEXHOJOTUU — BO BpeMs ayJUTOPHBIX 3aHsATuil (124
yaca) 3aHATHA MPOBOAATCS B (opme Jekuuil u nmabopatopHbix pabor. CamocrositenbHas pabota
cTyneHToB (92 vaca) nmoapa3zymeBaet 1noj coooi npopadoTKy JEKIMOHHOTO MaTepuaia U BBITTOJIHEHUS
JOMANIHETO 3alaHUs B (bopMe PEIICHMA IMOCTABJICHHBIX HA J'Ia60paT0pHI)IX 3aHATUAX 3a1a4.

7. POHJ OHEHOYHBLIX CPEICTB

@DOH/T OLIEHOYHBIX CPEACTB IO TUCIUILUIMHE 00ECIeUrnBaeT MPOBEPKY OCBOCHUS TIAHUPYEMBbIX
pe3ynbTaToB o0ydeHus (KOMMETEHIMH M MX WHIUKATOPOB) MOCPEICTBOM MEPOMPUSTHH TEKYIIETo,
pyOeKHOTO U IPOMEKYTOUHOTO KOHTPOJIS IO JTUCIIUILTHHE.

Cesi3p Mexay (GOpPMUPYEMBIMH KOMIIETCHIUMSMU W (OpMaMHu KOHTPOJIS HMX OCBOCHHUSA
MIpeJCTaBIIeHA B CIIEAYIONIeH Tabnuie:




| Komnerennus | MnaukaTopsl ocBoeHusI

IIxaabl oeHKH 06pa30BaTeJ’lele JOCTHKEHUI

[IIkana Kaxa0ro KOHTPOJIBHOTO MEPONPUATHS JEXKUT B mpeaenax oT 0 1O yCTaHOBIEHHOTO
MaKCUMaJIbHOTO 0aJila BKIIIOYMTENbHO. MTOroBast arrecranus no AMCLUUILUIMHE oneHuBaercs no 100-
0aJuIbHOM IIKaje W MpeAcTaBiIsieT co0oil cymmy OanioB, 3apabOTaHHBIX CTYJEHTOM IPHU BBIIOJIHEHUU
3aJlaHui B paMKax TEKYILEro U IpOMEKYTOUYHOTO KOHTPOJIS.

Htorosas o1ieHKa BBICTABIISIETCS B COOTBETCTBUH CO cnez[ylomeﬁ IIKAJIOM:

Cymma Ormenka 1o 4-ex Onenka | TpeGoBaHUS K YPOBHIO OCBOSHUIO
0ayIoB OAJUTHHOM IIIKaJIe ECTS Y4eOHOM TUCITUTLINHBI

OLICHKa «OTJIMYHO» BBICTABJIACTCSA
CTYIIEHTY, €CJTH OH TIIyOOKO U TIPOIHO
YCBOWII IIPOTPaMMHBII MaTepuail,
HUCYCPIBIBAKOLIC, MMOCICAOBATCIILHO,
90-100 5 — «omauunoy A YETKO M JIOTHYECKH CTPOMHO ero
nsjnaract, yMecT TCCHO YBA3bIBATH
TCOpHIO C HpaKTHKOfI, HUCIIOJIL3YCT B
OTBETE MaTepHuall MOHOTpapHIECKOM

JIMTEPATYPBI.
85-89 B OlLieHKa «XOPOII0» BBICTABIIAETCS
75-84 C CTYJIEHTY, €CITH OH TBEPJIO 3HAET

MaTepHa, TPaMOTHO U TIO CYIIECTBY
M3Jaraer ero, He JOIMycKas

D CYILIECTBEHHBIX HETOYHOCTEH B OTBETE
Ha BOMPOC.

65-69 Or1eHKa «yIOBICTBOPUTEIHHO
BBICTaBJIACTCA CTYACHTY, €CJIM OH UMECT
3HaHUS TOJIBKO OCHOBHOI'O MaTepHaa,
3- HO HE YCBOWII €ro JieTaleH, J0mycKaeT
60-64 «Y0081eMBOPUMENLHOY E HETOYHOCTH, HEJOCTATOYHO IPaBUIILHBIE
(hOopMyIHUPOBKH, HAPYIICHUS
JIOTHYECKOH MOCIIeIOBATEILHOCTH B
M3JI0)KEHUH TPOTPAMMHOT0 MaTepraia.
OreHka «HEYIOBIETBOPUTEIHHO»
BBICTABJISACTCS CTYACHTY, KOTOPBII HE
3HAET 3HAYHUTENLHON YacTh
MPOTPaMMHOTO MaTepualla, JOMyCKaeT
H 60 2 — F CylecTBeHHbIE o1mnoOKku. Kak npasuio,
1oKe «Hey008IemBOPUMETbHOY OLICHKA «HEYIOBIETBOPUTEIHLHOY
CTaBUTCSI CTYJICHTaM, KOTOpPbIE HE MOTYT
MPOIOIKHUTE 00y4eHHe Oe3
JIOTIOJTHUTEILHBIX 3aHATHH T10
COOTBETCTBYIOIIEH TUCIUILTUHE.

4 — «xopouto»
70-74

OneHouHble cpecTBa NpuBeeHBI B [IpriiokeHnn.

8.  YUEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
YYEBHOM JUCLUUIIAHBI



OCHOBHAA JIMTEPATYPA:

1. DU B24 BBenenue B onepanoHHble CUCTEMbI U OCHOBBI IIPOrPAMMUPOBAHUS : 1a00OPaTOPHBIN
npaktukym, Mocksa: HUAY MU®U, 2015

2. O B12 Komananslii nHTEpdElic onepanroHHbIX cuctem cemeiictBa UNIX : mabopaTopHbIit
npaktukym, Mocksa: HUAY MUOU, 2015

3. DU 0-60 Omneparmonnsie cucteMbl. OcHoBBI UNIX : yueOHOE mocobue, Mocksa: UHOPA-M, 2016

JOITOJIHUTEJIbHA S JIMTEPATYPA:

1. 004 E60 3amuTa nHdopManuu B IEpCOHAIBHOM KOMIbIOTEpE : yueOHoe nocobue, Mocksa: ®opywm,
2015

I[MPOIT'PAMMHOE OBECITEYEHUE:

CrnenmaibHOE TIpOrpaMMHOE o0ecriedeHue He TpeOyeTcst
LMS U UHTEPHET-PECYPCHBI:
https://online.mephi.ru/

http://library.mephi.ru/

9.  MATEPUAJILHO-TEXHUYECKOE OBECIEYEHUE YYEBHOI
JUCHUIINHBI

CrenunaiibHOE MaTepUATbHO-TEXHUYECKOE oOecieueHne He TpeOyeTcs

ABTOp(BI):

Edanos JImutpuii Banepreuy, K.T.H.



