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AHHOTALMS

Lenb qucuMIUIMHBL — (OPMUPOBAHHE Y CTYJCHTOB 3HAHUH O COBPEMEHHBIX aCUMMETPHYHBIX
KPUNTOCHCTEMaX M OCOOCHHOCTAX HMX TMPUMEHEHUS TMpH KOMIUIEKCHOW 3amiuTe OOBEKTOB
nH(pOpMaTU3ALINN.

B kypce paccmarpuBaroTcs CleIyroe TEMBI:

- OCHOBHBIE TIOHATHS U 33a4l KpUNTOrpauu ¢ OTKPBITHIM KIHOUOM;

- OCHOBHBIE THITbl KpUNTOTPAPUUECKUX AITOPUTMOB C OTKPBITHIM KITHOUOM;

- OCHOBHBIE METObI TOCTPOEHUS U OLIEHKH KaueCTBa MPOTOKOJIOB Ha OCHOBE KPUIITOCUCTEM C
OTKPBITHIM KJITFOUOM.

- TUIOBBIE METOJAbl KPUITOrpaUUYecKoro aHajgu3a U OLEHUBAHHUA KpUOTOrpapuuecKou
CTOMKOCTH;

- IPOOJIEMBI M METO/IBI YIIPABIICHHSI KIIFOYEBBIM MaTEPHAIOM aCUMMETPUYHBIX KPHIITOCUCTEM;

- IPUHATHIC OTEYECCTBEHHBIE, 3apy0eKHbIC U MEXK/YHAPOIHBIC CTAHIAPTHI UIT AaCHMMETPHYHBIX
KPUITOCUCTEM U PEKOMEH/IALUH 10 UX UCIOIb30BAHUIO;

- TEHJIEHIIMM PA3BUTHUSA U OCHOBHBIX HAIIPABJICHUN HCCIIEIO0BAaHUNA B 00JIACTH aCUMMETPUUYHBIX
KPHUIITOCUCTEM;

- BOIPOCHI JIMIEH3UPOBAHUS U CEPTU(DUKALUN CPEACTB KPUNTOrpauuecKoil 3aluThl
uHpOpMaINH;

- mapaMeTpbl 0€30MacHOCTH ISl OCHOBHBIX HCIIOJNB3YEMBIX Ha TPAKTHKE THIIOB
ACHMMETPUYHBIX KPUIITOCUCTEM;

3HaHUS W TIPaKTHYECKHE HAaBBIKM, MOJydeHHble B Kypce «Kpumrorpaduueckne meTombl
3aIUThl MHOOPMAIMH», WCHOJB3YIOTCS TPH W3yYEeHUH IPYTUX TUCHHIUIHH MPOQPECCHOHATHLHOTO
LIUKJIA, @ TAKXKE MPH BBIIIOJIHEHUHU KYPCOBBIX M JUIZIOMHBIX padoT.

1. IEJIA Y 3ATIAYA OCBOEHMS YYEFHOM JIUCIIUILINHBI

Llens auctMIUIMHBL — GOPMUPOBAHUE Y CTYACHTOB 3HAHUH O COBPEMEHHBIX aCUMMETPUYHBIX
KpUNTOCHCTEMaX M OCOOCHHOCTAX MX MPUMEHEHUs TMpH KOMIUIEKCHOM 3amure OOBEKTOB
nHpOpMaTHU3ALINH.

2. MECTO YYEBHOW JUCIHUILJIMHBI B CTPYKTYPE OOII BO

Lenp mucuuruivHbl — (GOPMUPOBAHKUE Y CTYJCHTOB 3HAHUI O COBPEMEHHBIX aCHMMETPHYHBIX
KpUIITOCHUCTEMAX M OCOOEHHOCTAX MX MPUMEHEHUsS TIpU KOMIUIEKCHOM 3alluTe OOBEKTOB
nH(pOpMaTU3aLIUH.

3. OOPMUPYEMBIE KOMIIETEHIIUU U ITNTAHUPYEMBIE PE3YJIBTATbBI
OBYYEHUA

YHuBepcanpHbIe H(WIH) 001enpoQeccuoHanbHble KOMIETEHIHH:

Kox n nanmenoBanue komrnereHuud | Kox m HanMeHoOBaHME MHIMKATOPA JOCTHIKEHHS
KOMITETCHIIUH
3-OIIK-5 [1] — 3HaTh: TeOpeTUUECKHUE U IMIUPUUYECKUE

MCTOAbI HAYUYHBIX HCCHCHOB&HHﬁ, MIOPAAOK ITPOBCACHUA

OIIK-5 [1] — CriocobGeH npoBOAUTH
Hay4YHbIC UCCIICIOBAHUS, BKITFOYAs




JKCIepUMEHTaIbHbIe, 00padaThIBaTh
pe3yIbTaThl HCCIEIOBAHUM,
0(opMIIATH HAYYHO-TEXHUUYECKHUE
OTYETHI, 0030pPbI, TOTOBUTH TI0
pe3yibTaTaM BBIITOJTHEHHBIX
WCCIIEIOBAaHHUI HAYYHBIE TOKJIAIBI 1
CTaTbu

VKII-1 [1] — CriocobeH pemiath
HCCIIeIoBaTeNbCKHUEe, HAyYHO-
TEXHUYCCKHUEC U IIPOU3BOJCTBCHHEBIC
3a/la4¥ B YCIOBUSAX
HEONPEACIICHHOCTH, B TOM YHCIIE
BBICTPanBaTh JCIOBYIO
KOMMYHHKAIUIO U OPTaHU30BLIBATH
paboTy KOMaH/bl C UCTIOIH30BAaHHEM
HU(POBBIX PECYPCOB U TEXHOJIOTHI B

Hay4HbBIX UCCJIEI0BAHUM

V-OIIK-5 [1] — YMeTh: npUMEHATh METOABI HAYYHBIX
WCCIIeIOBAaHUI B HAYYHOU JIeATETHbHOCTH, 0000IIaTh
TOJTyYeHHBIC SKCTIEPUMEHTAIbHBIC JJaHHBIC, aHATTU3UPOBATH U
JIeJIaTh BBIBOJIBI

B-OI1IK-5 [1] — BnageTs: TeopeTHuecKUMHU 1
SMIIUPUYECKUMH METOJAMHU HAyYHOT'O UCCIEIOBaHUS TPU
BBITIOJTHCHUH HAYYHO-HCCIIEIOBATEIHCKUX PAOOT, METOIUKOM
0o(OpMIICHHUSI OTYETOB 10 HAYYHO-UCCIIEIOBATETLCKUM
paboTtam, cTaTel U TE3UCOB TOKIAI0B

3-VKII-1 [1] — 3HaTh cOBpeMeHHBIE ITU(DPOBBIE TEXHOJIOTHH,
HCIIOJIb3YEMBIE JUI BBICTPANBaHUs JEI0BOM KOMMYHHUKAUU
Y OpraHM3aly UHIUBUAYaIbHOW M KOMaHIHOW paboThI
V-VKII-1 [1] — YMeTs noaOupats Hanbosee pejeBaHTHbIE
uu(ppoBbIE PELICHUS IS TOCTHKEHUS TOCTABJICHHBIX LIeIei
U 3aJa4, B TOM YHCJIE€ B YCIOBHUSIX HEONPEACIEHHOCTH
B-YKII-1 [1] — BnageTs HaBbIKaMu perieHus
HCCIIEI0BATENIbCKUX, HAYYHO-TEXHUYECKUX U
MIPOM3BOJICTBEHHBIX 33/1a4 C HUCIOIb30BAaHUEM LIU(DPOBBIX

uudpoBoii cpeze

TEXHOJIOTUN

[IpodeccnonanbHbie KOMIETEHIIMA B COOTBECTBUU C 3ajjadaMd W OOBEKTaMu (001acTsaMu

3HaHUI) TPOpEeCCUOHATBLHOMN 1A TebHOCTH:

3apaua
npodeccuoHaIbLHOM
aesiteabnoctu (3I11)

O0BeKT NIk 00J1aCTh
3HAHUSA

Koa n naumeHoBanue
npodeccuoHaIbLHOM
KOMIIeTEHIUM;
OcHoBaHue
(mpogeccuoHATIBLHBIH
cranaaprt-IIC, ananu3
OIIbITA)

Kon n naumenoBanue
HHIMKATOpPA
AOCTHKEHUS
npogeccuoHaILHOM
KOMIIeTeHIIUN

MPOEKTHBIN
pa3paboTka nH(OPMaIMOHHBIE ITK-5.1 [1] - Cocoben | 3-TIK-5.1[1] - 3narte
MPOEKTHBIX PEIICHUI | pecypchl PUMEHSITh 3aKOHBI, HOPMaTHUBHbBIE
1o 00ecTIeYeHHIO COBPEMEHHYTO aKThI U UHBIC
3alUThl HHPOPMAIHA HOPMAaTHUBHYIO HOpPMAaTHBHBIC
C TIpUMEHEHUEM NpaBoBYyIO 0asy, JTOKYMEHTHI B 001aCTH
KpUNTOTpaGHIECKUX periIaMeHTHPYOIY O Kpunrorpaduu;
CpPENCTB ucnosnb3oBanue cpeacts | Y-IIK-5.1[1] - Ymets
Kpunrorpadgudeckoi UCTIOJIb30BaTh 3aKOHBI,
3amuThl HH(QOPMALIUN HOPMATUBHBIC aKTHI U
WHBIC HOPMAaTUBHBIC
Ocnosanue: JTOKYMEHTHI B 001aCTH
[IpodeccrnonanbHbIN Kpunrorpadum;
crangapt: 06.032 B-TIK-5.1[1] - Bnagets
COBPEMEHHBIMU
METOAAMHU M CIIOCOOaMuU
Kpunrorpaduyeckoi
00paboTku HHPOPMALIUU
pa3paboTka nH(pOpMaITMOHHBIE ITIK-1 [1] - Ciocoben 3-TIK-1[1] - 3Hats:
MIPOSKTHBIX PEIICHUN | pecypchl MPUHUMATH Y9aCTUE B MOJIENIN YIPO3 HCI K




10 00ECIICUCHHIO
0€e30I1acCHOCTH JAHHBIX
C IPUMEHEHUEM
KPUNTOTPAPUIECKUX
METOJIOB

paspaboTke cuctem
obecrieuenust b nnm
nH(pOPMAIMOHHO-
AHAJTATHYCCKUX CHCTEM
6e30macHOCTH

OcHosanue:
[TpodeccrnonanpHBIN
crangapt: 06.032

CETSIM 2JIEKTPOCBS3H;
METOHMKH OIICHKH
YA3BUMOCTEHN CeTen
AIIEKTPOCBSI3U C TOUKU
3peHusi BO3MOKHOCTH
HCJI K HUM;
HOpPMAaTHBHBIE ITPABOBBIE
aKTBI B 00JIACTH CBSI3H,
uHpOpPMAaTU3ALUH U
3a1uThl HH(OPMaLIUK;
BUJIbI TIOJIUTUK
0e30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM
H CETEH; BO3MOKHOCTH
UCTOJIb3YEMBIX U
TUTAHUPYEMBIX K
HCIIOJIb30BAaHUIO CPENICTB
3a1uThl HH(OPMaLIUK;
0COOEHHOCTH 3aIUThI
uHpopMaluu B
aBTOMaTH3HPOBAHHBIX
CUCTEMaX YIpaBJICHUS
TEXHOJIOTUYECKUMU
IpoLeccaMu; KpUTepuu
oLeHKH 3(pPeKTUBHOCTU
U HaJIeXKHOCTHU CPEJCTB
3alUThl HH(pOpMALUU
IIPOrpaMMHOTO
obecrieyeHus
aBTOMAaTH3HPOBAHHBIX
CUCTEM; OCHOBHBIE
XapaKTePUCTHKH
TEXHUYECKHUX CPEJICTB
3a1uUThl HH(OPMaLUU OT
yTEUeK MO0 TEXHUUECKUM
KaHaJlaM; HOpMaTHUBHBIE
IIPaBOBBIE AKTHI,
METOJINYECKUE
JIOKYMEHTBI,
HaIMOHAJIbHBIE
CTaHIApTHI B 00J1aCTH
3a1uThl HH(OpMaLUn
OrPaHUYEHHOI0 A0CTyIa
M aTTECTAMU 0OBEKTOB
MHpOpMaTU3aLUU Ha
COOTBETCTBUE
TpeOOBAHUSAM IO 3aIIUTE
uHpOpMAILINH;
TEXHUYECKHE KaHAJIbI
yTEeUKH HH()OpMAIHH. ;
V-TIIK-1[1] - YmerTs:
BBISIBIISITh M OLICHUBATh




YIPO3bI HCJ] K CETAM
AIIEKTPOCBSI3H;
aHAJTM3UPOBATh
KOMITBIOTEPHYIO
CHCTEMY C LIEJIbIO
OTIpeIeIICHUS
HE00XO0/IMMOTO YPOBHS
3alUIIEHHOCTH U
JIOBEPHS;
KJ1acCu(UIMpoBaTh
3alMIIAeMY 0
WH(OpMAIIHIO 1O BUIaM
TalHbI ¥ CTENECHAM
KOH()MICHIIMAIBHOCTH;
BBIOMPATh MEPHI 3aIUTHI
uH(popManuuy,
HoJyIeXxaIme
peanu3aiym B CUCTeMe
3alUThl HH(pOpMALUU
aBTOMAaTU3HPOBAHHON
CHCTEMBbI; IPOBOJUTH
aHaJlu3 yrpo3
6e3omacHoOCTH
uH(popMaluu Ha
00beKTe
nH(pOpMaTU3aLnK;
IPOBOJIUTH
MPEIIPOCKTHOE
oOcrieoBaHNe 00BEKTa
nH(popMaTu3aluu. ;
B-TIK-1[1] - Bnanets:
OCHOBAaMH TIPOBEICHUS
TEXHUYECKUX paboT mpu
aTTeCTalluy CCCd C
y4eToM TpebOoBaHUil 1Mo
3amuTe UHpOpMaINH;
OIpeIeIEHUEM yTpo3
0e30macHOCTH
uH(popMaIum,
peanu3anys KOTOPBIX
MOJKET IPUBECTH K
HapyIIEHUIO
0e30macHOCTH
uHpOpManU B
KOMITBIOTEPHOU CUCTEME
U CETH; OCHOBaMH
pa3paboTKu MOJIeH
yrpo3 6e30MacHOCTH
uH(bOpMaIIUU U MOJENN
HapyIIUTENS B
aBTOMATHU3HPOBAHHBIX
crcTeMax; OCHOBAMHU




pa3paboTka
MIPOEKTHBIX PEIICHUI
o 00ecTeueHUI0
0€e30I1acCHOCTH JAHHBIX
C IPUMEHEHUEM
KpUNTOTPAPUIECKUX
METOJIOB

BBITIOJTHEHUE HAyYHO-
HCCIIeI0BATENBCKUX
paboT Mo pa3BUTHUIO
¢buznuecKux,
MaTeMaTHIECKUX WITH
TEXHUYECKHUX METOJIOB
obecneyeHus
KpUnrorpapuueckon
3aIuThl HH(pOpMaLUU

MH(pOPMAaLMOHHbIE
pecypceel

KpunTorpaduueckue
CpeZACTBa 3aIIUTHI
uH(popManuu

[IK-4.1 [1] - Cnocoben
pa3spabaThiBaTh
MPOEKTHBIC PEIICHUSI 110
00eCIeYeHHIO
0E30IMaCHOCTH JAHHBIX C
HpI/IMeHeHI/IGM
KpUNTOTpaQHUECKUX
METOJIOB

OcHosanue:
[IpodeccronanbHbIit
craugapt: 06.032

HAy4YHO- HCCIIe0BaTEIbCKUM

[IK-5.2 [1] - Crtocoben
MPOBOJUTH OIICHKY

3¢ (HEeKTHBHOCTH
CpencTB
KpunTtorpaduueckoi
3a1uThl HH(OPMALIUN

Ocnosanue:
[MpodeccronanbHbIHI
crannapt: 06.032

MPEIIPOSKTHOTO
o0cienoBannsa 00OBEKTA
nH(pOpMaTU3AIINY;
OCHOBaMHU pa3pabOTKU
AHAJIUTUYECKOTO
000CHOBaHHUS
HEOOXOIMMOCTH
CO3/IaHMS CUCTEMBI
3aIuThl HHOPMALIUU
Ha 00BEKTE
uH(pOpMaTU3aALNUN
(Monenu yrpo3
0e30IMacHOCTH
uH(popMaIum).
3-11IK-4.1[1] - 3uars:
METOABI O0eCTIEUEHUS
0C30IMaCHOCTH JaHHBIX C
MIPUMCHCHUEM
KpunTorpapuueckux
METO/IOB;

V-TIK-4.1[1] - Y™meTs:
paszpabaThIBaTh
MIPOEKTHBIEC PEIICHUS 0
00eCIIeYeHUIO
0C30IMaCHOCTH JaHHBIX C
IPUMCHECHUEM
KpunTorpapuueckux
METO/IOB;

B-1IK-4.1[1] - Bnanets:
HaBbIKaMU pa3padOTKH
MPOEKTHBIX PELICHUH 1m0
00eCIIeYEHUIO
0C30IMaCHOCTH JaHHBIX C
MIPUMECHECHUEM
KpunTorpaguueckux
METO/IOB

3-TIK-5.2[1] - 3narth
METO/bI, CIOCOOBI U
CpeAcTBa OLIEHKU

3¢ (HEeKTUBHOCTHU CPEICTB
KpHunrorpaduyeckon
3alUThl HH(OPMALINH;
V-TIK-5.2[1] - Y™meTb
IPUMEHSTh
COBPEMEHHBIE METO/IbI,
CIOCOOBI M CpPeJICTBA
oieHKH 3(pPeKTUBHOCTH
CpeAcTB
KpHunrorpaduyeckoi
3alUThl HH(OPMALIUH;
B-TIK-5.2[1] - Bnagets




BBINOJIHEHUE HAyYHO-
HCCIIEeIOBATEILCKUX
paboT 1o pa3BUTHIO
(buznyeckux,
MaTeMaTHYECKUX WIH
TEXHUYECKUX METOJIOB
obecrieueHus
KpunTtorpaduueckoit
3alUThl HH(pOPMALUU

KpUnrorpaduyeckue
CpE/ICTBA 3aIINUTHI
uHpopMauu

ITIK-3 [1] - Criocoben
CaMOCTOSTEIILHO
CTaBUTh KOHKPETHBIC
3aJ1aui HayYIHBIX
HCCIIEIOBAHUN B
obmactu Ub unn
UH(POPMAIMOHHO-
AHAJTUTHYCCKUX CHCTEM
0€3011aCHOCTH U pellaTh
UX C UCTIOJIb30BaHUEM
HOBEMIIETO
OTEUECTBEHHOTO U
3apy0ex)HOTro OmbITa

OcHosanue:
[IpodeccrnonanpHbIM
cranzaapt: 06.032

METOAMKAMHU OLIEHKU
3¢ (PEeKTUBHOCTH CPENICTB
Kpunrorpaduyeckon
3a1uThl HHOPMaLUn
3-11K-3[1] - 3Hatsb:
PYKOBOJISIIIHE U
METOAMYECKHE
JIOKYMEHTHI
YTIOJIHOMOYEHHBIX
(dbenepabHBIX OPTaHOB
UCTIOJTHUTENIbHOU
BJIACTH,
yCTaHaBIMBAIOIINE
TpeOOBaHUS K
OpraHH3alH U
MIPOBE/ICHUIO
aTTecTaluu u
cepTU(UKAITMOHHBIX
UCTIBITAHUHN CPEJCTB U
CHCTEM 3aIlUTHI CCC OT
HCJI, 3TKC; OCHOBHBIE
CpelICTBa U CIIOCOOBI
obecrieyeHus
MH(pOpMaLMOHHON
0C30I1acHOCTH,
TIPUHIIHAITBI ITOCTPOCHUS
CPEACTB U CUCTEM
3alIATHI CCCO OT HC,
3TKC; HallUOHAJIbHBIE,
MEXTOCYTapCTBEHHBIE U
MEXTyHapOHbIE
CTaHIapTHI,
YCTaHABIIMBAIOIINE
TpeOOBaHUS 1O 3aIIUTE
uH(pOpMaIHU, aHATTU3Y
3AIIHIIEHHOCTHU CETEN
AJIEKTPOCBSA3U U OLICHKH
PUICKOB HapyIIECHHS UX
MH(POPMALIMOHHOM
0€30I1acHOCTH. ;
V-TIIK-3[1] - YmeTs:
OpTaHU30BBIBATH COOP,
00paboTKy, aHAIU3 U
CHCTEMaTH3AIIHIO
HAyYHO-TEXHUYECKON
uHpOpManuy,
OTEYECTBEHHOTO U
3apyOEKHOTO OMBITA 110
npobaemMamM
MH(POPMALMOHHOM
0e3o0macHOCTH ceTeit
AIIEKTPOCBSI3H. ;




B-TIK-3[1] - Bnanets:
OpraHu3anuein
MOJITOTOBKH HAYYHO-
TEXHUYECKHUX OTYCTOB,
0030poB, MyOIHUKanui
0 pe3yJibTaTaM
BBITIOTHEHHBIX
HCCIIEA0BaHUMN.

4. CTPYKTYPA U COJAEP)KAHUE YUYEBHOM JUCIUILIUHBI

Paznensl yueOHOM TUCIUIUIMHBL, X 00bEM, CPOKH U3y4eHUS U (HOPMBI KOHTPOJIS:

HaumenoBanue
pasaesia yueOHOM
JTUCIHHUIINHDI

Jleknuu/ Ilpaxr.
(cemmuHapsi )/
JlaGopaTopHbIe
padoThbl, yac.
Oo0s13aT. TEKyIIMH
KOHTPOJIb (popma*,
HeaeIs)
MakcuMaJbHbIHI
0aJ 3a pa3gea™*
ATTecTanus
pasnena (popma*,
HejeJs)
HNuaukaropsl
OCBOEHHSA
KOMIOATAHIIIA

Henean

1 Cemecmp

[\
(V)]

[TepBrIit pa3aen 1-8 KH-8 3-

3-T1K-

IIK-1,
B-

IIK-1,
3-IIK-

V-
I1K-3,
B-
I1K-3,
3-TIK-
5.1,




3-TIK-

Bropoii pa3aen

9-16

25

KH-16

OIIK-

OIIK-

B-
OIIK-

3-TIK-
4.1,

K-
4.1,
B-
K-
4.1,
3-IIK-

V-
[K-1,
B-
[IK-1,
3-IIK-

V-
IK-3,
B-
IK-3,
3-T1K-
5.1,
V-
IK-
5.1,
B-
IK-
5.1,
3-T1K-




Umoeo 3a 1 Cemecmp 64/0/0 50

KonTpoJbnbie 50
MeponpusitTusas 3a 1
Cemectp

4.1

* — COKpallleHHOe HauMeHOBaHKe (POPMBI KOHTPOJIA

ok CyMMa MAaKCHUMAJIbHBIX OaioB JOJIDKHa OBITh paBHa 100 3a CCMECTP, BKIIKOYAA 3a4YCT U

(unn) sK3aMeH

CoxpallieHre HaMMEHOBAaHUH (POPM TEKYIIEro KOHTPOJIS U aTTECTAI[UU Pa3eyioB:

Oo6o03na | [loiHOe HaMMeHOBaHME
YeHHue
KH KonTposib 1o uroram
C) DK3aMeH
KAJIEHIAPHBIN IIAH
Henea | Tembl 3ansaTuii / Conep:kanue Jlek., | IIp./cem. | JIao.,
U qac. , 4ac. yac.
1 Cemecmp 64 0 0
1-8 IlepBblii pa3ne 32
1 Brenenne Bcero ayiuTopHBIX 4acoB
Kpunrorpaduueckne npuMHUTHUBBI U KpUNITOTpaduvecKue 4 |
MIPOTOKOJIBI 110 3amuTte nHpopMmaruu. Kinaccudukanus Ownnaitn
MIPUMHUTHUBOB C OTKPBITHIM KITI04OM. CHHOHUMBI:
aCUMMETPUYHBIE, ABYXKIIOYEBBIE, C OTKPBITHIM KIIFOUOM
KPUIITOCUCTEMBI.
[11r0Chl 1 MUHYCBI aCUMMETPUYHBIX KPUIITOCUCTEM.
2 Heo0xoaumple cBeleHUs] U3 AJIre0pbl M TEOPUM UM CeJT Bcero ayiuTopHbIX 4acoB




Teopus 1eIMMOCTH B KOJIBLIE LIENBIX YUCENI U MHOTOUJIEHOB.
EBximnoBs! koiba. HanOomemmii o0Imui JeIuTens U
HaMMeHblIee o0IIee KpaTHoe. PacimpeHHbIi anroputm
EBknupaa u ero cioxuocts. [Ipocteie uncna. [lonapHo B3auMHO
npoctele yncna. Kuraiickas reopema 06 ocratkax. OyHKIUSA
Ditnepa u ee crorcTBa. Teopema Ditsiepa — Depma -
Kapwmaiikna. [IceBnonpoctsle uncna. BeposTHOCTHbIE U
JNETEPMUHUPOBAHHBIE METO/AbI HAXOKAEHUS MTPOCTHIX LIEIIBIX
yucen. Meroa HaxoxaeHus NpocThiX yucen B cranaapre [[OCT
34.10-94.

CBenieHue cpaBHEHUH N-0i CTENEHU 110 IPOU3BOIBHOMY
MOAYJIIO K CUCTEME CPaBHEHUH IO MOMAPHO B3aUMHO ITPOCTHIM
MOJYJISIM, K CPaBHEHUSAM 110 IPUMAPHOMY U IPOCTOMY
Moaysto. CpaBHEHHs IEPBOM U BTOPOH cTeneHr. CUMBOJIBI
Jlexxannpa u Skoou. Kpurepuit Ditnepa. Meron bepiekemmna
peLIeHHs] CPAaBHEHUH BTOPOIl CTEMEHH O MPOCTOMY MOYJIIO.
Teopema 3xBuBaieHTHOCTH PabuHa.

OcHoBHbIE (aKThl 00 IVIUNTHYECKUX KPUBBIX HaJI MOJISIMU.
OnnunTuYeckre KpuBble U (pakTopuzanus OOIBIIMX LETbIX
gucen. JJuckpeTHslil jorapum B rpymrme ToueK
AJUIMOTUYECKON KPUBOW HAJI MOJIEM.

Omuiaiig

OcHOBHBIE NOHATHS KPUNTOrpaguu ¢ OTKPBITHIM KJIHOY0M
[TpeanochIKy MOSBIEHUS KPUNITOTPAa(UU C OTKPHITHIM
kio4oM. Victopust co3panust Kpunrorpaduu ¢ OTKPhITHIM
KITIOUOM.

Heo6xonnmele cBeieHUS U3 TEOPUH CIOKHOCTH BBIUMCIICHUH.
OnHoHarpasieHHbIe (0JHOCTOpOHHUE) GyHKIMU. [Ipumepsl
OJTHOHANpPaBJIECHHBIX (QyHKIMI. DYHKIMU Ha OCHOBE OJIOUHBIX
mmdpos. OnHOHANIpaBICHHbBIE (PYHKIMH, OCHOBAHHBIE Ha
CJIO’KHOCTH 3a/1a4M JUCKPETHOI'O JIOrapu()MUpOBaHUs B
pa3nu4HbIX anreOpanyeckux rpynnax. OqHOHANPaBICHHBIC
(omHOCTOpOHHUE) PYHKIIUU C CEKPETOM U UX IPUMEHEHHUE IS
nenu mudpoBanus uapopmarmu. Iousatus o unppoBoit
HOJIMCH HAa OCHOBE OJJHOHAINPABJIEHHON (D)YHKIIUU C CEKPETOM.
OTtkpbITOE pacupeneneHue kioue. Cxema Mepkiisi.

Bcero ayutopHbIx 4acoB

8 |

Omu1aiig

Cxembl INGPOBaAHUSA € OTKPBITHIM KJIKY0OM

OcCHOBHBIE PUHIIMITBI TOCTPOEHHS. TpeOoBaHMs K SHTPOIIHUU
OTKPBITOT'O TEKCTA.

Cxema otkpsiToro mudposanus RSA. MeTtoas! yckopeHus
peanuzanuu. Bapuantsl cxembl RSA ¢ mansimu CRT-
sKcIoHeHTaMu. ATtaku Ha cxeMy RSA (araka Bunepa, bonexa -
HNypdu, u ap.). TpeGoBanus Kk BEIOOPY MapaMeTPOB CXEMBbI
RSA. Cxema RSA-OAEP.

Cxema otkpsiToro mudpoBanus Padbuna. Teopema Pabuna o
CJI0)KHOCTH PELIEHMsI CPaBHEHUS 2-11 CTENIEHU 110 COCTABHOMY
MoxyJto. Beibop mapamerpos cxembl Pabuna. Cxema
Bunssmca.

Cxems1 oTkpbITOTO THdpoBanus Db ["amans, Jamrapna.
Cxema mu¢pposanus Kpamepa - llloyna.

Kpunrocucrempl, 0CHOBaHHBIE HAa TEOPUH KOJUPOBAHUS.
Beenenue B konpl 'onmbl. O61mas 3a1a4ya 1€KOIMPOBAHUS
TuHeHbIX kKoJ0B. Kpunrocucrema OTKphITOro M poBaHus

Bcero ayiuTopHbIX 4acoB
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Omuiaiig




Mak-Dnuca. Cxema Huneppaiitepa.

Kpunrocucremsl, 0CHOBaHHBIE Ha 337a4e O PIOK3aKe.
Kpunrocucrema otkpeiToro mudponanus Mepkist-Xenimana
W aTaku Ha Hee. AnreOpandeckue pemerku. L3 — aTaka.
Kpunrocucrema otkpeitoro mudponanus Kopa - Paiisecra.
Br16op mapamerpos.

Hcnonb3oBanue B KpunTorpaduu MapHeIX 0TOOpaKeHUH
(paiping based crypto).

AcuMMeTpHYHbIe cXeMbl HM(PPOBOI MOANMUCH
OcHoBHble nonsTH. Knaccudukamus cxem udpoBoit

noanucu. Kimaccudukanus arak Ha cxeMbl UPPOBO MOAMHCH.

[Toanucanue TOKyMEHTOB ¢ MeTKaMu BpeMeHu. HeoTpunanue
aBTOpcTBa M 1M poBbie moanucu. Chepsl npuMEeHEeHUs

U (POBBIX MOAMHUCEH.

Cxewmsl nu¢posoii mognucu RSA u Pabuna. Cxema RSA-PSS.
Crangaptel PKCS.

Cxema nudpooii moanucu b ['amans u ee MoaupUKaIUu.
ATakuy Ha cXeMy B CiIydyae HEKOPPEKTHOM peanu3anuu
anroputMa. Cxema [lInoppa. Cxema g poBoii moamnucu
Kpamepa - lloymna.

CrniocoObl yCKOpeHHS MPOLEyp MOANKCH U TPOBEPKH.
Crannapts! nudposoit noamucu CIHIA (FIPS PUB 186)
Poccuu (I'OCT P 34.10). Metoab!l reHepaliii CEKpeTHBIX
rmapamMeTpoB JiJIsl CTaHAApTOB M(poBoi moamucu. CxeMbl
noanucu Guara-Illamupa, Oaiire-Ouara-Illamupa u np.
Peanuzanus cxeM 1iudpoBoil MOAMNCH Ha HHTEIIEKTYalIbHBIX
KapTOUKax.

CKpBITHIHN KaHa B cxemMax HU(pOBOH TOAMHCH.

CxeMbl COBMECTHOTO HIM(PPOBAHUS C MTOAMUCHIO
(Signcryption).HopmMaTtuBHO paBOBBIE aCIIEKTHI
MCTOJIb30BaHUs IM(POBOI MOANUCH.

Bcero ayiuTopHbIX 4acoB

8 |

Owntaiin

9-16

Bropoii paznen

32

9-11

Pa3zHoBuaHOCTH cXeM HU(POBOI MOANMUCH

[Toanuce Beaenyro (blind signature) u ee npuMmeHeHus. CXEMBI
KoH(puaeHIHansHOM moamucu (undeniable signature) u ux
npumeHenue. Cxemsol [Hlayma. CxeMbl MyJIbTUIIOANUCH
(multisignature scheme). ['pynmoBas moanucsk (group signature
scheme). CxeMbl MOAMKICH C BOCCTAHOBJICHHEM COOOIICHUS
(message recovery). [loanuce mo qoBepeHHOCTH (Proxy
signature). [loamucu ¢ oOHapyx)eHueM noanenku (fail-stop
digital signature). [Toanucu, moaTBepKaaeMble JOBEPEHHBIM
nunoM (designated confirmer signature). KombiieBast moanuck
(ring signature).

Bcero ayiuTOpHbIX 4acoB
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Ownutaiin

12

Kpunrorpadpuyeckue pyHKUMHA X3UMHUPOBAHMS
Knaccudukarus. @yHKnun X3mupoBaHus 0e3 KIIrova U ¢
kitoyoM. Crabble ¥ cuiibHbIe QYHKIUU XOUIHPOBAaHUS. ATaKH
Ha QyHKIUH xd1mmpoBanus. [Tapanoke «iHel poxkaeHun» nu
xom-pyHkiun. [puHiune! nocrpoenus. OyHkuuu
XEIINPOBaHUs Ha 0a3¢ CUMMETPUYHBIX OJOYHBIX AJITOPHUTMOB.
Oynknuu x3mmpoBanus Paiteecta (MD2, MD4, MDS) u ux
aHaIN3. AMEPUKAHCKUH CTaHIapT (PYHKIUU XIITUPOBAHUS
FIPS PUB 180 (SHS) u ero n3menenust (SHS-1, SHS-224,

Bcero AYAUTOPHBIX YaCOB
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SHS-256, SHS-384, SHS-512). Poccuiickue craniapThl
¢bynkuun xsmmpoBanust (TOCT P 34.11). [Ipumenenne
(GYHKIIUH XAIIMPOBAHMS B cXeMaX IU(POBOM MOIMUCH H IIPH
MOCTPOSHUH KpHunrocucteM. Koabl MpoBEepKH MOATMHHOCTH
coobmenuit (MAC). MAC Ha OCHOBE OJJTHOHAIIPABICHHON
¢byukmrr. MAC Ha OCHOBE MOTOYHOTO mudpa

13-15 | AcumMMeTpHYHBbIE CXeMbI IOCT-KBAHTOBOM Kpunrorpagumn | Beero ayIMTOpHBIX 4acoB

Kpunrocucremsl, ocHoBaHHbIE Ha XdmI-GyHKIuIX (Gravity- 8 |

SPHINCS; SPHINCS+); Omnnaiin

Kpunrocucremsl, ocHoBaHHBIE Ha anreOpandeckux konax (BIG
QUAKE; BIKE; Classic McEliece; DAGS; HQC; LAKE;
LEDAkem; LEDApkc; Lepton; LOCKER; McNie; NTS-KEM;
Ouroboros-R; pgsigRM; QC-MDPC KEM; RaCoSS;
RankSign; RLCE-KEM; RQC);

Kpunrocucremsl, 0CHOBaHHBIC Ha AIT€OPAaNIECKIX PEIIETKAX
(CRYSTALS-DILITHIUM; DRS; FALCON; LAC; LIMA;
NTRUEncrypt; pgNTRUSign; NTRU-HRSS-KEM; NTRU
Prime; Odd Manhattan; qTESLA; Titanium);

KpunTocrucremMbl, 0CHOBaHHBIE HA MHOTOMEPHBIX CHCTEMax
(DME; DualModeMS; GeMSS; HIMQ-3; LUOV; MQDSS;
Rainbow);

KpunrocucreMbl, 0CHOBaHHBIE Ha N30TCHHIX
cynepcuHryssspHbIx dummnTudeckux kpuBbiX (SIKE (SIDH)).

16 OobseryenHnble (JierkoBecHbIe, COAJTaHCUPOBAHHbIE, Bcero ayutopHbIx 4acoB
HHU3KOpPeCypPCHbIe) ACHMMETPUYHbIE CXeMbI 4 |
Ucrtopus noseinenus. Mexaynapoaabie ctanaapthl. ISO/TEC Owunaiin

29192-1:2012 Information technology - Security techniques -
Lightweight cryptography - Part 1: General. ISO/IEC 29192-
4:2013 - Lightweight cryptography - Part 4: Mechanisms using
asymmetric techniques. ISO/IEC 29192-5:2016 - Lightweight
cryptography - Part 5: Hash-functions.

CoxpameHHme HaMMEHOBAHMS OHJIAH OMIIMM:

Oo6o03na | [Tos1HOe HaMMeHOBaHME
YeHue

oK DIEeKTPOHHBIN Kypc

IIM [ToTHOTEKCTOBBIN MaTepual
11JI ITonmHOTEKCTOBBIE JCKIIUU
BM Buneo-marepuainsl

AM Aymo-marepualsl

[1p3 [Ipe3enTanuu

T Tectol

OCM DIEeKTPOHHBIE CIIPABOYHBIE MATEPUAJIbI
4@ HMHTEepaKTUBHBINA CANUT

S. OBPA3OBATEJIBHBIE TEXHOJIOI'YHU

OcHOBHBIMU 00pa30BaTEIbHBIMUA TEXHOJIOTUSAMHU B OCBOCHUU TUCIMILIMH MPO(ECCHOHATBHOTO
LUKJIA SBJSIIOTCS TPAAULMOHHBIE TEXHOJOTMM JIEKUMH M JabopaTopHbIX paboT. MHTepakTHUBHBIE




METOJIMKH 00€CIeYNBAIOTCS PEUICHHEM WHIUBUAYAIbHBIX 3a/a4 CTYACHTAMU U KOJUICKTHBHBIM
00CyKJICHUEM PE3yJIbTATOB M METO/IOB PEIICHUSI.

6. ®OHJI OHEHOYHBIX CPEJICTB

@DOHJ] OLIEHOYHBIX CPEACTB 0 JTUCLUIUIMHE 00ECIIeUrBAET IPOBEPKY OCBOCHHUS IUIAHUPYEMBIX
pe3ynbTatoB o0ydeHus (KOMIETEHIHMH M MX WHIUKATOPOB) MOCPENCTBOM MEPONPUSITHNA TEKYUIETo,
PYOEKHOTO U MPOMENKYTOUYHOI'O KOHTPOJISI IO JUCLIUIUIMHE.

CBsa3p Mexnay (opMHUpyeMBIMH KOMIIETEHUMSAMH M (opMaMH KOHTpPOJII HUX OCBOCHMS

MIpe/icTaBjeHa B CIEAYIOLIeH Tadnuiie:

Komnerenuus HNuaukaTopbl 0cBOCHHA ATTecTallMOHHOE MEPONpHUsITHE
(KII 1)
OIIK-5 3-OI1K-5 3, KU-8, K1-16
VY-OIIK-5 3, KU-8, KI1-16
B-OIIK-5 3, KU-8, K1-16
IK-1 3-1IK-1 KH-8, KH1-16
VY-TIK-1 KU-8, K1-16
B-TIK-1 KH-8, KH1-16
I1K-3 3-11K-3 KH-8, KH1-16
VY-IIK-3 KH-8, K1-16
B-I1K-3 KH-8, KH1-16
IK-5.1 3-IIK-5.1 KU-8, KH1-16
VY-TIK-5.1 KH-8, KU-16
B-TIK-5.1 KU-8, K1-16
[1K-5.2 3-11K-5.2 KH-8, KU-16
VY-TIK-5.2 KH-8, KH1-16
B-I1K-5.2 KH-8, K1-16
[1K-4.1 3-11K-4.1 3, KU-8, KI1-16
VY-TIK-4.1 3, KU-8, K1-16
B-I1K-4.1 3, KU-8, KI1-16

HIxanbl oneHKU 00pa3oBaTeILHBIX JOCTHXKEHU I

[lkana Kaxa0ro KOHTPOJBHOIO MEPONPUSTHUS JISKHUT B mpeaenax oT 0 10 yCTaHOBIECHHOIO
MakcUMajbHOro Oajia BKIIOUMTENbHO. MTOoroBas arrectanus mo IucuuIuiiHe oneHuBaercs mno 100-
OayUIBbHOM IIKaJe U MpeACTaBIsieT co0oi cymmy 0auioB, 3apabOTaHHBIX CTYIEHTOM IPU BBINOJIHEHUU
3a/IaHUM B paMKax TEKYILIETO U MPOMEXKYTOYHOTO KOHTPOJIS.

Hrorosas OLICHKA BBICTAaBJIACTCA B COOTBECTCTBHHU CO CHG,I[YIOH_[eﬁ IIKaJIOH:

Cymma Orenka mo 4-ex Ouenka | TpeOGoBaHUS K YPOBHIO OCBOCHHIO
0asIoB OaJUTHHOM IIIKaJe ECTS y4eOHOM TUCITUTLINHBI

OreHKa «OTIUYHOY BHICTABIISAETCS
CTYIEHTY, €CJIH OH IITyOOKO M MTPOYHO
YCBOMWJI IIPOTPAMMHBIN MaTepuall,
HCYEPIBIBAIOIIE, ITOCIEA0BATENEHO,
YETKO U JIOTUYECKH CTPOMHO €ro
M3JIaraeT, yMeeT TECHO yBS3bIBATh
TEOPUIO C MPAKTUKOM, UCIIONB3YET B
OTBETE MaTeprall MOHOTpaPHIECKOH

90-100 5 — «omauuno» A




JIUTEPaTypHl.

85-89

75-84

70-74

4 — «xopouioy

OreHKa «XOPOIII0» BBICTABIISCTCS
CTYIEHTY, €CIIH OH TBEP/IO 3HAET
MaTepHall, TpaMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, He JOIMyCcKast
CYIIIECTBEHHBIX HETOYHOCTEU B OTBETE
Ha BOIIPOC.

65-69

60-64

3 —
«ydoeﬂemeopumeﬂbno»

OreHKa «yTOBIETBOPUTETHEHO
BBICTaBIISICTCS CTYACHTY, €CIIM OH UMEET
3HaHUS TOJIBKO OCHOBHOT'O MaTepHaa,
HO HE YCBOWJI €T0 JIeTaNeil, 10ImycKaeT
HETOYHOCTH, HETOCTATOUYHO MPaBUIIbHBIC
(bOpPMYIHPOBKH, HAPYILCHUS
JIOTUYECKOH MOCIIeI0BATEILHOCTH B
W3J0KEHUH TPOTPaMMHOI0 MaTepraa.

Huxe 60

2
«HEYO0B1eMEOPUMETLHOY

OueHKa «HEYTOBICTBOPUTEIHHO»
BBICTaBJISIETCS] CTYEHTY, KOTOPBII HE
3HAET 3HAUYUTEJIbHON YacTu
IPOrpaMMHOr0 MaTepuana, JOIyCcKaeT
CylecTBeHHbIe ommnOKu. Kak npasuio,
OLICHKA «HEYJOBJIETBOPUTEIBHO
CTaBUTCA CTYJICHTaM, KOTOPBIC HE MOT'YT
MPOAOJLKUTE 00ydeHue Oe3
JOTOJIHUTENBHBIX 3aHATHI 1O
COOTBETCTBYIONIEH AUCIUIIIIMHE.

OHCHO‘{HHC CpCACTBa INIPHUBCACHLI B HpI/IJ'IO)I(CHI/II/I.

7.

YYEBHOI JUCHUILINHBI

OCHOBHAA JIMTEPATYPA:

1. 004 M 21 I'nmoGanpHas KyabTypa kubepoesonacHoctu : , Mocksa: ['opstuas nunus -Tenexom, 2018

YYEBHO-METOAUYECKOE U TH®OOPMAIIMOHHOE OBECIIEYEHHE

2. 91 A 18 luckpeTHas maTeMatuka. MoaynspHas anredpa, kpunrorpadus, KOJIAPOBaHUE : ,
Mocksa: IMK Ilpecc, 2017

3. DU H 62 Metonp! 3amuthl nHGopManmn. [lludpoBanue nanHbIx : yuedHOE mocooue, CaHKT-
[TerepOypr: Jlanb, 2019

JOITOJIHUTEJIBHA S JIMTEPATYPA:

1. DU A 28 OCHOBBI KJTaCCUYECKON KPUIITOJIOTHH: CEKPEThI IIM(PPOB U KOI0B : , Mocksa: JIMK

[Ipecc, 2016

[NPOTPAMMHOE OBECIIEYEHUE:

CHGHI/IEU'ILHOC IporpaMmMHOC obecreyeHne He Tpe6yeTc;1

LMS U UHTEPHET-PECYPCBI:




https://online.mephi.ru/

http://library.mephi.ru/

8.  MATEPUAJBHO-TEXHUYECKOE OBECIEYEHHUE YYEBHOI
TUCIUATITAHBI

CriennanbHOE MaTepUATBHO-TEXHUYECKOE 00ecrieueHne He TpeOyeTcs

9. YYEBHO-METOAUYECKUE PEKOMEHJALUU JJIA CTYAEHTOB

AcHMMeETpHUYHBIE KPUIITOCHCTEMBI

10. YYEBHO-METOJWYECKHE PEKOMEHJAIIAM JIJISI TPEIIOJIABATEJIEM

ACI/IMMeTpI/I‘IHI)Ie KPHUIITOCUCTEMBI

ABTOpP(BI):

Bapdonomees Anekcannp AnexkceeBud, K.¢).-M.H., C.H.C.



