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AHHOTANIUA

Pabowas mnporpamma yueOHOH AMCHUIUIMHBI «AyauT HH(POPMAMOHHONW O€30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM» COJICPXKHUT ONMCAHUE LeJell OCBOCHUS JUCLHUIUIMHBI, €€ MECTO B CTPYKType
OOII, BO, ¢popmupyemsbie B pe3ysbTaTe OCBOSHUS TUCIHUILIMHBI KOMIIETCHLIUU CTYIEHTa, CTPYKTYpPY H
coZiepKaHue IUCLUIUIMHBI, WCIOJB3yeMbIE BO BpPEMS OCBOSHHS AMCLUUIUIMHBI 00pa3oBaTeIbHbIC
TEXHOJIOTUH, OICHOYHBIC CpPEACTBA JJIsI KOHTPOJII  YCIIEBAEMOCTH, y4eOHO-METOJHYECKOE,
MH(QOPMAIIMOHHOE ¥ MAaTePHAIbHO-TEXHHYECKOe 00ecTIedeHNEe AUCIUITIITHHBL.

1. IEJIA 1 3AJAYA OCBOEHUS YYEBHOM JTACIHUILIAHBI

IlensmMu  ocBOeHUs y4yeOHOM JUCHUIUIMHBL «AyIUT HMH(MOPMALMOHHOW 0€3011aCHOCTH
KOMIIBIOTEPHBIX CHUCTEM» obecrieueHre TpeOyeMoro ypoBHs 3HAHUM, YMEHUN U HABBIKOB Y CTYJCHTOB
IUIs. OPT@HU3AIMH U TPOBEJCHUS PadOT MO ayAuTy WH(GOPMAIIMOHHON 0€30MacHOCTH KOMITBIOTEPHBIX
CHUCTEM.

3aayaMy JUCLUIUINHBI SABIISIOTCS:

JaTb  OCHOBBI IIPaBOBBIX, OPraHU3ALMOHHO-PACHIOPSIUTENIBHBIX, HOPMAaTUBHBIX U
MH(OPMALIMOHHBIX IOKYMEHTOB B 001acT TexHU4YecKoi 3amuthl uHpopmanuu (T3N); dusuueckux
OCHOB peajM3aluu yrpo3 6e3omacHOCTH HHpopManuu 3aunmmaembix nomemenuit (311) u nopsaka nx
BBISIBIICHUS; TPAKTUYECKOH OTpaOOTKM METOAMK MpOBEIEHHs crelualbHblX ucciaenoBanuii 311 B
COOTBETCTBUM C METOJOJIOTMEN HCCIEI0BAaHUM 3alMIIEHHOCTH IIOMELIEHUII Ha COOTBETCTBUE
TpeOOBaHUAM 1O 0€30MacHOCTH HH(OPMAIUK; OPraHNU3alUHU U TOPSIKa MpoBeaeHus arrectanuu 311
1 OTpabOTKU TEXHUYECKUX JOKYMEHTOB M0 Pe3ysIbTaTaM aTTECTAllMOHHBIX UCIIbITAaHUM.

B pe3ynbrare o0yueHust CTyJAEHTHI T10JKHBI 03HAKOMUTBHCS C:

KOHIIETITyalbHBIMM OCHOBaMHM 3amMThl HH(popMaiun B Poccuiickoit denepaumu u ¢
COJZIEP’KaHUEM JIOKYMEHTOB, COCTABIISIOLINX MTPaBoBYO OCHOBY T3MU;

CHUCTEMOW  OpraHM3allMOHHO-PACTIOPSAAUTENbHBIX, HOPMAaTHBHBIX M  HMH(OPMAIIMOHHBIX
nokyMmeHToB @CTOK Poccunm m PocrexperynupoBaHus, ONpENEsSIONIMX OpraHU3aluio, IpaBwia U
MOPSA0K OCYIECTBICHUS AesITeIbHOCTH B 001actu T3U;

OpraHu3anyeil TUIeH3UPOBaHus ACSITEIbHOCTH B 00J1acTH 3alUThl HHGOpMAUH, PYHKIUIMU
y4acTHUKOB cucTtembl unen3upoBanus ®CTIK Poccuy;

opraHu3anueil cepTudukanuu CpeacTB 3allUThl MH(GOPMALUMU B CUCTEME CepTU(UKALNU
OCTIK Poccun NePOCC RU.0001.01.5M100, pyHK1IMAMHU y4aCTHUKOB CUCTEMBI CEPTUHUKALINN;

OpraHu3aliiel  KOHTPOJIA  BBIIOJIHEHUS  JIMLIEH3MOHHBIX  TpeOOBaHUI M YCIIOBHii
npeanpustTusmu-nuienznaraMmu @CTIK Poccuu;

JIOJDKHBI 3HATH!

NOTEHIMAJIbHBIE  YIpo3bl  0€30MacHOCTH  MH(pOpMAlMM, pealu3yemMble Ha 00beKTax
nH(OpPMAaTU3alUY U B aBTOMAaTU3HPOBAHHBIX (MH(OPMALIMOHHBIX) CUCTEMAX;

OpPraHM3al[MOHHO-TEXHUYECKHE  OCHOBBI  pealu3alMi  Yrpo3  KOH(HIEHIUAIBbHOCTH,
JOCTYIHOCTH U LIEJIOCTHOCTH MH(OPMallMK OTPAaHUYEHHOTO JIOCTYTIA;

¢uznyecKkue OCHOBbI BO3HMKHOBEHHUS TEXHUYECKHMX KAHAJIOB YTEUKU HMH(OpMALMM TpU ee
00paboTKe Ha TEXHUYECKUX CPENICTBAX;

OpPraHM3al[MOHHO-TEXHUYECKHE OCHOBBI DPEANU3allUd HECAHKLIMOHMPOBAaHHOIO JOCTyHa K
uHpopmanuu, nupkyaupyromueit B 311;

TpeOOBaHUS M PEKOMEHIALMU OPraHU3ALMOHHO-PACHOPSAUTENBHBIX WM HOPMAaTHUBHBIX
JIOKYMEHTOB TI0 OOecmedeHuI0 O0e30MacHOCTH WH(OpMAIMU OTPAaHWYEHHOTO JOCTyMa, a TaKkKe



TpeOoBaHusA K GOpME U COAEPIKAHUIO TEXHUUECKUX JOKYMEHTOB, Pa3pabaThIBAEMBbIX 110 pe3yJabTaTaM
arrectauuu 3I1;

MHCTPYMEHTAJIbHBIE, HHCTPYMEHTAJIbHO-PACUCTHBIE M pPACUYeTHBIE METOABl W MPOLEAYPHI
BBISIBIICHUS YTpo3 Oe3omacHocTH nHbopMmaruu s 311;

HOPSI0K OpPTaHU3AIMK 3alIUThl HH(GOPMAIMK Ha MPEINPUATHH, HOMEHKJIATYpy U TpeOOBaHHS
K COJEP)KaHUI OpPraHU3aLMOHHO-PACHOPSAUTENBHBIX JOKYMEHTOB BHYTPEHHEIO II0Jb30BAHUSA
HPENpUATHS;

HOMEHKJIATYpy U BO3MOXHOCTH TEXHUYECKUX, IPOrPAMMHO-TEXHUYECKUX U IIPOrPaMM.

JIOJKHBI YMETh:

NpOBOJUTH crHenuaibHble ucciegoBanus 3I1 u  arrectarmonnsle wucnbeitanus 311 1o
TpeboBanusM Oezonacnoctu uHpopmanuu (bN);

OPUMEHATh TEXHHUUYECKHE, MPOTrPaMMHO-TEXHHYECKHE M TPOTPaMMHBIE CPEICTBA KOHTPOJISA
3aIMIIEHHOCTH WHGPOPMALIMU M CPEICTBAa OIEHKH 3¢ (deKTUBHOCTH npuMeHsembix st 311 cpencts
3alIUThl UH(OPMALIUH;

pa3pabaTbIBaTh TEXHUYECKUE TOKYMEHTBI 110 pe3ysibTaTaM aTTeCTallMOHHbIX ucnbiTanuit 311;

JIOJDKHBI BIaJIeTh HaBbIKAMMU:

BBISIBJICHHSI TOTEHLIUANIBHBIX YTpo3 6e3omnacHocTH uHpopmaru s 311;

NPUMEHEHHS PACUYETHBIX, WHCTPYMEHTAIBHO-PACUETHBIX W PACUETHBIX METOJOB OIICHKH
3aIMIIEHHOCTH MHPOPMALUK, HUpKyIupyromei B 311;

pa3pabOTKH TEXHUYECKHX JOKYMEHTOB IO Pe3ysbTaTaM aTTeCTalMOHHBIX ucrbitaHui 311 mo
TpeboBanusm bU.

Jucuumimbaa «OCHOBBI aTTECTallMM 3aLMIAEMbIX MOMEIICHU» SBISIETCS HEOThEMIIEMOM
COCTaBHOM 4YacThl0 NPOQECCHOHATBHONM MOArOTOBKM MAarucTpoB IO 00pa3oBaTelbHOI mHporpaMme
noarotToBku «OOecriedyeHre O€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOH HMH(MOpMAIMOHHON
UHOPACTPYKTYpb». BMmecTe ¢ IpyruMu JUCHMIUIMH CHEIMAIbHOTO LHUKJIA H3Yy4YE€HUE JTaHHOMN
JUCLUIUIMHBI IPU3BAHO BIPA0OATHIBATh TAKUE KauecTBa, KakK:

CTPOTOCTH B CY)KICHHSX,

TBOPYECKOE MEBIIICHNUE,

OpPraHW30BaHHOCTh U PAOOTOCTIOCOOHOCT,

JTVCIATUTHHUPOBAHHOCTb,

CaMOCTOSITENIbHOCTh U OTBETCTBEHHOCTb.

2. MECTO YYEBHOM JUCIHUILJIMHBI B CTPYKTYPE OOII BO

Jucuumirza «AyauT HHPOPMALMOHHOM 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM» OTHOCHUTCS K
YHUCITy AMCUMIUIMH crienuanu3anuu «ObecnedyeHne 0€30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTUYECKOM
nH(}OPMaLMOHHON UHPPACTPYKTYPHI».

Jlns ycrnemHoro yCBOEHHMS JaHHOM IUCHUIUIMHBI HEOOXOAHWMO, YTOOBI CTYIEHT BIaJel
xopouel (U3NKo-MaTeMaTH4YeCKOM TMOATOTOBKOM, 3HAHMSIMHM, YMEHUSIMH U HaBBIKAMHU TaKHX
OUCHMIUINH, Kak «®dusudyeckue OCHOBbI TEXHMYECKHMX KAHAJIOB yTEUKU HHGPOpMAIUK,
«M3mepuTenbHas anmaparypa aHajlu3a 3allUIIeHHOCTH 00BEKTOB», «MEeToAbl U CpecTBa KOHTPOJIS
3G GEKTUBHOCTH 3aIUTHl HHPOPMALIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYyMa», «OCHOBBI TEXHUYECKOMH
3alIUThl KOH(QUASHIUATEHONH HHPOPMALTTI.

3HaHMS, IOJIyYEHHBIE IPU M3YyYEHUH IUCLUUIUIMHBI «OCHOBBI aTTECTALMU 3aLIUIIAEMBIX
MOMEILEHUN» ABIAIOTCS 0a30BBIMM, JUIA JUCLUIUIMH, BXOJSIIMX B BapUaTUBHYIO 4acTh
npoeccnoHaNbHOTO LUKJIAa y4eOHOro IUIaHa MOJArOTOBKM MAarucCTpOB IO HAIPaBJICHHUIO MOJTOTOBKU



10.04.01
«Obecrieuenue

UHPPACTPYKTYPBI».

0€e30I1aCHOCTHA

«MapopManmonHass ©6€30MacCHOCTHY

3HAaYUMBbIX

no 00pa30BaTeNbHONW MpOrpaMMe MOJATOTOBKH

00BEKTOB

KPUTHYECKON

MH(OPMALMOHHOM

3. OOPMUPYEMBIE KOMIIETEHIIUA U IIVTAHUPYEMBIE PE3YJIbTATBI

OBYYEHUA

YHuBepcanbHble H(WIK) o01enpodeccoHalbHbIE KOMIIETEHIIUHN

KOI[ N HAUMCHOBaAHHNEC KOMIICTCHIIMU ‘ KOI[ N HAMMCHOBAHUC MHAUKATOpAa JOCTHXKCHUA KOMIICTCHIIUN

HpO(beCCI/IOHaJ'IBHI)Ie KOMIICTCHIMKM B COOTBCCTBHH C 3aJadyaMH H 00BEeKTaMHU (O6J'IaCT${MI/I

3HaHUN) TPOdECCUOHATBHON eI TeIbHOCTH

3agaua
npogdeccuoHaIbLHOI
aesiteabnoctu (3I11)

O0BeKT NI 00J1aCTh
3HAHUA

Koa v HanmenoBanue
npo¢deccuoHATBLHOM
KOMIIETEeHIIUH;
OcHoBanue
(mpodeccuoHaNBLHBIN
cranaapr-IIC, anaans
OIbITA)

HAaY4YHO-UCCJIEA0BATEIbCKUI

Kox u HanmenoBaHue
HHAUKATOPA
AOCTHKEHU S
npogdeccuoHaIbLHOM
KOMIeTEeHI[HH

Amnanns
(byHIaMEHTAIBHBIX U
MPUKJIATHBIX TTPOOIEM
Wb B ycnoBusx
CTAHOBIICHUS
COBPEMEHHOTO
UH(OPMALIMOHHOTO
o0I11eCcTBa;
BBITIOJTHEHHE HAYYHBIX
HUCCIIEOBaHUN B
obnactu Ub;
MTOJITOTOBKA TI0
pe3ynbTaTaM HayqHBIX
HUCCIEOBaHUM
OTYETOB, CTaTEMH,
JTOKJIa/I0B Ha HAYYHBIX
KOH(epeHIHIX

dyHaMeHTaIbHbIE U
NPUKJIATHBIC
POOJIEMBI
UH(POPMALIMOHHOM
0e30IMacHOCTH;
METOJBI M CPEJICTBA
POEKTHUPOBAHUS,
MOJICITUPOBAHHUS U
JKCIIEPUMEHTAIBHON
OTpabOTKU CHUCTEM,
CPEACTB U TEXHOJIOTUI
oOecrnieyeHus
UH(POPMALIMOHHOM
0€30MacHOCTH
3HaYMMBbIX 00BEKTOB
KPUTHYECKON
UH(POPMALIMOHHOM

UHQPaCTPYKTYPbI

[TK-3 [1] - Cnocoben
CaMOCTOSTEIILHO
CTaBUTh KOHKPETHBIC
331241 Hay4HbIX
HCCIIEIOBAHUH B
obnactu Ub nnmn
UH(POPMAIMOHHO-
AQHAJTMTUYECKUX CHCTEM
0€301acHOCTH U pelaTh
UX C UCITIOJIb30BAHUEM
HOBEHILETro
OTEYECTBEHHOTO U
3apy0eKHOTO OTbITa

Ocnosanue:
[IpodeccnonanbHbIi
crangapt: 06.030

3-T11K-3[1] - 3uaTh:
PYKOBOJISIIIIHE U
METOIUYCCKHE
JIOKYMEHTBI
YIIOJTHOMOYEHHBIX
(dhenepabHBIX OPraHOB
UCTIOTHUTENbHOMN
BIIACTH,
yCTaHaBIUBAIOIIUE
TpeOOBaHUS K
OpTraHHU3aIH U
MIPOBEICHUIO
aTTecTaluy u
cepTHU(UKAIIMOHHBIX
UCTIBITAHUM CPEACTB U
CUCTEM 3aIllUThI CCCH OT
HCJI, 3TKC; OCHOBHBIE
CpEelCTBa U CIIOCOOBI
obecrnieueHus
nH(}OpMaLIOHHON
0e30IMacHOCTH,
TIPUHIIMITEI TIOCTPOSHUS
CPEICTB U CHUCTEM
3aIIUTHI CCCH OT HCI,
3TKC; HAIIHOHAJIbHEIE,
MEXTOCYIapCTBEHHBIC H
MeXTyHapOIHbIE
CTaHJIaPTHI,




yCTaHaBJIMBAIOIIHEC
TpeOOBaHUS MO 3aTUTE
UH(POPMAIINH, aHATNA3Y
3aIUUIIEHHOCTH CETEN
AJIEKTPOCBS3H U OLCHKH
PUCKOB HapyIIIEHUS UX
uH(}OpMaAITMOHHON
0€30I1aCHOCTH. |
V-TIK-3[1] - YMeTs:
OpraHU30BBIBATH COOP,
00paboTKy, aHATIU3 U
CUCTEMAaTU3AIIIO
HAYYHO-TEXHHUYECKOU
uH(pOpMaIHH,
OTEYECTBEHHOTO U
3apyOeKHOT0 OMBITA 110
npoOaemMam
UH(POPMALIMOHHOM
0€30MacHOCTH ceTel
ANEKTPOCBSI3H.
B-T1K-3[1] - BaazgeTs:
OpraHu3aluen
HOJITOTOBKU HAY4YHO-
TEXHHUYECKUX OTYCTOB,
0030pOB, MyOIHKaIit
0 pe3yJibTaTaM
BBITTOJIHEHHBIX
HCCIEA0BAHUM.

4. CTPYKTYPA U COJIEP)KAHUE YYEBHOM JUCHUIIJINHBI

Paznensl yueOHOM JUCHUIUIMHBL, UX 00BbEM, CPOKH U3Y4eHUS U (POPMBI KOHTPOJIS:
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4 Cemecmp
1 Pasgen 1. Ocwuossl | 1-8 4/12/0 25 K-8 3-T1K-3,
aynura V-I1K-3,
UH(POPMALIMOHHOM B-TIK-3
0€e30MacHOCTH
2 Pasgen 2. Aymut | 9-15 | 2/12/0 25 KHU-15 3-T1K-3,
UH(POPMAITMOHHOM V-TIK-3,
0€30IaCHOCTH B-TIK-3
HUmoezo 3a 4 Cemecmp 6/24/0 50
KoHTpoabHbIE 50 C 3-T11K-3,
MeponpustTus 3a 4 V-TIK-3,
Cemectp B-T1K-3




* — COKpaIlIeHHOEe HauMEHOBaHUE (OPMBI KOHTPOJIS

*

(nn) sK3ameH

* — cyMMa MakCHUMaJlIbHBIX OamioB nomkHa ObITh paBHa 100 3a cemecTp, BKIIIOYAs 3a4e€T U

Coxkpaiienne HauMeHOBaHUN (POPM TEKYIIEro KOHTPOJISI U aTTECTAlUU Pa3AesioB:

Oo6o3nauenne | [losiHoe HanMeHOBaHME

KN KonTposb 1o uroram

€] DK3aMeH

KAJEHJIAPHBIN IIJTAH
Hepnean | Tembl 3ansTuii / Conepxxanue Jlek., | IIp./cem., | JIao.,
yac. yac. yac.
4 Cemecmp 6 24 0

1-8 Paznen 1. OcHoBbI ayauTa HHpOPMALMOHHOI 4 12 0
0€e30I1aCHOCTH

1-2 Tema 1. OcHOBBI KNOEP6E30NACHOCTH Bcero aynutopasix 4acos
HNudopmanmonHas 6€301acHOCTh KaK CBOMCTBO. YTPO3bI 1 | 2 | 0
nHpopmanroHHOU Oe3omacHocTr. KoHTpMephl. YTipaBieHue Ownutaiin
I/IH(bOpMaI_II/IOHHOI‘/'I Oe3onacHOCTh. ba3oBele MMHENKU 0 0 0
crangapToB. OLleHKa COOTBETCTBHS MO0 TPEOOBAHUSAM
0e30macHOCTH HHGOPMAITHH.

Onpenenenne kudepoOezonacHocTu. Crienupuieckue
tepmunbl. Knaccudukanus atak. [Tonsitue APT-araku.
VYyactHuku kubepnpoTruBobopcTBa. KimtoueBble KOHTpMEPBI.
Mesx1yHapoIHbIE 3aKOHOJaTeNIbHbIE HOPMAaTHBHBIEC aKThI.

2-3 Tema 2. BBeneHue B TeCT HA IPOHMKHOBEHHE Bcero aynutopHsix 4acos
Omnpenenenue ayaura. HopmaTusHbIe TpeOOBaHMUS. 1 | 2 | 0
Krnaccudukanus TecTupoBaHus Ha MPpOHUKHOBeHUE. [loHATHEe | OmHmaitH
kubepydenuii. MeToaudeckre qTOKyMeHThI. PykoBoacTBa 1o 0 0 0
TECTUPOBAHUIO HAa MPOHUKHOBeHUE. CpaBHEHKE U BBIOOP
PYKOBOJICTBA 110 TECTUPOBAHHIO Ha MPOHUKHOBeHHE. O030p
MoJie3HbIe pecypchl o Tematuke. O630p yTwnt. Beegenue B
Metasploit Framework (Rapid7). Paz6op tumnoBoro tecra Ha
MIPOHUKHOBEHHUE.

3-4 Tema 3. [lonck uHpOpMaANNH MO OTKPHITHIM UCTOYHUKAM | Bcero aymTopHBIX 4acoB
Omnpenenenus U TEPMUHOJIOTUS, Kilaccu(ukanus coopa odmeit | 1 |2 [0
nHpopmanuu. [loHaTHE pa3BeAKU MO OTKPHITHIM UCTOYHUKAM. | OHIAMH
[Touckossie cuctemsl. Texuuku Ha 6a3e Google (Advance 0 0 0
Google Hacking Techniques). C6op nundopmanuu gepes
ColLlMaJIbHbIE CETH, BEO-TIOPTAIIbl. AHAIHU3 CIIEIOB
anekTpoHHOU ouThl. KoHKypeHTHas pa3Beaka. IHTepHeT-

Tpaduk komnanuu. Peructpanuonnas nudopmanus WHOIS.
Hannspie mo DNS. 3onaupoBanue cetu. O030p yTHIHNT.
4-5 Tema 4. BBeienne B ceTeBy10 0€30l1aCHOCTb. Bcero aynutopHbIX 4acoB

BBenenue B cetu. Mojienu ceTeBbIX KOMMYHUKAIUH.
Knaccudukaruu cereit. Crex npotokosnos TCP/IP.
[IpoTokosbl npuknaaHoro. [IpoToKoabl TPAHCIOPTHOTO
ypoBH4. [IpoTokoJibl ceTeBoro ypoBHs. [TpoTokob

1 IE [0
Ouwnnaiin
0 0 0




KaHaIbHOTO YpoBHs. [loHsATHE 6E30MacHOTO MPOTOKOJIA.
Knaccudukanus ceTeBbix atak. Kimaccudukamms ceTeBbix
CPEJCTB 3aIIUTH HHPOPMAIIHH.

5-6 Tema 5. TexHOJI0TMH CKAHMPOBAHUS Bcero aynutopHbIx 4acoB
OcobenHoctu 1npoTokonoB 3 u 4 ypoBHs. 3oHaupoBanue cetu. | 0 |2 0
CkanupoBaHue NOpTOB. TEXHUKH CKPBITOIO CKAHUPOBAHUS. Omnuaitn
VTunutel ckanupoBanus. Beenenue B nmap. Kontpmepsl. 0 |0 |0

7-8 Tema 6. UnBeHTapuU3a1usi pecypcoB Bcero aynutopHsix 4acoB
Ompenenenue, cucreMarusanusi. MeToibl ¥ cpesicTBa coopa 0 | 2 | 0
nHpopmanuu. 3axsat 6anaepoB. SMTP Enumeration. Ownnaiin
NetBIOS Enumeration. SNMP Enumeration. LDAP 0 0 0
Enumeration. NTP Enumeration. Kontpmepsr

9-15 Paznen 2. Ayniut nHGpOPMAIHOHHOI 0€30MACHOCTH 2 12 0

9-10 Tema 7. AHaIM3 321U IIEHHOCTH Bcero ayauTopHbIX 4acoB
Takconomuu u 6a3bl ya3BUMOCTEH. MeTpUKHU OLIEHKH 1 | 2 | 0
KPUTUYHOCTH ys3BUMOCTeH. O030p TEXHOJIOTHI Ownutaiin
CKaHMPOBaHHUs yA3BUMOCTE!. BpiOop ckaHepa ysi3BUMOCTEI. 0 0 0
Beenenue B ckanep ysa3sumocteil Ckanep-BC. Ynpasienue
yszBuMocTsiMu. PykoBonctso @CTOK Poccun n HKLIKH.

10-11 | Tema 8. [lapoabHas 3amUTa Bcero aynutopHsix 4acos
MeTpuku nmapoJie ¥ MOJUTUKYU TTapOJIbHOM 3aIUTHI. 1 | 1 | 0
[Moxcucremser ayrentudukanun OC. Kinaccudukanus arak Ha | OuiaifH
naposibHyto 3amuty. Onnaitn-ataku. Oddnaitn-araku. O630p | 0 0 0
CPEJCTB MO ayJIUTy NapOJbHOM 3aLUTHI.

11-12 | Tema 9. Ananu3 Tpaduka Bcero ayauTopHbIX 4acoB
Omnpenenennss. OcOOGEHHOCTH TPOTOKOJIOB KaHATBHOTO 0 |2 |0
ypoBHsi. [laccuBHbIN niepexBaT. AKTHBHBIN niepexBaT. O030p Ownutaiin
arak Ha KommyTaTopbl. O630p cpencts. KoHTpMepHI. 0 |0 |0

12 -13 | Tema 10. ConnanbHasi HHKEHEPHUS Bcero ayauTopHBIX 4acoB
BBenenue B conpaibHy0 HHXEeHepUIo. TepMuHoIOrus. 0 |1 [0
Konnenmum, daspr. TexHuku. ATaku, OpHeHTHPOBAHHBIC HA Omnnaitn
nepcoHall. ATaku, UCIOJIb3YIOIINAE KOMIIBIOTEPHBIE 0 0 0
m1atGopmbl. ATaku, OpUEHTHPOBAHHBIE MOOMIIbHBIE
npusIokeHus U cepBuchl. O630p yrunut. KonTpmepsl.

13-14 | Tema 11. Ayaut 6ecnipoBOIHBIX ceTeii Bcero aynutopHsix 4acos
Beenenue B 6ecipoBoIHbIE TEXHOJIOTMU U ceTH. CTaHAapThI 0 IE [0
OecripoBoHBIX ceteit. CtanmapThl 6e3omacHoctd Wi-Fi. Owunaiin
Mexanusmsl 6e3onacHoctd Wi-Fi. O030p yrpo3 u THIIOBBIX 0 0 0
arak. [IpuMepsl HHCTpYMEHTapHSI.

14 -15 | Tema 12. BBenenue B kpunrorpaguio Bcero aynutopHbIX yacoB
[TonsTHitHbIN anmapaT. DiieMeHTapHas U COBpEMEHHas 0 |2 [0
kpunrorpadus. CHMMeTpHUUHbIE AITOPUTMBL. AccuMeTpudHble | Oumaiin
anroputMmsel. Kpunrorpaduueckue npuaoxeHus. 0 0 0
Kpunrorpaduueckre HHTEpHET-IPOTOKOJIBI.

Kpunrorpaduueckue cpencrna.
BBenenue B kpunrorpadguueckue aTaku
[TonsiTne kpunroananusa. Beenenne B kpunrorpahuueckue
aTaKH.
15-16 | Tema 13. BBenenue nporpaMMHyI0 0€30MacCHOCTh Bcero aynuTopHbIX 4acoB

[Tonsatue nedexra u yI3BUMOCTH IPOrPAMMHOTO
oOecneuenus. TakcoHomuu u pedTHHTU. Paz0op akTyaabHBIX
yA3BUMOCTeH 1 aTak Ha BeOpecypchl. [IoHsATHE CTaTHYECKOTo U

0 IE Ik
Ounaiin
0 I Ik




‘ JUHaAMHWYCCKOI'O aHaJIn3a. ‘ ‘ ‘

CokpallieHHbIe HAUMEHOBAHUSI OHJIAMH OIIINN:

O0o3nauenue | Ilo1HOE HAMMEHOBAHHE

OK DJIEKTPOHHBIN KypC

IIM IToaHOTEKCTOBBIN MaTepuan

I1I1 ITOTHOTEKCTOBBIE JIEKLIMU

BM Buneo-maTepuanbl

AM Aynro-Marepualibl

I1p3 IIpezeHTanuu

T TecTsl

5CM DJIEKTPOHHBIE CIIPAaBOYHBIE MAaTEPUATIb
4(® NHTepakTUBHBIN CalT

TEMbI TIPAKTUYECKUX 3AHSATUN

Heneau

Tembl 3ansaTuii / Conepxanue

4 Cemecmp

1-2

113 Nel. Coop undopmanum o Jo0MeHaX

3amanue: 3MOyMBIILICHHUKH MOTYT COOMpaTh HH(OPMAIIHIO O CETEBBIX IOMEHAX KEPTBHI,
KOTOpast MOKEeT OBITh MCII0JIb30BaHa B X0/ TapreTuHra. Madopmaius o 1oMeHax u ux
CBOWCTBaX MOXET BKIIIOYATh PA3JIUMYHbIC CBEICHUS, B TOM YHCJIE O TOM, KAKUM JIOMEHOM
(loMeHamM) BiIaJeeT KepTBa, a TAKKE aIMUHUCTPATUBHBIE JaHHBIE (HAlIpUMeEp, UMS,
perucTpaTop u T.1.) U OoJiee JOCTYIMHYIO HH(OPMAIUIO, TAKYIO KaK KOHTAKTHI (axpeca
3JIEKTPOHHOM MOYTHI U HOMEpa TeJaeOHOB), paboune ajipeca U CepBephbl UMEH.

113 Ne2. 3anpocel k DNS

3M0yMBIIIIEHHUKH MOTYT UCKaTh B JaHHBIX DNS nHpopmanuio o xepTBax, KOTopas MOXKeT
OBbITh MCNOJIb30BaHa Mpu NpoBeaeHun atak. Mapopmanus DNS Mmoxer BkitouaTh B ce0s
pa3IM4YHbIE CBEJICHUS, B TOM YHCJIE 3aPETUCTPUPOBAHHBIE CEPBEPHI UIMEH, a TAKXKE 3aIIUCH,
OTIpeEISIONINE a/IPECALINIO MOJJIOMEHOB, TOUYTOBBIX CEPBEPOB U JPYTUX Y3JIOB )KEPTBBI.

I13 Ne3. 3anpocs! k ceppucy WHOIS

3/I0yMBIIIJIEHHUKY MOTYT UCKaTh B OTKPBITHIX HaHHbIX WHOIS undpopmarnuto o xxeprBax,
KOTOpast MOKeT OBITh MCIIOJIb30BaHa B mporecce Tapretunra. Jlanasie WHOIS xpansitcs B
peruoHabHBIX HHTEpHET-peructpatypax (RIR), orBeuatomux 3a pacnpenenenue u
MIPUCBOEHNE UHTEPHET-PECYPCOB, TAKUX KaK JIOMEHHbIe UMeHa. JI000H sxenaromuii MoxeT
3anpocuth Ha cepepax WHOIS nnpopmaiinio o 3aperucTpupoBaHHOM JIOMEHE, HallpUMep,
Ha3zHaueHHble 010ku [P-anpecoB, koHTakTHYIO HHpopManmio U DNS-cepBepbl HMEH.

I13 Ne4. IIpocmoTp cepTtudukaTon

3M0YMBIIIICHHUKH MOTYT UCKaTh B OTKPBITHIX [IU(PPOBBIX cepTUPHUKATAX HHPOPMALIUIO O
KepTBax, KOTOpasi MOXKET OBITh MCIIOIh30BaHa JIJIs 1eeBoi ataku. Lludpoeie
cepTH(HKaTHI BbIAAIOTCA LIeHTpoM cepTudukanuu (L[C) nist kpuntorpaduueckoil mpoBepKH
MIPOUCXOXKACHHUS TTOAIMMCAHHOTO CoAep)kuMoro. Takue cepTuduKaTsl, HaIpUMep,
ucnoib3yemsbie s mudpoBanus sed-rpaduxa (HTTPS SSL/TLS), conepxat
MHGOPMAIIHIO 0 3apETUCTPUPOBAHHON OpraHU3aIly, HalpUMep, €€ Ha3BaHUE U
MECTOHAXOXKICHHUE.

113 NeS. OcHoBHbIe 3Tanbl npoBeaeHus arrecranuu 311 mo rpedoBanusiM
0e3onacHOCTH HH(OPMALIMH.

3/1I0yMBIIIJIEHHUKN MOTYT UCKATh B OOIIEAOCTYIHBIX 0a3ax JaHHBIX CKAHUPOBAHUS
MH(OPMAIIHIO 0 KEePTBaX, KOTOpasi MOXKET ObITh UCIOJIb30BaHA B X0/1€ TAPT€THHTA.
Pa3nnynble OHIaliH-CEPBUCHI TOCTOSHHO MYOJIUKYIOT PE3yIbTaThl




CKaHHpoBaHusi/00cnenoBanuii IHTepHETa, YacTo coOupas Takyo HHPOPMALIUIO, KaK
akTHBHBIC [P-agpeca, IMeHa XOCTOB, OTKPBITHIE TOPTHI, CEPTU(HUKATHI U JaKe OaHHEPHI
CEpPBEPOB.

11-12 | 113 Ne6. Opranu3amnusi KOHTPOJIS 3aIIAIEHHOCTH HHPOPMALMU OTPAHNYEHHOT 0
JA0CTYNA Ha 3Tamne IKCILUIYyaTAIlMHU 3aIUIIAeMOro OMelIeHUsl

310yMBIIIICHHUKHA MOTYT COOMPATH apeca JICKTPOHHOMN MOYThI, KOTOPBIE MOT'YT OBITH
HCIIOJIb30BAHBI IJId TaAPIrCTHUHTA.

13-14 | 113 Ne7. Coop uHpopmamun 06 ”MeHaX COTPYTHHKOB OPraHU3AIHH
3M0YMBIIIIEHHUKH MOTYT COOMpPATh UMEHA COTPYTHUKOB, KOTOPbIE MOTYT OBIThH
UCII0JIb30BAHBI IS LiesieyKa3aHus. IMeHa COTPYIHUKOB MOT'YT UCITOJIb30BAThCS IS
MOJIYYCHHUS IPECOB JICKTPOHHOM MMOYTHI, @ TAKXKE JUIS IPOBEACHUS IPYTUX
pa3BeabIBATEIbHBIX MEPOIPHUITUI U/WIIK CO31aHksl OoJIee MPaBIONOJO0HBIX PHUMAHOK.

15-16 | I13 Ne8. Coop undopmManuu 0 COTPYIHHKAX OPraHu3aIuu

3710yMBIIIIEHHUKH MOTYT COOMPAaTh YYETHBIE IaHHbIE, KOTOPBIE MOT'YT OBbITh HCIIOJIb30BaHBI
B [IPOLIECCE aTaKH. Y YETHbIE IaHHbIE, COOMpaeMble 3J10yMbIIUIEHHUKAMH, MOTYT OBITh
HEMNOCPEJCTBEHHO CBSA3aHbI C OpraHU3alel-KepTBOM, UIIH K€ OHH MOTYT HOIBITaThCs
BOCIIOJIb30BaThCs TEH/ICHIINEH UCTIONB30BaHUS TTOJIb30BATENIIMU OHUX U TEX )K€ TapoJiei
JUIs JIMYHBIX U pab0YMX YUETHBIX 3amuceil.

S. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

Ilenp 0OydeHHUst OCTUIAeTCsl COYETaHWEM IMPUMEHEHHs TPAIULIMOHHBIX M MHHOBAI[MOHHBIX
[Ie/1arOrMYeCKUX TEXHOJIOTUI, HAaIlPABJICHHBIX HA Pa3BUTHE [T03HABATEIbHON aKTUBHOCTH, TBOPUYECKOMN
CaMOCTOSITENILHOCTH  cTyJeHTOB. [locnenoBaTenpHOE M I€JIEHANPABICHHOE BBIIBM)KEHUE IEpe]
CTYZIGHTOM II03HaBaTEJIbHBIX 3a/la4, pelias KOTOpble CTYAEHThl AaKTHUBHO YCBAaWUBAaIOT 3HAHUS.
[TonckoBBIE METO/IBI; TOCTAHOBKA TTO3HABATEIHHBIX 3a/1a4.

B nponecce n3ydenust AMCUUIUINHBI "AyAUT HHPOPMALIMOHHONW 0€30aCHOCTH KOMITBIOTEPHBIX
cucteM" HeoOXOUMO HCIIOJIb30BaTh JIEUCTBYIOIINE NTPABOBBIE aKThl B 00JIACTH 3alIUThl HH(OpMaLUH,
OpTaHU3aIMOHHO-PACTIOPSINTENIbHBIE, HOPMAaTHBHBIE H WH(popManuoHHbIe TokyMeHThl DCTIK
Poccun, npyrux ynoiHOMOYEHHBIX OpPraHOB IOCYIapCTBEHHOW BJACTH, a TaKKe COOTBETCTBYIOLIHE
y4eOHO-METOJUUECKUE TOCOOHS, MITIOCTPATUBHBIN MaTepual (Mpe3eHTalun).

Ha nekuMoHHBIX 3aHATUAX U3JIaratoTcs Hanbosee BaKHbIE U CIOXKHBIE BOMPOCHI, SIBJISIOLINECS
TEOPETUYECKONH OCHOBOM HOPMATHUBHBIX JIOKYMEHTOB M MPaKTHUECKUX JEHCTBUH MO 3ammre
uHpOpMALUY U aTTECTAlMU 3allUIIAeMbIX TTOMEIEHHH 10 TpeOOoBaHUAM 0e30MacHOCTH HH(pOpMAaLIUH.
YacTp JIeKIUH MOXET M3JaraTbCs MPOOJIEMHBIM METOJIOM C MPHUBIICYEHUEM CTYICHTOB ISl PELICHUS
chopmynupoBaHHOW mpenojaBareneM npoodsieMpl. C 1E€IbI0 TEKYIIETO KOHTPOJIS 3HAHWM B XOJIE
JIEKITMIA MOTYT MCIIOJIb30BaThCSI Pa3IMYHbIE MPUEMBI TECTHPOBAHUSI.

Ha npaktudeckne 3aHATHS BBIHOCSTCS BOIPOCH, YCBOCHHE KOTOPBIX TpeOyeTcs Ha YpOBHE
HaBBIKOB M YyMeHMH. [lpakTuueckue 3aHATHA 1O AaTTECTAllMM 3alIMIIAeMbIX IOMEIIEHUH 110
TpeGoBaHusM Oe3omacHocTH HHpopMmanuu, oOHapyxkeHuto TKYM u orpaboTke METOAMYECKOTrO
anmapara TeXHUYeCKOT0 KOHTPOJISI MPOBOJATCA 0 IIMKJIaM Ha aBTOMAaTU3MPOBAHHBIX PA0OYMX MECTax
B CIIEUAIM3UPOBAaHHBIX Jlaboparopusax. Ha kaxaoMm paboyeM mecTe JOJKEH OBbITh MperojaBaTelb,
pa3BEPHYTO HEOOXOIMMOE OO0OpYJAOBaHME TEXHMUYECKOTO KOHTpOJsi M cpeiacTBa mmutanuu TKYU.
PesynmbTaThl MCMONB3YIOTCS CTYACHTAMH B KadeCTBE MCXOJIHBIX JTaHHBIX MPH OTPAOOTKE MUTOTOBBIX
MaKETOB JOKYMEHTOB.

B xauectBe QopM MpPOMEKYTOYHOTO KOHTPOJISA TIOJYUYCHHBIX 3HAHHK MOTYT OBITh
UCMOJb30BaHbl MUCbMEHHBIE paboThl (pedepaTsl), cobeceoBaHUE, METOJbl TECTUPOBAHHS C




HCIIOJIb30BAaHUEM KOMIIBIOTEPHBIX ~TEXHOJOTMHA. B  mpomecce HWTOroBoro KOHTPOJsS MOTYT
HCIOJIb30BATHCS PE3YIbTAThI, MOJYYCHHBIE CTYJCHTAMH Ha JJA00pAaTOPHBIX paboTax.

6. ®OH/JI OHEHOYHbLIX CPEJACTB

@OH]1 OLIEHOYHBIX CPEACTB 10 JUCLUIUIMHE O0ECIIEUNBAET MPOBEPKY OCBOCHUS IIAHUPYEMBIX
pe3yabTaToB 00y4eHHs (KOMIIETEHIMHA W UX HWHAMKATOPOB) MOCPEACTBOM MEPOIPHUATUN TEKYIIETO,
PYOEKHOIO ¥ MPOMEXKYTOYHOI'O KOHTPOJISI IO JUCLUIUINHE.

Ces3p Mexay (opMHUPYEeMBIMH KOMIIETEHLHAMH M (opMaMH KOHTPOJI HUX OCBOCHMS
IpEeJCTaBJIeHa B clleAyrollel TadauLe:

KOMlIeTeHIII/IH I/IH)II/IKaTOPLI OCBOCHUA ATTeCTaII]/IOHH()e MeponpusiTue
(KTI 1)
TK-3 3-TIK-3 D, K-8, K1-15
V-TIK-3 D, KU-8, KI-15
B-TTK-3 D, K-8, K1-15

IIkajnbl oneHKH 00pa3oBaTEIbHbIX J0CTUKEHNH

[Ikana KakA0ro KOHTPOJIBHOTO MEPONPHUATHUS JISKUT B mpeaenax oT 0 A0 yCTaHOBJIEHHOTO
MaKCHUMaJIbHOTO 0aJula BKIIIOYMTEIbHO. MTOroBast arrecranus o AMCUUIUIMHE oleHuBaercs no 100-
0aJUIbHOM IIKae W MpeACTaBIsAeT co00i CyMMy 0aioB, 3apadOTaHHBIX CTYJCHTOM IPU BBHIIIOJHEHUU
3aJJaHUI B paMKax TEKYILEro U MpOMeKyTOUHOTO KOHTPOJIS.

HMTorosas o1ieHKa BBICTABIISIETCS B COOTBETCTBUH CO CJ'ICIIYIOH_Ieﬁ IIKAJIOMN:

Cymma OamnoB | Onenka mo 4-ex Ouenka TpeGoBaHMsI K YPOBHIO OCBOCHHIO
OaJUIbHOM IIKaJIe ECTS y4eOHOM JTUCIUIIMHBI

OneHka «OTINYHOY» BBICTABIISAETCS CTYyAEHTY,
€CJIM OH MTyOOKO M ITPOYHO YCBOMII
MIPOrpaMMHBIA MaTepHuall, HCUEPIIbIBAOIIIE,
[10CJIE0BATENbHO, YETKO U JIOTHYECKU
CTPOMHO €ro U3J1araeT, yMeeT TECHO
YBS3BIBATh TEOPHUIO C TPAKTHUKOMH,
UCIIOJIb3YET B OTBETE MaTepuall
MOHOIpahUIeCKOH JIUTEPATYPBI.

90-100 5 — «omauuno» A

85-89 B O11eHKa «XOPOIII0» BBICTABIISIETCS CTYICHTY,

75-84 C €CJIM OH TBEPJO 3HAET MaTepHall, TpPaMOTHO U

4 — «xopouio» 10 CyIIECTBY U3JIaraeT ero, He J0IycKas
70-74 CYILIECTBEHHBIX HETOYHOCTEN B OTBETE HA
BOIIPOC.

65-69 OLEHKa «yI0BJIETBOPUTEILHO

BBICTABJISICTCA CTy,[[CHTy, €CJIM OH UMECT
3HAHUA TOJIBKO OCHOBHOI'O MaTepI/Iana, HO HC
3- YCBOMJI €T0 JIeTalieH, JOMyCKaeT HETOUYHOCTH,
60-64 «Y008IEMBOPUMENLHOY E HEZ0CTAaTOYHO IPAaBUIIbHBIE (POPMYIIUPOBKH,
HapyH.[eHI/ISI JIOTHYCCKOU
IIOCJICA0OBATCIILHOCTU B U3JIOKCHUHN
MPOTPaMMHOTO MaTepraIa.

OLieHKa «HEYIOBIETBOPUTEIHHOY

2-— E BBICTaBJISIETCS CTYJIEHTY, KOTOPBII HE 3HACT
«HEYO08T1eMEOPUMETLHOY 3HAYUTEIHLHON YaCTH TPOrPaMMHOTO
MaTepuraia, J0MyCKaeT CYIIeCTBEeHHbIE

Huxe 60




omnbku. Kak npaBuio, orieHka
«HEYIOBJICTBOPHUTEIIHLHOY» CTABUTCS
CTYZICHTaM, KOTOpPbIE HE MOT'YT MPOJAOJIKUTD
o0OydeHue 0e3 JOTOHUTEIILHBIX 3aHATHIHA 10
COOTBETCTBYIOIICH AUCIUTLIHHE.

7. YYEBHO-METOJWYECKOE U TH®OPMAIIMOHHOE OBECIIEYUEHUE
YYEBHOM JUCHUILINHBI

OCHOBHAZ JIMTEPATYPA:

1. DU J184 Omnenka 3ammuineHHOCTH pedeBoi nHpopmaruu Y.1 BeisiBieHne akyCTUUECKUX U
BHOpAIMOHHBIX KAaHAJIOB yTeUKH peueBoi nHdopmaruu, Jlypakosckuit A.I1., Mocka: HUAY
MHU®U, 2015

2. DU 184 Onenka 3amnuiieHHocT peueBoit naopmarmu Y.2 IIpoBeaeHre HHCTPYMEHTAIBHOTO
KOHTPOJIS B KaHaJle HU3KOYaCTOTHOT'O aKyCTOAIEKTPUUYECKOTo nmpeolOpa3oBanus, Jypakosckuii A.I1.,
Mocksa: HUSY MUDU, 2015

3. DU 184 Ouenka 3amuineHHoCTH peueBoit nuudopmanuu Y.3 TIpoBeneHre HHCTPYMEHTAIBLHOTO
KOHTPOJIS B KaHaJIe aKyCTOAIEKTPOMAarHuTHOro npeodpazosanusi, ypakosckuid A.I1., Mocksa:
HUAY MUDU, 2018

4. DU 184 Onenka 3amuiieHHocTd peueBoit napopmarmu Y.4 [IpoBeaeHre HHCTPYMEHTAILHOTO
KOHTPOJIS B KaHaJIe BBICOKOYACTOTHOTO HaBsi3bIBaHus, JlypakoBckuii A.Il., Mocksa: HUSY MUDU,
2018

5. DU J184 Ouenka 3amuuieHHOCcTH pedeBoit nHdopmaruu Y.5 [IpoBeaeHne HHCTPYMEHTAIBHOTO
KOHTPOJIS B KaHaJIe BRICOKOYACTOTHOTO o0myueHus, Jlypakosckuit A.Il., Mocksa: HUSAAY MUOU,
2018

JOITOJIHUTEJIbHA A JIMTEPATYPA:

1. D1 A92 ATTecTalluOHHBIE UCIIBITAHUS ABTOMATHU3UPOBAHHBIX CUCTEM OT HECAHKLIMOHUPOBAHHOTO
J0CTyna 1o TpeboBaHUAM 06e30MacHOCTH MHpOopMaLuu : yuebHoe nocobue, Jlypakosckuit A.Il. [u
ap.], Mocksa: HUAAY MUDU, 2014

2. 004 A92 ATttecTallMOHHbBIE UCTIBITAHUSI aBTOMATU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO
J0CTyna 1o TpedoBaHuAM 6e30MacHOCTH MHpOpMaLuu : yuebHoe nocobdue, Jypakosckuit A.Il. [u
ap.], Mocksa: HUSIY MU®U, 2014

3. O1 K65 KoHTposb 3aMIIEHHOCTH aBTOMAaTU3UPOBAaHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOIO
J0CTyna. ATTecTallMOHHBIE UCIIBITaHUS : Ta00paTOpHBIM mpakTukym, ypakosckuii A.IL [u ap.],
Mocksa: HUAY MU®U, 2013

4. 004 K65 KoHTpoJb 3alUIIEHHOCTH HH(POPMAIIMK OT YTEUKH [0 TEXHUYECKUM KaHaJlaM 3a CYeT
NMOOOYHBIX MEKTPOMATHUTHBIX U3TYYSHUN M HABOJOK. ATTECTAIIMOHHBIE UCITIBITAHUS 110 TPEOOBaHUAM




0e3onacHocTH HHpOpManuH : yaeoHoe mocodue, YuctskoB M.C. [u ap.], Mocksa: HUAY MUOU,
2014

5. 004 K65 KoHTpoJib 3alIUIIIEHHOCTH peueBOi HH(OPMAITUU B TTIOMEIICHUSIX. ATTECTaIlMOHHbBIE
WCTIBITAHUS BBICTICHHBIX MIOMENICHUN 10 TpeOoBaHUsIM Oe30macHOCTH HH(OpMAIUK : yaeOHOe
nocobue, Kynunpsa U.B. [u ap.], Mocksa: HUAY MU®U, 2014

6. DU J184 Omnenka 3ammieHHOCTH pedeBoi nHpopmanuu Y.3 [IpoBeneHre HHCTpyMEHTaILHOTO
KOHTPOJISI B KaHAJIe BRICOKOYACTOTHOT'O aKyCTORJICKTPHUECKOTO peodpa3oBanus, JypakoBckuii A.I1.,
Mocksa: HUSY MUDU, 2015

I[MTPOT'PAMMHOE OBECITEYEHUE:

CrnenanbHOE MporpaMMHoOe oOecriedeHne He TpedyeTcs

LMS 1 UHTEPHET-PECYPCBbI:

1. By3oBckue 31eKTpOHHO-OMOIMOTeYHbIe CUCTEMBI Y4eOHOM TuTepatypsl ()
2. baza nayuyno-texuuyeckoit undopmanuu (Hanpumep, BUHUTU PAH) ()
3. www.fstec.ru; www.gost.ru; www.fsh.ru. ()

https://online.mephi.ru/

http://library.mephi.ru/

8. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYEHUE YUYEBHOM
JUCHUITVINHBI

1. «3amuTa peueBoil ”HPOPMALIUU OT YTEUKHU 32 CUET HEJOCTATOYHOM 3BYKO- U BUOPOM3OIISLUU
nomenieHuit (ABAK)»

2. «3ammTa nHpOpPMALIMK OT YTEUKH 10 TeXxHU4YeckuM kaHaiaMm (IIOMUH)»

9. YYEBHO-METOAUYECKHUE PEKOMEHJALIIMU JUIA CTYAEHTOB

Hacrosimme meTonuuyeckne YyKa3aHUs pPacCKpbhIBAIOT PEKOMEHIYEMBIM pEXUM U XapakTep
y4eOHOM paboThl 1O H3YYEHUIO TEOPETHYECKUX pa3JeioB Kypca, MPAKTHYECKOMY NPUMEHEHHIO
W3y4EeHHOTO MaTepuaia, I10 BBIMIOJHCHUIO CaMOCTOATEIbHON pabOThl IMyTEeM HCIOIb30BAHMS
JIEKIIMOHHOTO MaTeprayia. MeToauvecKkne YyKa3aHWsS CIy)XaT OCHOBOWM MOTHBAllUM CTYyJEHTa K
CaMOCTOATENbHON paboTe M HE TTOJMEHSIOT PEKOMEHYEMYI0 YIECOHYIO IUTepaTypy.

JlanHbIe yKa3aHHS OMPEIENIIOT B3aMMOCBSA3b Kypca C JIPYTUMHU Y4€OHBIMH JAMCIHUILTHHAMHU
00pa3oBaTeNnpHON MPOTpaMMbl, MECTO Kypca B pa3NUYHBIX 00JACTAX HAYKH U TEXHUKH, B TOM YUCIIE B
obsacti HH(OPMAIIMOHHOH 0€30MacHOCTH.

ATTtecranus no pazaenam:

KPS, KP14 - makcum.6amn-25, muH. O6amn — 9. Pazgen cumTaeTcss aTTECTOBAaHHBIM TIPH
MOJTYYCHUHU OILICHKH HE HIDKE MUHHUMAJIBHOW MO KaXKJI0W KOHTPOJBHOW paboTe W BBIMOTHEHUU BCEX
MPAaKTUYECKUX 3aJJaHHI pa3jena.

[Ipu He aTTecTauu XOTs OBI IO OJTHOMY W3 Pa3/EiOB, CTYACHT HE IOMYyCKAETCs K DK3aMEHY.



Oco0eHHOCTH U3yUYEeHHMs Pa3/Ie€i0B AUCHUILUINHBI

B mpomecce u3ydeHHs AaHHOW AUCHUILUIMHBI HEOOXOJMMO HCIIONB30BATh JACHCTBYIOIIHE
IpaBoOBbIe aKThl B 00JacTW 3amMThl  HMHGOpPMAIMM, OPTraHU3AHOHHO-PACIIOPAAUTEIbHBIC,
HOpMaTuBHBIE ¥ HHpopMannonubsie 1oKyMeHTsl DCTIK Poccun, Apyrux yrmoiaHOMOYEHHBIX OPraHOB
rOCYJapCTBEHHON  BJIACTH, a TakXe COOTBETCTBYIOIIME Y4eOHO-METOIMYECKHE IOCOOHS,
WTIOCTPATUBHBIN MaTepuall (IIpe3eHTaLun).

Ha nekuMoHHBIX 3aHATUAX U3/1araroTcs Hanbosee BaKHbIC U CIOXKHBIE BOIPOCHI, SIBIISIOLINECS
TEOPETUYECKOW OCHOBOM HOPMATUBHBIX JOKYMEHTOB M IPAaKTHYECKUX JCHCTBUH 110 3alIUTe
nHGOpMaLUU U aTTECTAlMU 3alUIAEMbIX IOMEIEHUH 110 TpeOoBaHUsIM 0€301acCHOCTH MH(POPMALIUH.
YacTp neKUUH MOXKET M3JIaraTtbCs MPOOJIEMHBIM METOJOM C IPHUBJICUEHUEM CTYACHTOB Ul PEIICHUS
copmynupoBaHHOW mpenonaBaTeneM mnpoOieMbl. C IeNpl0 TEKYHIEro KOHTPOJIS 3HAaHUH B XO7e
JIEKUUH MOTYT UCIOJIb30BaThCS PA3IMYHBIE TPUEMBI TECTUPOBAHHUS.

Ha mpaktuyeckue 3aHATHS BBIHOCSTCS BOIIPOCHI, YCBOCHHE KOTOPBIX TpeOyeTcs Ha ypOBHE
HAaBBIKOB U YMEHUI.

[TpakTuyeckue 3aHATUA 110 AyAUTY UHPOPMALMOHHOM 06€30aCHOCTH KOMIBIOTEPHBIX CHCTEM,
obHapyxenuto TKYU u oTpaboTke METOJUUECKOTro annapaTa TEXHUYECKOI0 KOHTPOJIS IPOBOJIATCS 10
LIMKJIaM Ha aBTOMAaTH3MPOBAaHHBIX pabOYMX MecTax B CIELMaIM3UPOBAHHBIX Jaboparopusix. Ha
KaKIOM pabodeM MecTe IOJDKEH OBITh IMpernojiaBaTelib, Pa3BEPHYTO HEOOXOIUMOE O00OPYIOBAHHE
TEXHUYECKOI0 KOHTpOJIA U cpeacTBa umuranuun TKYH.

B kauwectBe (opM TPOMEKYTOYHOTO KOHTPOJS TOJYYEHHBIX 3HAHUH MOTYT OBIThH
WCIIOJIb30BAaHbl IMMHCBMEHHBIC paboThl (pedepaTsl), coOecemoBaHUE, METOABI TECTUPOBAHHS C
UCIIOJIb30BAHUEM KOMIIBIOTEPHBIX TEXHOJIOTMH. B mpomecce HMTOroBoro KOHTPOJIA MOTYT
MCIOJIb30BAThCS PE3YJIbTaThl, IOJYyYEHHbIE CTYJEHTaMH Ha J1a00OpaTOpHBIX paboTax.

10. YYEBHO-METOJUYECKHUE PEKOMEHJIAIIUM JIJISA TIPENIOJABATEJIEA

Hacrosmme Meroauueckue yKa3aHUS PacKpbhIBAIOT PEKOMEHAYEMBIM pEXHM U XapaKTep
y4eOHOI paboThl MO M3YYEHHIO TEOPETHUYECKHX pa3/eloB Kypca, MPaKTHYECKOMY INPUMEHEHUIO
U3Y4YEHHOTO MaTepuana, IO BbBIIOJHEHUIO CaMOCTOSTEIbHOM paboThl IyTeM HCHOJIb30BaHUS
JEKUMOHHOTO Marepuaia. MeTtoauueckue yKa3aHHsl CIIy)KaT OCHOBOW MOTHBAllMU CTYyJIEHTa K
CaMOCTOSITENIbHOM paboTe U HE MOJMEHSIOT PEKOMEHIYyEMYIO YUeOHYIO JTUTEPATYpYy.

JlanHble yKa3aHMs ONPENENIIOT B3aHMMOCBA3b Kypca € JIPYrUMHU y4€OHBIMHU JAMCUMILTHHAMU
00pa3zoBaTeNbHON MPOrpaMMbl, MECTO Kypca B Pa3IMUHBIX 00JIACTSAX HAyKH M TEXHUKH, B TOM YHCIIE B
obacTi HH(OPMAIIMOHHON 0€30MaCHOCTH.

ATTecTanus 1o pasjaenam:

KP8, KP14 - makcum. 6amn-25, muH. 6amn — 9. Pa3gen cumTaercs aTTECTOBAHHBIM IPH
MOJIyYEHUU OLEHKH HE HUKE MHUHHUMAJIbHOU MO KaXJ0H KOHTPOJBHOW paboTe M BHIOJHEHUH BCEX
a00paTOPHBIX padOT pazjena.

[Tpu HeaTTecTanuu XOTs OBl IO OTHOMY U3 Pa3/eNioB, CTYACHT HE JI0IyCKaeTCs K d9K3aMeHY.

1. YUrenue eKiui.

[lepBas nekuus A0KHA OBITH BBEICHUEM K TUCHMIUIMHE (pa3aeny AUCHUIUIMHBI, YUTAEMOMY

B HauuHatomemcs cemectpe). OHa JO/KHA conepkaTh OOImMUH 0030p colepKaHHs
JUCIMIUIMHBL. B Hell cienyer OTMETUTh METOJMYECKHME WHHOBAlMM B PELIEHUH 3ajad,
paccMaTpuBaeMbIX B JMCLUMIUIMHE, JaTh IepedyeHb pPEKOMEHJOBAaHHON JHUTEpaTypbl U BHOBb
MOSIBUBLINXCS JIMTEPATYPHBIX HCTOYHUKOB, OOpaTHMB BHHMMAaHHE CTYJIEHTOB Ha 0O0s3aTeNbHYI0 U
JIOTIOJTHUTENBHYIO JTUTEPATYPY.



M37105K€HUI0 TEKYILIEro JIEKIIMOHHOIO MaTepHaja JOJDKHA IMPEeNUIeCTBOBATH BBOAHAS YacThb,
cojJieprKaliasi KpaTKuil IepedyeHb BOIPOCOB, PACCMOTPEHHBIX HA MpeAbLAymMX Jekuusax. Ha stom
3Tare MoJEe3HO 331aTh HECKOJIBKO BOIIPOCOB ayIUTOPHH, OCYIIECTBUTH BEIOOPOYHBIN KOHTPOJIb 3HAHUS
CTYJCHTOB.

ITpu M3M0KEHUU JIEKLIMOHHOTO MaTepuaia CleIyeT HNOOUIPATh BOIPOCHl HEMOCPEICTBEHHO B
Iporecce U3J10XKEeHUs, BHUMATEIbHO OTHOCSCh K BOIIPOCaM CTYJIEHTOB U IPU HEOOXOJIUMOCTH J1aBas
JONOJIHUTENbHBIE, O0siee IOJPOOHBIE TOSICHEHMS.

IIpy dYTeHuM JNEKUMM MNPEUMYLMIECTBEHHOE BHHUMAHUE CIEAYET YIENIATh KadeCTBEHHBIM
BOIPOCAM, OIlyCKasl IIPOCTbIE MaTeMaTHYECKUE BBIKJIAIKH, JINOO PEKOMEHAYS BBINOJHUTh UX CAMUM
CTY/IEHTaM, JIUOO OTChIIAas CTYJICHTOB K JINTEPATYPHBIM HCTOYHUKAM U METOJAUYECKHM MTOCOOUSIM.

B mporecce JIeKIMOHHOTO Kypca HEOOXOIMMO BO3MOXKHO YaIlle BO3BPAIIATHCS K OCHOBHBIM
BOMPOCAM JUCIUILTUHBI, TPOBOJISI BEBIOOPOYHBIH 3KCIIPECC-KOHTPOJIb 3HAHUI CTYICHTOB.

[TpunsTas npenogaBaTeneM cucTeMa 0003HauYE€HUHN JODKHA YETKO pa3bsACHATHCS B IIpolecce e€
BBEJICHUS U UCIIOJIb30BAThCsl B KOHCIIEKTAX JICKIIUN

B sekuMsx, NpeAlecTBYIOIIMX IPAKTUYECKUM 3aHATHUAM, CIEAyeT KpaTKo H3Jararh
COJIEP/KaHUE M OCHOBHBIE 3aJaud IPAKTUYECKOrO 3aHATHUS, JaThb PEKOMEHIALUU CTYAECHTaM s
IIOATOTOBKH K HEMY.

Ha nocnennelt nexkuuu BaXHO HAWTH BpeMs i 0030pa OCHOBHBIX IIOJIOKEHUH,
PacCMOTPEHHBIX B JAUCHUILIAHE, IEPEYHIO U (OPMYIHPOBKE BOIPOCOB, BHIHOCUMBIX Ha 3K3aMEH WIIH
3a4€T.

2. YKka3zaHus 110 KOHTPOITIO CAMOCTOSITEIILHON pa0OThI CTY/ICHTOB.

[To ycmoTpeHuio mnpenojaBaresis 3aJaHME HAa CAMOCTOSTENBHYIO pPabOTy MOXET ObITh
WH/IMBUYAJIbHBIM WIIA (POHTAIILHBIM.

[Tpy ncnonab30BaHUM MHAMBUIYAJIBHBIX 33JJaHUN TpeOOBATh OT CTY/IEHTA MUCbMEHHBIM OTYET O
Ipo/ieTIaHHOM padoTe, MPOBOAUTH €ro 00CyKACHHUE.

[Tpu mpuMeHeHMH (PPOHTANBHBIX 33JaHUN BECTHU KOJUJICKTHUBHBIE OOCYXKJIEHHUS CO CTYAECHTaMH
OCHOBHBIX TEOPETHUECKUX MOTOKEHHH.

C 1nenpl0 KOHTpOJII KauecTBa BBIIIOJHEHUS CaMOCTOSITENbHOM paboThl  TpeboBaTh
WHIUBUAYAJIbHBIE OTYETH (JOMYCTMMO BMECTO MHCBMEHHOIO OTYeTa NPUMEHSATh WHIUBUIYyalbHbIC
KOHTPOJIbHBIE BOIIPOCHI).
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