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AHHOTAIUA

Kypc mnocBdieH 3HaKOMCTBY C COBPEMEHHBIMM CETE€BBIMHM IPOTOKOJAMHU KAaHAJIbHOTO,
TPaHCIIOPTHOI'O, CETEBOI0 U MPUKJIATHOIO YPOBHEM.

Y4eOHbII KypC SBISETCS BaKHBIM IO PSY IPHYUH:

* M3yuyeHue pa3iauyHbIX IPOTOKOJIOB IPHUKJIAJHOTO YPOBHS IO3BOJISIET OPUEHTUPOBATHCS B
MHOr0o00pasuy CYyHIECTBYIOIIMX IPOTOKOJIOB M IIPABUIBHO BBIOMpaTh Hauboyiee MOAXOISAIUI
IIPOTOKOJI JUIsl PELIEHUs TON WM UHOM 3ajauu.

* 3HaKOMCTBO ¢ HanboJiee NOMyJIAPHBIMH ITPOTOKOIAMHU KaHAJILHOTO, CETEBOr0, TPAHCIIOPTHOT'O
U IIPUKJIAJHOTO YPOBHEH MO3BOJISAET JIyUllle HOHATh IPUHIMIIBI paOOThI CETEBBIX IPOrpaMM U ObICTpee
YCTpPaHATh BO3HUKAIOILME HETIONAIKH.

* 3HaHME BO3MOJKHBIX aTaK Ha KaXKAbli IIPOTOKOJI MO3BOJISET IPABUIIBHO HACTPAauBaTh CETEBOE
000py10BaHUE IS IPEJOTBPAILEHHS €r0 B3JIOMa.

 3axsiajpiBatoTCsl 0a30Bble 3HaHMS A pa3zpaboTku cereBoro IO ¢ ydyerom COBpeMEHHBIX
HOpM 0€30MacHOCTH.

1. HEJIU U 3ATAYA OCBOEHUA YYEBHOU JIUCHUTJIMHBI

- OBnajieHre HaBBIKAMU HCIIOJIb30BAaHHUS COBPEMEHHBIX MAKETOB MPHKJIAJIHOTO MPOrPaMMHOTO
obecrieueHust Uil PEHICHHs 3a]ad, B YAaCTHOCTH JUIS aAMUHHCTPUPOBAHUS U ITIOMCKA YSI3BHMOCTEH
CEeTeBOro 000pyA0BaHUS

- [IpnoOpeTeHre HaBBIKOB OBICTPOTO Pa3BEPTHIBAHUS POBOTHBIX M OSCIIPOBOIHBIX CETCH.

- IlonyyeHue ompITa Py4yHOrO MOMCKA YA3BUMOCTEW CETH W PACCIEIOBAHUS KOMITBIOTEPHBIX
WHIUJACHTOB.

- 3yuenune ocobeHHOCTEH CO3/JaHNs KIMEHT-CEPBEPHBIX MPUIIOKEHUH.

2. MECTO YYEBHOM JUCIHUIIJIMHBI B CTPYKTYPE OOII BO

3HaunTeIbHAs YacTh MaTepuaja KypCa H3Jaractcsa ¢ y4e€toM TOro, 4ro CTYACHTAMU pPAHCC
ObLIH MpocCIylanbl KYPChI I/IHCI)OpMaTI/IKa, MaTeMaTU4YCCKasA JIOTUKAa W KOMIIBIOTCPHBIC CCTH. I[J'ISI
YCHICHIHOTO OCBOCHU NUCHUIUINHBI KCJIATCIIbHBI 3HAHUS 00 YPOBHAX CETEBOI MOOEIH OSI

3. ®OPMUPYEMBIE KOMIIETEHIIUU U IIVTAHUPYEMBIE PE3YJIbTATDBI
OBYYEHUA

YHuBepcaibHble U(UIH) 001enpodeccuoHaIbHbIe KOMIETEHIIUH:

KOI{ 1 HAUMCHOBAHHE KO}I N HAMMCHOBAHME MHIANKATOPA JOCTUHIKCHUA
KOMIIETCHIUHA KOMIICTCHIIUN

[TpodeccnonanbHble KOMIETEHIIMM B COOTBETCTBUHM C 33JadyaMHU U OOBeKTamMu (00JacTsIMH
3HaHU) TPoEeCCHOHATIBHOMN 1A TEIbHOCTH:

3anaua O0BbeKT WiIn Koa n HauMeHoBaHue Koa u HauMeHoBaHue
npo¢ecCHOHATBLHOM 00J1acTH 3HAHUSA npogecCHOHANLHOU HHIHKATOPA
nesiteqbHocTH (3I1]1) KOMIIETCHIIMH JOCTHKEHUS

OcHoBaHue npogeccHOHAIbHOM




(mpogeccuoHaNbHBIN
cranaapt-I1C, ananus
ONbITA)

IIPOEKTHBII

KOMIIETCHIIHH

- ydqacrtue B
MPOEKTUPOBAHUU
KOMITOHEHTOB
IPOTPaMMHOTO
MPOJIyKTa B 00bEME,
JTOCTaTOYHOM JJISl UX
KOHCTPYHPOBaHUS B
paMKax MOCTaBJICHHOTO
3aJlaHus; - CO3/IaHuE
KOMITOHEHT
MIPOrpPaMMHOTO
obecrieyeHus
(xonupoBaHue, OTIa/IKa,
MOJTyJIbHOE H
HMHTETPAIlIOHHOE
TECTUPOBaHUE); -
BBHITIOJTHEHUE U3MEPEHUN
U peaKTOPUHT KOJIa B
COOTBETCTBHH C
TUTAHOM; - Y4aCTHE B
WHTETpaIlii KOMIIOHEHT
IPOTPaMMHOTO
MIPOJYKTa; - pa3paboTka
TECTOBOTO OKPY)KECHUS,
CO3JIaHHE TECTOBBIX
CIICHApHEB; -
pa3paboTka u
oopMIIeHHE ICKU3HOM,
TEXHUYECKOH 1 paboueit
MPOEKTHOMN
JOKYMEHTAIIH; -
B3aUMOJICHCTBUE C
3aKa34MKOM B IIpolecce
BBITIOJTHEHUS
MIPOrPaMMHOTO MPOEKTa
- yuacTue B
MIPOEKTUPOBAHUH
KOMIIOHEHTOB
MIPOrPaMMHOTO
MPOJYyKTa B 00beMeE,
JOCTATOYHOM [T UX
KOHCTPYHUPOBAHHS B
pamMKax MOCTaBICHHOTO
3aJJaHHS; - CO3/JaHHE
KOMITOHEHT
IPOTPaAaMMHOTO
obecrieyeHus
(kogupoBaHue, OTIAIKa,

- IPOrpaMMHBII
IIPOEKT (IIPOEKT
pa3paboTKu
IPOrPaMMHOTO
MPOAYKTA); -
MIPOIIECCHI
KU3HEHHOTO 1IUKJIa
IPOrPaMMHOTO
IPOJYKTa; -
METOJIbI 1
WHCTPYMEHTBI
pa3paboTku
MIPOrPaMMHOTO
MPOIYKTA

- IPOrPaMMHBIN
MIPOEKT (IIPOEKT
pa3paboTKu
IPOrpaMMHOTO
MIPOJYKTA); -
IIPOLIECCHI
KU3HEHHOTO 1IMKJIa
IPOrpaMMHOTO
[IPOAYKTa; -
METObI U
WHCTPYMEHTHI
pa3paboTku
MIPOrpPaMMHOT0

[TK-3.12 [1] - Cniocoben
POBOJIUTH (PPOHTHPHBIC
UCCIIEJOBAaHHS B 00J1aCTH
0€e301acHOCTH, JOBEPUS U
00BACHUMOCTHU

Ocnosanue:
[TpodeccrnonanbHbIM
cranaapt: 06.017,
Amnanus onelta:
KomneTreHTHOCTHO-
pouieBast moniens UTMO.
Bamupanus u
tectupoBanue NMN-
CHCTEM Ha 0€30I1aCHOCTD

[TK-3.8 [1] - Cniocoben
OCYILECTBJISATH CBOIO
TPYAOBYIO JI€ATEIIBHOCTh
C YYETOM 3THYECKHUX
MPUHIIMIIOB, COI[UAIBLHOTO
KOHTEKCTa U
KPUTHUYECKOTO aHAIN3a
MOCJIEICTBUI
npumenennsa M-
TEXHOJIOTUH

Ocnosanue:
[TpodeccnonanbHbIN

3-I1K-3.12[1] - 3uats
METO/IbI 3aIUTHI OT
UCIIOJIb30BaHUs MOJIesei
HCKYCCTBEHHOTO
UHTEIJIEKTa BO BpEJ
YEIIOBEKY M OOIIECTRY. ;
V-TIK-3.12[1] - YmeTh
obecrieynBaThb
OTCYTCTBHE CIy4YailHBIX
WM T00aBIIEHHBIX
ySI3BUMOCTEH B
crcTremMax
UCKYCCTBEHHOT'O
MHTEJUICKTA;
B-I1K-3.12[1] - Bnagets
uHpopManuei o
OpUYMHAX TIPUHSITHS TE€X
WJIM UHBIX PELICHUN B
pe3ynbpTaTax paboThl
HCKYCCTBEHHOTO
UHTEIJICKTa

3-T1K-3.8[1] - 3uathb
MOAXOMbI K 3TUYECKOU
ouenke MU (puck-
OPUEHTUPOBAHHBIN
MoX0J1, OEHUMapKHHT,
AHKETHUPOBAHME HA
MPEAMET OLIEHKH YPOBHS
stnuHocTU MU -cuctemsl
CO CTOPOHBI
paspaboTurka uimu
JKCILTyaTaHTa CUCTEMBI);
VY-TIK-3.8[1] - Ymets
BBISIBJISITh [ICHHOCTHBIS




MOZAYJIBHOE U
MHTETPalMOHHOE
TECTUPOBAHUE); -
BBIITOJIHCHUE U3MEPEHUN
1 peakTOPUHT KOJa B
COOTBETCTBHH C
IJIJAHOM; - Y4acTHE B
WHTErpali KOMIOHEHT
MIPOrPaMMHOI0
MPOAYKTa; - pa3paboTka
TECTOBOT'O OKPYKEHHSI,
CO3/1aHHE TECTOBBIX
CLIEHAPHEB; -
pa3paboTka u
odopMmIIeHHEe ICKU3HOH,
TEXHUYECKOHN U paboueit
MPOEKTHOMN
JOKYMEHTAIUH; -
B3aUMO/ICICTBUE C
3aKa34MKOM B Ipoliecce
BBIITOJIHEHUS
IIPOrpaMMHOTO MPOEKTA

MPOIyKTa

craugapt: 06.016,
Amnanus ornplTa:
KommnereHnTHOCTHO-
pouieBast mosiens UTMO.
CnocoOHOCTh
OCYIIECTBIISITH CBOIO
TPYAOBYIO JI€ATEILHOCTh
C YY€TOM OIpe/IeICHUS
KoppekTHoil ponu U B
Pa3IMYHBIX MPOLIECCaX,
KPUTUYECKOTO aHAJIN3a
IMOCJIEICTBUIM
npumeHenust MU-
TEXHOJIOTHH, STHYECKHUX
MIPUHIIUIIOB

KOH(JIMKTHI B
KOHKPETHBIX pabounx
CUTyalusx (Harpumep,
pu pa3padboTke
pEeKOMeHIaTeNbHOM
CUCTEMBI, CHCTEMBI
pacro3HaBaHUs
M300pakeHui U T.11.);
B-I1K-3.8[1] - Bnagets
TEXHOJIOTHEN ydeTa
PHUCKOB,
ACCOIMUPOBAHHBIX C
HNH-cucremoii, ¢ yaetom
KOHKPETHOTO
OTpaciieBOr0
UCIIOJIb30BaHUS CUCTEM
(TPOMBINILIEHHOCTD,
o0Opa3oBaHue, MEIMIINHA,
(bMHAHCOBBIN CEKTOP U
T.J.)

- y4acTue B IPOBEACHUH
HAYYHBIX UCCIICTIOBAHHI
(3KCIIEpUMEHTOB,
HaOJIIOEeHUl U
KOJTMYECTBEHHBIX
MU3MEpeHuil), CBA3aHHBIX
¢ o0BeKTaMHu
npodeccnoHanbHOM
JeSATEIbHOCTH
(mporpaMMHBIMHU
MIPOTYKTAMH,
MPOEKTaMU,
poIeccaMu, METOIaMU
Y UHCTPYMEHTaMH
IIPOrpaMMHOMN
WH)XEHEpUN), B
COOTBETCTBUH C
yYTBEPKJACHHBIMU
3aJITaHUSAMHU U
METOAMKAMU; -
MOCTPOEHUE MOJIEIIEN
00BEKTOB
npo¢eCcCuOHATBHON
JeSITEIbHOCTH C
HCIIOJIb30BaHUEM
WHCTPYMEHTAILHBIX
CpeAcTB
KOMITBIOTEPHOTO
MOJICTTUPOBAHUS; -

Hay‘IHO-I/ICCJ'IeI[OBaTCJ'ILCKI/Iﬁ

- IPOrPaMMHBIN
MPOEKT (MPOEKT
pa3paboTku
MIPOrPaMMHOTO
MPOJYKTA) -
IIPOrpaMMHBII
MPOYKT
(co3naBaeMoe
MpOrpaMMHOE
obecrieueHue) -
MIPOIIECCHI
KU3HEHHOTO IIUKJIa
MIPOTrPAMMHOTO
MPOJYKTa -
METOJIbI 1
WHCTPYMEHTBI
pa3paboTku
MPOTrPAMMHOTO
MPOIYKTa

[MK-11 [1] - criocobeH K
(opmanuzaiyu B cBOCH
IpeIMETHOH 001aCTH ¢
y4EeTOM OTpaHHYCHUI
HCIIOJIB3YEMbIX METO/I0B
UCCIIEeIOBAaHHS

Ocnosanue:
[TpodeccuonanbHbIi
crangapt: 40.011

3-T11K-11[1] - 3nath
MeTo/1bl (hopManu3zanuu
B CBOEH IIPEIMETHOU
o0JacTu ¢ y4eToM
OTpaHUYCHUHN
UCIIOJIb3YEMBIX METO/IOB
HCCIIEIOBaHMUS;
V-TIK-11[1] - Y™meTh
(dhopmann3oBaTh B CBOEH
npeaMeTHON 001acTy ;
B-TIK-11[1] - Bnanets
METOJaMHU
(dhopmanuzanuu B cBoe
npeaMeTHON 001acTH ¢
Y4E€TOM OTpaHUYEHUN
UCIIOJIb3YEMBIX METO/IOB
HCCIIEIOBaHUS




COCTaBJICHUE OIMCAHUS
MIPOBOIUMBIX
HCCIICIOBAHHUM,
MOATOTOBKA JAHHBIX JIJIS
COCTaBJICHHS 0030POB U
OTYETOB;

- y4acTue B IPOBEIACHUH
HAYYHBIX UCCJIEA0BaHUM
(?KCTIEPUMEHTOB,
HaOIIOACHUH 1
KOJMYECTBEHHBIX
W3MEPEHHUI), CBSI3aHHBIX
c 00beKTaMH
npodeccnoHaTBEHOM
NesITeNIbHOCTH
(mporpaMMHBIMU
MIPOJYKTAMH,
MIPOCKTAMHU,
MpolLeccamMmu, MeTo1IaMu
Y MHCTPYMEHTaMHU
MPOrpaMMHOMN
UHXEHEPUH), B
COOTBETCTBHH C
YTBEPKICHHBIMU
3aJJaHUSIMU U
METOJIUKAMH; -
MOCTPOCHUE MOJIeTeH
00BEKTOB
npodeccnoHanbHOM
JeSITENIbHOCTH C
HCIOJIb30BaHUEM
WHCTPYMEHTAILHBIX
CPEICTB
KOMITBIOTEPHOTO
MOJICTTUPOBAHUS; -
COCTaBJICHHE OIUCAHUS
MIPOBOMMBIX
HCCIICIOBAHMIA,
MOATOTOBKA JAHHBIX IS
COCTaBJICHUS 0030pOB U
OTYETOB;

- IPOrpaMMHBII
IIPOEKT (IIPOEKT
pa3paboTKu
MIPOTPaMMHOTI0
MPOJIYKTA) -
IIPOrpaMMHBII
MPOJYKT
(co3zmaBaemoe
MIPOrpaMMHOE
obecrieueHue) -
MIPOLIECCHI

KHU3HCHHOI'O NUKJIa

IPOrPaMMHOTO
MPOAYKTA -
METOJIbI U
WHCTPYMEHTBI
pa3paboTKu
MIPOrPAMMHOTO

IIpOAYKTa

ITK-12 [1] - crtocoben
UCIIO0JIb30BaTh METOJIbI U
UHCTPYMEHTAJIbHBIE
CpEeJICTBA UCCIICIOBAHHUS
00BEKTOB
npodecCHOHATLHOM
JeSITeIIbHOCTH

Ocnosanue:
[TpodeccrnonanbHbIMI
cranaapt: 40.011

3-I1K-12[1] - 3uars
METO/IbI HCCIICIOBAHUS
00BEKTOB
npodeccrnoHaIbHOM
NeSITeIbHOCTH;
HHCTPYMEHTAJIbHBIC
CpeCTBa UCCIICTOBAHHS
00BEKTOB
npodeccuoHaTbHON
NeSATEIILHOCTH,
V-TIK-12[1] - Y™MeTh
NPUMEHSTh METO/IBI U
UHCTPYMEHTAJIbHBIC
CpEJICTBA MCCIICIOBAHUS
00BEKTOB
po(heCcCUOHATTLHOM
NeSITeIbHOCTH;
B-TIK-12[1] - Bnanets
METO/IaMH U
UHCTPYMEHTAIbHBIMH
cpeacTBaMu
nccaea0BaHusi 00bEKTOB
npodeccuoHambHOM
JESATSIIEHOCTH

4. BOCIIMTATEJIbHBINA MMOTEHIIVAJ IUCIATLIIVHBI

HanpagJieHusi/ueju BOCIUTAHUS

3agauu BocnuTaHus (KO1)

[TpodeccrnonansHoe BocIUTaHUE

Co3znanue ycinoBuid, 00eCIeunBarOIINX,
(dhopMHUpOBaHKE OTBETCTBEHHOCTH 3a
npodeccuoHaIbHBIN BEIOOD, TPOQecCHOHATbHOE
pa3ButTHe U npodeccruoHanbHble penienus (B18)

[TpodeccrnonanbHoe BoCIIUTaHUE

Coznanue ycinoBuid, 00eCeunBarOIINX,
(dbopMUpOBaHNE HAYYHOTO MUPOBO33PEHHUS, KYJIbTYpPbI
MOVCKA HECTAHJAPTHBIX HAYYHO-




[TpodeccrnonansHoe BocIUTaHUE

TEXHUYCCKHUX/TIPAKTUICCKUX PEIICHHUH, KPUTUICCKOTO
OTHOUICHUS K UCCIICOBAHHUSIM JDKCHAYYHOTO TOJIKA
(B19)

Co3znanue ycinoBuid, 00eCTIeUUBAOIINX,
(dbopmupoBanue MPoecCHOHATBHO 3HAYMMBIX
YCTaHOBOK: HE MPOM3BO/IMTh, HE KOIMPOBATh U HE
UCTIOJIB30BaTh MPOTPAMMHBIC M TEXHUYECCKHE
Cpe/ICTBa, HE IPUOOPETEHHBIE HA 3aKOHHBIX
OCHOBAHHMSX; HE HAPYyIIaTh MPU3HAHHBIC HOPMBI
ABTOPCKOTO NpaBa; HE HAapyLIaTh TalHBI MIepeJadn
COOOIICHNH, HE TPAKTUKOBATh BCKPBITUE
UH()OPMAIIMOHHBIX CUCTEM U CETeH Nepeiauu TaHHbIX;
coOuro1aTh KOH(QUACHITUAILHOCTD JIOBEPEHHON
uHpopmanuu (B40)

S. CTPYKTYPA U COJEP)KAHUE YYEBHOM JUCHUILINHBI

Paznenbl yueOHOH TUCIMITIHHEL, UX 00BEM, CPOKU MU3YYEeHUS U (POPMBI KOHTPOJIS:

Ne
.1

HaumenoBanue
pasaena yuyeOHOM
AUCHHUILIMHBI

Henean

Jlexknumn/ Ipaxr.
(cemuHapsi )/

JlaGopaTopHbie
padoThI, yac.
O0s13aT. TEKymuii
KOHTPOJIb ((popma*,
HeJ1eJs1)
MaxkcuMasbHbIN
0aJ1 3a pazgen™*
pazaea (popma*,
HeJ1eJIs)
Nuauxkaropsl
KOMIIETEeHIIUH

ATTecTan s
OCBOCHUSA

6 Cemecmp

IlepBsIit pa3nen

8/0/16

N
(6]
1
oo

K1 3-I1K-3.12,
V-1IK-3.12,
B-TIK-3.12,
3-T1K-3.8,
V-IIK-3.8,
B-TIK-3.8,
3-I1K-11,
V-TIK-11,
B-T1K-11,
3-I1K-12,
V-1IK-12,
B-T1K-12

Bropoii paznen

8-15

7/0/14

25 KH-15 | 3-11K-3.12,
V-IIK-3.12,
B-T1K-3.12,
3-T1K-3.8,
VY-TIK-3.8,
B-TIK-3.8,
3-11K-11,
V-IIK-11,
B-I1K-11,




3-I1K-12,
V-1IK-12,
B-T1K-12

Hmozo 3a 6 Cemecmp 15/0/30 50

KoHTpoJibHbIE 50 3 3-11K-3.12,
MeponpusiTusi 3a 6 VY-1IK-3.12,
Cemectp B-T1K-3.12,
3-T1K-3.8,
V-TIK-3.8,
B-T1K-3.8,
3-11K-11,
V-TIK-11,
B-T1K-11,
3-I1K-12,
VY-TIK-12,
B-T1K-12

* — COKpaIIeHHOEe HAUMEHOBaHHUE (POPMBI KOHTPOJIS
** — cymMmMa MakcHMaJbHBIX OamioB JojbkHA ObITh paBHa 100 3a cemectp, BK/IIOYas 3a4eT U
(wn) sK3aMeH

CokpallieHre HauMeHOBaHUN (POPM TEKYILEr0 KOHTPOJISI U aTTECTALUU Pa3AEIIoB:

O0o3uauenue | Ilo1HOE HAMMEHOBAHME

KN KoHTpoJIb 110 uToram
3 3auer
KAJIEHJAPHBIN IIJIAH
Henenu | Tembl 3ansaTuii / Conepxanue Jlek., | IIp./cem., | JIao0.,
yac. yac. qac.
6 Cemecmp 15 0 30

1-7 IlepBbiii pa3nea 8 0 16

1-2 Tema 1. OcHOBBI TEOPHH CETEBbIX TEXHOJIOTHM Bcero aynutopHbIX 4acoB
WcTopus u TeHIEHIIUMN pa3BUTHS CETEBBIX TEXHOJIOTUH. 7 2 | 0 | 4
ypoBHeil mogenn OSI. Tononoruu cereir.CereBoit MOCT, CBUTY | OHIAMH
u xa0. [TpoTokos kananeHOTO ypoBHs Ethernet. MAC-anpec. 0 0 0
IIporokoi cereBoro ypoBHs [P. ARPu RARP3ampoce! n
otBeTbl. ARP-spoofingu criocoOb! 3alIUTHI OT HETO.

3-4 Tema 2. [IpoTokoa TpancnoptHoro yposust UDP Bcero aynutopHbIX yacoB
ITpoTtokon coobuiennit 06 omubkax ICMP. Ping-3anpocs! u 2 ] 0 ] 4
otksuku.IIporokon UDP. Ilporokossr BOOTPu DHCP. Ounaiin
DHCP-spoofingu cioco6s! 3amuTel oT Hero. [IpoTokon 0 0 0
nepenayn JaHHbiXx TFTP

5-6 Tema 3. IIporokoa TpancnopTHoro yposus TCP Bcero aynutopHbIX yacoB
[Tpotokon TCP. YcraHnoBKa U pa3pbiB COSAMHEHUS. 2 \ 0 \ 4
VHTepakTUBHBIN 1 HEMHTEPAKTUBHBINM MOTOK JTAHHBIX. Ownnaiin
AnroputMm Harma. Ytunutsr telnet, netcatu rlogin. Tabnua 0 0 0
Mapupyruzanuu. Texnonornn NATu PAT. YTunutel muist
yhpaBiieHus TabauIaMu Mapupytuzanuu. besomnacHoctsb
MapuIpyTU3aluu




Tema 4. IIpoToxoJibl npukiaaHoro yposusi: FTP, SMTP,

Bcero ayuTOpHBIX 4acoB

POP3 u IMAP 2 I |4
IIporokoin nepenaun nanHbix FTP: komanasl 1 OTKIUMKH Omutaiin
cepBepa. [laccuBHBIN 1 aKTUBHBIN PEKUM Mepefadd JaHHbIX. | 0 0 0
Ataku Ha ipoTokost FTP 1 crocoOsI 3alMThl OT HUX.
[Ipotokonsl a5exkTpoHHO# TouThl SMTP, POP3 u IMAP.
AyTteHTH(UKAIMA, OTIPaBKa U MoxydeHue nucem. Koauposka
naHHBIX Base64.

8-15 Bropoii paznen 7 0 14

9-10 Tema 5. IIporoxkon HTTP. [Ipokcu-cepepa Bcero aynutopHbIX yacoB
IIporokosn HTTP. GET, POST u npyrue Bus! 3apocos. 2 0 | 4
3aroyioBKHM 3ampoca KJIMeHTa U OTBeTa cepBepa. Basicu Omnunaiin
Digestayrentuduxanus. Texnonorus npokcu: HTTP, HTTPS, |0 0 0
SOCKS4 u SOCKSS5 npokcu-ceppepa. AHOHUMHOCTb MPOKCH-
CEpBEPOB

11 Tema 6. PazpadoTka KJIHEHT-CepPBEePHbIX NMPUI0KEHUI Bcero ayutopHbIX 4acoB
Coznanne coOCTBEHHBIX KIIMEHT-CEPBEPHBIX MPUIIOKEHUH, 1 |0 |2
paboTaromux mo nporokony http, tecpunu udp Omnnaiin

0 |0 |0

12 Tema 7. Wi-Ficeru. OTkpsiThie ceTu u cetu ¢ WEP- Bcero aynutopHsix 4acos
mudpoBaHueM 1 [0 [ 2
Tumnbl mudpoBanus U ayreHTUDHUKAIHSL. ATaKH Ha Ownnaiin
OecrpoBOHBIEC CETH U CIIOCOOBI 3alTUTHI OT HUX.OTKPHITHIE 0 0 0
cetu u cetd ¢ WEP-mmdpoBannem

13-14 | Tema 8. Wi-Fi cern. Cetu ¢ WPA u WPA2-mmppoBannem | Beero ayauTopHbIX 4acoB
ATtaky Ha OECIIPOBOJIHBIE CETH U CIIOCOOBI 3aIIUTHI OT 2 0 |4
Hux.Cetu ¢ WPAu WPA2-mudpoBanueM. Ataku Ha Ownutaiin
nporokoi WPS 0 |0 [0

15 Tema 9. ATaku 1 3ammTa 0€CNIPOBOAHOr0 000PYA0BAHUSA Bcero aynutopHbIX 4acoB
PeBepc-nHKMHUPUHT IPOIIMBOK poyTepoB. [lonck u 1 | 0 | 2
UCIpaBJICHUE YSI3BUMOCTEH B MPOLIMBKAX POYTEPOB Omnunaiin

0 I [0

COKpaH_IeHHBIC HAaMMEHOBAHUS OHJIAiH OMIIMIA:

Oo6o3navenue | [lo1HOe HAMMEHOBaHUE

9K OJIEKTPOHHBIN KypC

IIM ITonHOTEKCTOBBIN MaTepuan

11JI ITomHOTEKCTOBBIE ICKIIUU

BM Buneo-marepuansl

AM Aynno-marepuanbl

I1p3 IIpesenTanuu

T TecTbl

OCM DJIEKTPOHHBIE CIPABOYHBIE MATEPUATIBI
NC VHTEepaKTUBHBIN CalT

TEMBI JIABOPATOPHBIX PABOT

Henean | Tembl 3ansaTuii / Coaep:xanue
6 Cemecmp
1 JlabGoparopHas padora Nel




ITpoBectu ataky ARP-spoofing Ha 1abopaTopHblii KOMIBIOTEP U MEPEXBATUTH MAPOJIb.
3anuTuTh J1abopaTopHbIii KoMmmbloTep ot atak ARP-spoofing.

2 JlabopaTopnasi paGora Ne2
[Tposectu ataky DHCP-spoofing Ha 1abopaTOpHBIN KOMITBIOTEDP U MEPEXBATUTH MAPOJIb.
SanmTuTh JJaboparopHblii kommbiotep ot atak DHCP-spoofing.

3 JlabopaTopHasi pa6ora Ne3

[MonxmrounThes K telnet-cepBepy ¢ momoIIpo YTHIUTHI telnet v netcat, co3nath Ha
YAQJIICHHOM CepBepe TEeKCTOBBIN (aiin, coaepkamuii PO cryneHTa, a Takke HAUTH U
CKayaTh C yIAJIEHHOTO cepBepa (hailil ¢ maposem.

4 JlabopaTopnasi pa6ora Ne4

Tpebyercs 3akauath Ha FTP-cepBep TekcToBsIil daiin, cogepxamuii PO cryaenrta, HallTH
u ckadatb ¢ FTP-cepBepa ¢aiin ¢ maponem, a Takxe npoBectd Ha FTP-cepBep ykazanHyro
aTaxky. 3alllUTUTh CEpBEP OT HauboJiee pacpoOCTPaHEHHBIX TUIIOB aTaK.

6 JlabopaTopnasi pa6ora Ne5
TpeOyeTcst oTpaBUTH 3ampoc Ha web-calT ¢ aBTopU3aIeii C TOMOIIBI0 YKa3aHHBIX
YTHIIHT.

9 JlabopaTopHas padora Ne6

Tpebyetcs pa3paboTaTh NPOrpaMMHBINA KOMIUIEKC, COCTOSIIUI U3 CepBEpHOM 4acTH ¢ BeO-
uHTEphEHCOM U KITMEHTCKOM YacTH.

10 JlabopaTopnasi padora Ne7

TpeOyercs Berurcauts mapoiib oT WiFi-cetu ¢ ykazaHHbIM TUIIOM HIKdpoBaHus (TIpH
HE00XO0AMMOCTH ), IEPEXBATUTh MHTEPHET-TpaUK IpYTrUX MoJib30BaTelneil, pacumdpobarsb
ero (mpy HeOOXOIMMOCTH ), HAUTH B pacIn(ppOBaHHOM TpadHKe Mapoib,, a TAKKE
OTKJIIOYMTB APYrux nosib3osareneit or WiFi-cern.

12 JlabopaTopHasi padora Ne§

Tpebyercs BeraucauTh maponb ot WiFi-ceTu ¢ ykazaHHBIM THIIOM U poBaHus (Ipu
HE00XO0AMMOCTH ), IEPEXBATUTh MHTEPHET-TpaUK IpYyTrUX MoJjib30BaTeneil, pacumdpobarsb
ero (mpu HeoOXOAMMOCTH ), HAlTH B paciin(poBaHHOM TpaduKe Mapob,, a TAKKe
OTKJIIOYMTH APYruX nojib3opareneit or WiFi-cern.

15 JlaGopaTopHas padora Ne9
Tpebyercs HaiiTH B NPOLIMBKE poyTepa UCIIOTHAEMbIH (aiii, OTBeyaroIuii 3a reHepaluio
crangaptHoro naposis WiFi u BocCTaHOBUTH JIOTHKY pabOTHI aJITOPUTMA T€HEpaIUH.

6. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

Jlexuuu u 1abopaTOpHBIE 3aHATHUS IPOBOJIATCS B TpaIullMOHHOK dopme. [Ipu o6cyxnennn tem
JIEKUMOHHBIX 3aHATHH HCHONB3YIOTCS TNpe3eHTauuu. OOs3aTeNbHBIM SBISETCS CaMOCTOSITENbHAs
paboTa CTy/IE€HTOB, BBIIIOJIHEHNE UHANBUIYaJIbHBIX 3aJJaHU, paboTa ¢ TUTepaTypou.

7. ®OHJI OHEHOYHbBIX CPEACTB

@OHJT OLIEHOYHBIX CPEACTB 0 TUCIUIUIMHE 00ECIeUnBaeT MPOBEPKY OCBOEHHUS ITUIAHUPYEMBIX
pe3yabTaToB O00y4eHHs (KOMIIETEHIMA W UX HMHAMKATOPOB) MOCPEACTBOM MEPOIPUATUN TEKYIIETo,
PYOEKHOTO ¥ MPOMEKYTOYHOT'O KOHTPOJISI IO JUCHUIUINHE.

CBs3p Mexay (OopMHUPYEMBIMH KOMIIETEHIMSAMH M (QOpPMaMU KOHTPOJIS HX OCBOEHUS
Ipe/CcTaBIeHa B cleayromiel Tadnuue:

Komnerenuus NHaukaTopbl 0CBOCHUA ATTECTAaMOHHOE MEPOIIpUATHE
(KII 1)

I1K-11 3-11K-11 3, K1-8, KH1-15




V-ITK-11 3, KU-8, K1-15
B-TIK-11 3, KU-8, KU-15
MK-12 3-ITK-12 3, KU-8, KI-15
V-TIK-12 3, KU-8, KU-15
B-TIK-12 3, KU-8, KI-15
TK-3.12 3-1TK-3.12 3, KU-8, KU-15
V-TIK-3.12 3, KU-8, KU-15
B-TIK-3.12 3, KU-8, KI-15
TK-3.8 3-1TK-3.8 3, KU-8, KU-15
V-ITK-3.8 3, KU-8, KI-15
B-TIK-3.8 3, KU-8, KU-15

HIkanbl oneHKH 00pa30BaTeNbHbBIX 10CTHKEHUH

[IIkana KaXA0ro KOHTPOJIBHOI'O MEPOIPUATHS JIEKUT B Inpeaenax oT 0 10 yCTaHOBJIEHHOIO
MaKCUMaJIbHOTO 0aJula BKIIIOYMTEIbHO. MTOroBast arrecranus no AMCLUUIUIMHE oleHuBaercs no 100-
OayuIbHOM I1IKae U MpeAcTaBiseT co0oi cymmy OaioB, 3apabOTaHHBIX CTYJEHTOM IPHU BHIIOJIHEHUU
3aJlaHuM B paMKax TEKYILLEro U MpOMeKyTOYHOIO KOHTPOJIS.

Ntorosas oLieHKa BBICTABISAETCS B COOTBETCTBUHU CO CIEAYIOLIEH IIKAIOM:

Cymma Ouenka o 4-x 0a/1IbHOM HIKaJIe OtmMmeTtka o 3auere Ounenka
0aJI0B ECTS
90-100 5 — «omauuHoy A
85-89 B
75-84 4 — «xopouio» C
20-74 «3ayTeHO»
D
65-69 3 — «y0osenemao,
60-64 W DPUMETLHOY E
Hwuxe 60 | 2 — «neyoosnemsopumenbHOy «He 3aureHo» F

OneHka «OTIIMYHO» COOTBETCTBYET INIyOOKOMY M IPOYHOMY OCBOCHMIO MaTepualla IpOrpaMMel
o0yyJaroImumcsi, KOTOPbIM MOCIeI0BaTeNbHO, YETKO M JIOTMYECKH CTPOMHO H3JIaraeT CBOU OTBETHI,
yMeeT TEeCHO YBS3bIBaTh TEOPHIO C MPAKTHKOW, UCHOJIB3YET B OTBETAX MaTepHalibl MOHOrpadudecKoi
JIUTEPATYPHI.

OI_ICHKa «XOpOo1o» COOTBCTCTBYCT TBCPAbIM 3HAHUAM MaTcpHalia 06y‘IaIOH_II/IMC}I, KOTOpLIﬁ
rpaMOTHO M, I10 CYIECTBY, U3JIara€T CBOU OTBCTHI, HC NOMYCKasa CYIMICCTBCHHBIX HETOYHOCTEH.

OneHka «yJIOBJIETBOPUTENIBHO» COOTBETCTBYET 0a30BOMY YPOBHIO OCBOEHHS MarTepuana
oOyJaromumMcsi, Mpu KOTOPOM OCBOEH OCHOBHOW MaTepuai, HO HE YCBOEHBI €ro JeTalH, B OTBETax
MPUCYTCTBYIOT HETOYHOCTH, HEJOCTATOYHO MpaBUIIbHBIC (DOPMYIUPOBKH, HAPYIICHUS JOTHYECKOU
MOCJIEI0BATEIHHOCTH.

OTMeTKa «3a4TCHOY COOTBCTCTBYCT, KaK MUHUMYM, 68.30BOMy YPOBHIO OCBOCHUA MaTCpuUalia
nporpamMmmsl, IIpU KOTOPOM O6y‘l8.10]l[PII>iCSI BJIaACCT HCO6XOZ[I/IMLIMI/I S3HAHUAMHU, YMCHUSIMU U
HaBbBIKaMH, YMCECT MNPUMCHATL TCOPCTUUCCKHUC IIOJIOXKCHUSA I PCHICHUSA THIIOBBIX IMPAKTHYCCKUX
3aaa4.



O1eHKy «HEYAOBIETBOPUTEIBHO» / OTMETKY «HE 3a4TEHO» MOIydaeT 00y4yarouuiics, KOTOPHIi
HE 3HAeT 3HAYUTEIILHON YacTH MaTepuaia MporpamMmbl, JOMYCKAET B OTBETAX CYIIECTBEHHBIC OIIUOKH,
HE BBIMIOJIHWII BCE 00s3aTeNbHbIC 3aJaHus, NMPeaycCMOTpeHHble mporpammoil. Kak mpaBuio, Ttakue
oOyuaroluecs: He MOTYT MPOJOJIKUTE o0yueHue 0e3 TOMOTHUTEIbHBIX 3aHATHI.

8.  YYEBHO-METOJIWYECKOE U TH®OPMALIMOHHOE OBECIIEYEHUE
YYEBHOM JUCHUILINHBI

OCHOBHAA JIMTEPATYPA:

1. 004 I'96 BerurcnurenbHbIE CUCTEMBI, CETH U TEICKOMMYHHKAIIUK : yueOHuK, ['yceBa A.U., Kupees
B.C., MockBa: Akanemus, 2014

2. 004 XK 86 3amuTa aBTOMaTH3UPOBAHHBIX CHCTEM OT HH()OPMAITMOHHO-TEXHOJIOTHUECKUX
Bozneiicteuil : , lllepemer U.A., Muxaiinos /.M., XKykos 1.1O., Mocksa: HUAAY MUDU, 2014

3. 004 B19 OcHOBBI CETEBBIX TEXHOJOTHIA HA 0a3¢ KOMMYTAaTOPOB U MapIIPYTHU3aTOPOB : ydeOHOe
nocobue, Bacun H.H., MockBa: nTepHer-YHuBepcurer nHGOPMaIMOHHBIX TexHoJoruii, 2011

4. 004 M48 Cuctembl U ceTd Tiepeaun JaHHbIX | yueOHuK, MensaukoB JI.A., Mocksa: PamnoCodr,
2015

JOITOJIHUTEJIBHA A JIMTEPATYPA:

1. 004 I'96 Cetu u MexceTeBble B3aUMOACHCTBUS : yuebd. mocodue juist By30B, ['yceBa A.M., M.:
MU®U, 2006

IMTPOI'PAMMHOE OBECITEYEHUE:

CrnenuanbHOe porpaMMHoe obecriedeHue He TpedyeTcs
LMS U UHTEPHET-PECYPCHI:
https://online.mephi.ru/

http://library.mephi.ru/

9.  MATEPHAJIbHO-TEXHWYECKOE OBECIMEYEHHWE YUYEBHOW
TUCIUATLITAHBI

CrennanbHOE MaTepUATBHO-TEXHUYECKOE 0OecriedeHrne He Tpedyercs

10. YYEBHO-METOAUYECKHUE PEKOMEHJAIIUU IUIA CTYAEHTOB

B pamkax kypca mpeaycMOTpEeHO MpoBeldeHHe J1abopaTOpHBIX paboT. B Hawanme kaxxmoit
nmabopaTOpHON pabOTHl KPAaTKO pacCKa3bIBaeTCs HEOOXoauMmas Teopus. Vcmonmb3ys mpociayliaHHBIN
MaTepHal, CTyJIEHTHI TOJKHBI HAyUYUThCS PelIaTh MOCTAaBJICHHbIE MIEPe] HUMH 3a/1a4H.



B pamkax 3aHsATHIl cieyeT NpPOBOAMTH aKTHBHOE OOCYXIEHHE M aHaJhu3 COBPEMEHHBIX
HAy4YHBIX pabOT, MTPOBOAMUTH TPYIIOBOM TTOUCK OTBETOB HA BOIPOCHI, BO3HUKAIOIIUE Y CTYJCHTOB TpU
MOATOTOBKE 3aJaHUM U BO BpEMs JICKIIMOHHBIX 3aHATHH. OCHOBHON ymop Ha 3aHATUSAX JOJIKEH
JIenaThCsl Ha MOHUMAHUE M3JIaraéMoro Marepuajga U yMEHHE €ro HCIOJIb30BaTh MPHU BBINOTHEHUU
3a/1aHUM.

Ha xaxiom 3aHATUN OTMEYaeTCs MOCEIaeMOCTh CTYIEHTOB.

[Tpu u3yyeHun Kypca CTyACHTaM PEKOMEH]YeTCS BHUMATEIbHO O3HAKOMHUTHCS C MPOTrpamMMoin
JTUCLUIUIMHBL, B3STh B OMOIMOTEKE pEKOMEHIOBAHHYIO JINTEPATYPY.

Opranuzanys KOHTPOJISL YCIIEBA€MOCTH CTYJIEHTOB IPOBOAMTCA C HCHOJIb30BaHUE (OHIA
OLIEHOYHBIX cpeAcTB no nanHoi aucturuimae (POC). Ponp oueHouynsix cpencts (POC) — apiseTcs
HEOTHEMJIEMON YAaCThIO Y4eOHO-METOJIUYECKOTO KOMIUIEKCA JAHHOW Y4eOHON NUCIUIUIMHBI U
MpeHa3HAueH JUIsi KOHTPOJIS M OICHKH OOpa30BaTENbHBIX JOCTHKCHHN O0YYarONINXCs, OCBOUBIIMX
MporpamMmy JJTaHHOW JUCIUTUTHHBL.

HpI/I MNPOBCACHUUN TCKYHICTO KOHTPOJA YCII€EBACMOCTU IO JAJUCHUINIMHC HCIIOJIBb3YIOTCA
PE3YyJIbTAaThl BBIITIOJITHCHU A J'Ia60paTOpHLIX pa60T.

PyOexnbrii koHTponb mpoBoautcss Ha 8 u 15 Hememsax.  IIpomexyTOuHBIH KOHTPOIH
BBICTABJIACTCS HA OCHOBE 3a4€Ta.

s morrycka K 3a4eTy HeoOXOMMO 3aKphITh Ha MOJIOKUTEIFHYIO OIICHKY BCE MPEITIOKCHHBIE
B paMKax TEKYILIEro KOHTPOJI 3aJaHusl.

11.  VYEBHO-METOJIMYECKHUE PEKOMEHIALIUU JJISI NPENOJABATEJEN

B pamkax kypca TpeaycMOTpEeHO MpoBeJeHHE JiabopaTopHBIX paboT. B Hawame kaxkmoi
nabopaTtopHoit paboOThl KpaTKO pacckasbIBaeTcsi HeoOxoaumasi Teopus. Mcmonb3ys MmpocHyliaHHBIH
Marepuall, CTYACHTHI JOJKHBI HAYYUTHCS PEIIaTh ITOCTABICHHBIE IEPE] HUMHU 3aa4H.

B pamkax 3aHsATHIl cleyeT TpPOBOAMTH aKTMBHOE OOCYXKIEHHE M aHadhu3 COBPEMEHHBIX
Hay4yHBIX paboT, MPOBOJIUTH IPYNIIOBON MOKCK OTBETOB Ha BOIPOCHI BO3HUKAIOIINE Y CTYACHTOB MpHU
IIOATOTOBKE SaI[aHI/Iﬁ U BO Bperl JICKIOUOHHBIX 3aHﬂTHﬁ. OCHOBHOI71 y1'[0p Ha 3aHATHAX JOJIKCH
JIeTIaThCsl Ha TMOHMMAHUE HM3JIaraéMoro Marepuajia U yMEHUE €ro HCMOJIb30BATh NMPHU BBINOJHEHUH
3aJaHUMN.

Ha xkaxnom 3aHsATHM clielyeT OTMeuYaTh IOCEIIAEMOCTh CTYIEHTOB. PekomeHayercss He
JIONYCKATh CTYIEHTOB J0 CIa4Yd KOHTPOJIbHBIX MEPOIIPUATUI PETYIAPHO NPOMYCKAOIINX 3aHATHUS.

Ha mepBoM 3aHsATHH HEOOXOIUMO O3HAKOMHTH CTYACHTOB C MPOrpaMMON AMCUMILIMHBI, a
TakXe MPeIOKUTH TUTEPATypy, KOTOpast HoTpedyeTcst sl YCIEITHOTO OCBOCHHUS MaTepuaa.

Opranuzanys KOHTPOJISL YCIIEBAEMOCTH CTYJIEHTOB MPOBOAMTCA C HCHOJIb30BaHHE (OHIA
olleHO4HbIX cpencTB no gaHHoi gucuumuHe (POC). ona oneHounsix cpeacts (POC) — apnsercs
HEOTHEMJIEMON YacThI0 Y4e€OHO-METOJMYECKOTO KOMIUIEKCa JAHHOM Y4eOHON IWCUUIUIMHBI U
npeJHa3HaueH JJIsi KOHTPOJS U OLEHKH 00pa30BaTeNbHBIX AOCTHXKEHHH O0YYarolMXcs, OCBOMBIIHNX
[IPOrpaMMy JIaHHOM JTHCLUIUIMHEI.

IIpn mpoBeAcHMHM TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH II0 JUCLMIUIMHE  UCIOJIB3YHOTCS
Pe3yNIbTaThl BHIIOTHEHUS TAOOPaTOPHBIX padoT.



[IpomexyTOUHBIN KOHTPOJIb BBICTABIISETCSA HA OCHOBE 3a4eTa.
Jnis morycka K 3a4eTy HeOOXOMMO 3aKpbITh Ha MOJIOKUTEIBHYIO OLEHKY BCE MPEIOKEHHBIC
B paMKaXx TEKYIEr0 KOHTPOJIS 3aJaHMsl.

ABTOD(BI):

AnrominH Buktop Muxaitnosud, K.¢.-M.H.

Kono6amkuna JIto60oBs BuktopoBHa



