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AHHOTANIUA

Lenp nuctumauabl: POpMHPOBAHUE Yy MAruCTPAaHTOB CHUCTEMHBIX 3HAHUW M TPAKTHUYECKUX
HaBBIKOB B 0OO0)acTH mnpuMeHeHHs HHPopMmanuonHo-aHamuTHueckux cucteM (MAC) u meronoB
nenoBoit pasBenku (Business Intelligence, BI) ans pemenus 3amad obOecrieueHus 0e30MacHOCTH
3HaYMMbIX OOBEKTOB KpUTHUYeCKOW uHpopMannoHHOH wuHppacTpykrypel (KWW), Brmrouas
IIPOrHO3UPOBAHME, BBIBICHUE U HEUTpAIU3aLNI0 KUOEPYrpo3 U PUCKOB.

3agauu IUCHUILIUHBL

1. M3yuuTb TEOpPETHYECKHE OCHOBBI, APXUTEKTYpy M KJIACCU(PUKALMIO COBPEMEHHBIX
MHGOPMALIMOHHO-AHATUTUYECKUX CUCTEM U CUCTEM JIEJIOBOM pa3BEKU.

2. OcBouth MeTOoABl cOOpa, 00pabOTKH, aHAIM3a M BHU3YAJIM3AaLUU JAHHBIX M3 OTKPBITHIX H
BHYTPEHHUX MCTOYHHUKOB JJIS IIeJIei Oe30MacHOCTH.

3. CdopmupoBaTh HABBIKM MPUMEHEHUS METOJOB W HMHCTPYMEHTOB JIEIOBOHM pa3BEIKH JUIs
aHaJIM3a KOHKYPEHTHOM Cpefibl, OLIEHKHU PUCKOB U BBISIBJICHUS MOTEHIHMAIBHBIX yrpo3 oobekTam K.

4. HayuuTh NOpOBOAMUTH aHAIUTHUYECKYIO 00paboTKy Oombmux nanueix (Big Data) s
BBISIBJICHUS] aHOMAJIMH, NATTEPHOB KHOepaTak M NMPOTHO3MPOBAHUS WHIMJEHTOB HMH(OPMAIIMOHHON
0€30MMacHOCTH.

5. Pa3Buth ymenue paspabarbiBaTh npemioxkenus mo uHterpaunun MAC u Bl-permienuii B
KOMILIEKCHBIE cHCcTeMBbI 6e3onmacHocTn 00bexToB K.

1. IEJIU U 3AJAYA OCBOEHUA YYEFHOU JUCIHUATIIMHBI

Lens muctumuuabl: POpMHPOBAHWE Yy MAruCTPAHTOB CHUCTEMHBIX 3HAHUW M TPAKTHUYECKUX
HaBBIKOB B oOnact mnpuMeHeHHs wuH(popmarmonHo-aHamuTHYeckux cucteM (MAC) m meromoB
nenoBoit pa3Benku (Business Intelligence, BI) ans pemenus 3agau oOecriedeHuss 0€30MaCHOCTH
3HaYMMbIX OOBEKTOB KpUTHUYecKOW uHGpopMannoHHON wuHppacTpykrypel (KWW), Bxmrouas
MIPOTHO3UPOBAHME, BBISBICHUE U HEUTPAIHU3aLUIO0 KHOEpYrpo3 U PUCKOB.

3a1aun OCBOCHHUS AMCLUIUINHBL

1. M3yuuTb TEOpETHYECKHE OCHOBBI, AapXUTEKTYypy U KIACCU(PHUKAIUIO COBPEMEHHBIX
MH(OPMALMOHHO-aHAIUTUYECKUX CUCTEM M CUCTEM JI€JIOBOM pa3BEAKH.

2. OcBouth MeTOABI cOOpa, 0OpabOTKM, aHANIHM3a W BU3YAIM3AllMU JTAHHBIX U3 OTKPBITHIX U
BHYTPEHHUX MCTOYHHUKOB JJIS TI€JIeH Oe301MacHOCTH.

3. CdopmupoBaTh HaBBIKH TPHUMEHEHUS METOJAOB W WHCTPYMEHTOB JEJIOBOM pPa3BEIKU IS
aHaJM3a KOHKYPEHTHOM CpeJibl, OLIEHKH PUCKOB M BBISIBIICHUS MOTEHLIUAIBHBIX YTpo3 o0bexTam KNN.

4. HayuuTp NpOBOAMTH aHAJIMTHUYECKYI0 00paboTKy Oonbmmx naHHbIX (Big Data) s
BBISIBJICHUS] aHOMAJIMH, MAaTTEPHOB KHOEpaTak M NMPOTHO3WPOBAHUS MHIMICHTOB HH()OPMAIMOHHON
0€30MaCHOCTH.

5. Pa3Buth ymenue paspabarbiBaTh npemioxenus no uHterpauuun MAC u Bl-pemenuii B
KOMIUIEKCHBIE CUCTeMBI Oe3omacHocT 00bekToB KUU.

2. MECTO YYEBHOW JUCIUILJIMHBI B CTPYKTYPE OOII BO

Hucnunmuaa "MHpopMannoHHO-aHAIUTHYECKHUE CHUCTEMBI M METOJBI JICIOBOM pa3Beaku"
OTHOCHTCSI K BApUAaTUBHOM 4acTH 00pa30BaTEIbHON MPOTPaMMBI.
OHa JIOTMYECKH CBsI3aHa C JUCIUILUIMHAMM:



* IIpenmectByronmue: "Cucrembl 3amuThl nHGopmanmu Ha oObekrax KUHN", "Ymnpasnenue
nHpopManroHHbIMH puckaMu', "Teopust nuHOpMAIK U KOTUPOBAHUA" .
uHpopmanun",

. ConyrcTBytomue: "Kpunrorpaduueckue

"Opranu3anroHHO-TIPaBOBOE o0ecTieueHrne NHPOPMAITMOHHOM Oe30macHoCTH".

METOABI 3alIUThI

* Ilocnenyromue: SBiusercs OCHOBOM Ul NPOXOKIEHUS IIPOU3BOACTBEHHOM IPAKTUKUA U
BBINOJIHEHUS] MAaruCTEpPCKOM AMCCepTalMM, B YacTH, CBA3AHHON C aHAIUTUYECKUM OOOCHOBAHUEM
IIPeUIaraeMblX pelieHui.

3. ®OPMUPYEMBIE KOMIIETEHIIUA U IIVTAHUPYEMBIE PE3YJIbTATBI

OBYYEHUA

YHuBepcalbHbIe H(WTH) 00IIeTpOPECCHOHATBHBIC KOMITCTCHIINH:

Koa m HauMeHoOBaHHe
KOMIIETCHIIMHU

Koa u HauMeHOBaHMe HHIANKATOPpAa JOCTUKCHUSA
KOMIIETCHIIUHU

[TpodeccuonanpHbie KOMIETEHIIMM B COOTBETCTBUU C 33JadyaMH M oObeKkTamu (0OnactsaMu
3HaHUN) TPOdECCUOHATBHON eI TeIbHOCTH

3amaua OO0bexT miam o01acte | Koa m HanmMeHoBaHHe Kox u HanmenoBaHue

npogdeccuoHaIbLHOI 3HAHUA npo¢deccuoHATBLHOM HHAUKATOPA

aesiteabnoctu (3I1/1) KOMIIETeHIINH MOCTHKeHUS
OcHoBanue npogeccCHOHATbHOM
(nmpodeccuoHaNBLHBIN KOMIIeTEeHIIM U

cranaapr-IIC, anaan3
oOnbITa)

HAaY4YHO-MCCIEN0BATEIbCKUAMN

Ananus

CDYHI[aMeHTaHBHLIC 151

[TK-3 [1] - Criocoben

3-T1K-3[1] - 3uaTh:

(GyHIaMEHTAJIbHBIX U TIPUKIJIATHBIE CaMOCTOSITEIIBHO PYKOBOJISAIINE U
MNPUKIIAJHBIX TIPO0IeM = IpoOIeMbl CTaBUTh KOHKPETHBIE METOJUYECKHE

Nb B ycnoBusx MH(pOpMaLOHHON 3a/1a44 HaAy4HBIX JIOKYMEHTBI
CTaHOBJICHUS 0€30I1aCHOCTH; UCCJIEIOBAaHNM B YIIOJTHOMOYEHHBIX
COBPEMEHHOTO METO/IBI ¥ CPEJICTBA obnactu Ub nmu (benepanbHBIX OPraHOB
MH(POPMAIIMOHHOTO IIPOEKTUPOBAHMS, UH(POPMAIMOHHO- VCIIOJIHUTEIIBHON
o0111eCTBa; MOJEIUPOBAaHUA U AQHAIUTUYECKUX CUCTEM  BIIACTH,

BBITNIOJTHEHUE HAYYHBIX  OKCIIEPUMEHTAIBHOU 0€30IaCHOCTH U pellaTh = YyCTaHaBIMBAIOIINE

HUCCIICIOBAHUM B
obnactu Ub;

OTpabOTKU CHUCTEM,
CPEICTB ¥ TEXHOJIOTUH

X C UCITOJIB30BaAHHUECM
HOBEHUIIIETO

TpeOOBaHUS K
OpTraHHU3aIH U

MOATOTOBKA I10 obecrnieyeHus OTEYECTBEHHOIO U MIPOBEJICHUIO
pe3yabTaTaM HayuHBIX | HWH(OpPMAIMOHHON 3apy0eKHOTO OIbITa aTTecTalluu U
HCCIIEI0BAHMMN 0e30MacHOCTH cepTu(UKAIIMOHHBIX
OTYETOB, CTaTEH, 3HaYMMBbIX 00BEKTOB Ocnoganue: WCIIBITAHUN CPEJCTB U
JOKJa/I0B HA HAYYHBIX = KPUTHYECKOU [TpodeccuonanbHbIi CHUCTEM 3allUTHI CCCO OT
KOH(epeHIHIX uH(HOPMAIIMOHHON crangapt: 06.030 HCJI, 3TKC; OCHOBHBIE
HH(PpacTPyKTyphI CpelCTBa U CIIOCOOBI
o0ecrieyeHus
nH(}OpMaLIMOHHON
0e30IMacHOCTH,

MIPHUHOMUIIBI ITIOCTPOCHUA
CpCACTB U CUCTEM




3aIUTHI CCCH OT HCI,
3TKC; HAIIHOHAJILHEIE,
MEXTOCYAapCTBEHHBIC U
MEXTyHApOIHBIC
CTaHapThI,
yCTaHABIUBAIOIIUE
TpeOOBaHUS MO 3aLIUTE
nH(bOpMAINY, AaHATH3Y
3alUIIEHHOCTH ceTei
ANEKTPOCBSI3H U OIICHKHU
PHUCKOB HapyIIEHUS UX
UH(POPMAIIMOHHOH
0€30I1aCHOCTH.
V-IIK-3[1] - Y™meTb:
OpraHU30BBIBATH COOD,
00paboTKy, aHau3 U
CUCTEeMAaTU3aIII0
Hay4YHO-TEXHUYECKOMN
uHdopmanuu,
OTEYECTBCHHOTO U
3apy0eKHOT0 OMbITa MO
npoOaemMam
uHbOpMaITMOHHON
0e30MacHOCTH ceTeit
ANEKTPOCBSI3HU.;
B-TIK-3[1] - Bianers:
opraHusanuen
MOJITOTOBKH HAYYHO-
TEXHUYECKUX OTYETOB,
0030p0oB, MyOIUKAIIHiI
M0 pe3yJbTaTaM
BBITIOJTHEHHBIX
VCCIICIOBAHUM.

4. CTPYKTYPA Y COJIEP)KAHUE YYEBHOM JUCHUILIUHBI

Pa3nensl yueOHON AUCIMITIIMHBL, UX 00BEM, CPOKU U3y4eHUS U (OPMBI KOHTPOJIS:
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3 Cemecmp
Teoperndeckne ocHOBHI | 1-8 25 K-8 3-T1K-3,
51 UHCTPYMEHTBI V-IIK-3,
JIETIOBOM  pa3BeAKU U B-TIK-3
AHAJTUTHKH
[Ipumenenue 9-16 25 KU-16 3-TIK-3,
UH(OPMALMOHHBIX VY-TIK-3,




AHAIUTHYECKUX CHCTEM
A MOTOJOB
pa3BeAKU JUIsSl 3aIUTHI

IEIIOBOM

B-TIK-3

o0wvexToB KU

Umoeo 3a 3 Cemecmp 16/48/0 50

KonTtpoJbHbie 50 3 3-T1K-3,
Meponpusitusi  3a 3 V-IIK-3,
CemecTp B-I1K-3

* — COKpaIIeHHOE HAUMEHOBaHHUE (POPMBI KOHTPOJIS

*

(wn) sK3aMeH

* — CyMMa MaKCHUMaJIbHbIX OayuloB JoJkHA ObITh paBHa 100 3a cemectp, BKiIIOYas 3a4eT U

CoxparmieHne HauMEeHOBaHUH (POPM TEKYyIIET0 KOHTPOJIS U aTTECTALUH Pa3eiIoB:

Oo0o3nauenne | IloiHOe HAaMMEHOBaHUE

KN KoHTpoJIb 110 uToram

3 3auer

KAJIEHJIAPHBIN IVIAH
Henean | Tembl 3ansTuii / Conepxxanue Jlek., | IIp./cem., | JIao.,
yac. yac. yac.
3 Cemecmp 16 48 0

1-8 Teopernyeckue 0CHOBbI H HHCTPYMEHTHI J1€10BOii 8 24 0
Pa3BeIKH M AHAJTUTHKH

1 BBenenne B AUCHUILINHY. Bcero aynutopHbIX yacoB
Hemnu, 3amaun kypca. bazoseie moustus: BI, UAC, ux pois B 1 \ 3 \ 0
zanmre KMU. CBs3b ¢ npodeccoHalbHBIMU 00513aHHOCTAMU. | OHaiiH
[Tonsitus nenosoit pazeenxu (BI), unpopmarnnonto- 0 0 0
a"HamutHuyeckux cucreM (MAC). Posb u MecTo B cucteme
6e3onacHocti 00bekToB KMN.

2 Tema 1.McTounnkn nHGOPMANMH IS 1eJI0BOI pasBeaku. | Beero ayImTopHeIX 4acoB
Yacrs 1. 1 |3 |0
Knaccudukanusa uctounnkoB (OPEN/OSINT, CLOSED). Omnnaiin
IOpunnueckue u 3THYECKHE paMKH cOOpa TaHHBIX. 0 0 0
VcTouHnku uHGOpMaLny JUIsl 1EI0OBOM pa3BeIKH.

Knaccudukanys ucTouHMKOB (OTKPBITHIE, TOJTYOTKPHITHIE,
3aKpBITHIE).

3 Tema 2. UcTounuku nudopMainuu AJs 1eJ10Boii pa3Belku. | Bcero ayiuTopHeIX 4acoB
Yacrs 2. 1 |3 [0
IOpunnueckue u 3THYECKHE aCTIEKTHI cOOpa HHPOPMAITUH. Ownutaiia
Meroast OSINT. 0 I [0

4 Tema 3. ApxutekTypa u KOMNoHeHThbI coBpeMeHHbIX MAC | Beero ayImTOpHBIX 4acoB
u BI-nuiargopm. Yacrs 1. 1 |3 Ik
KuntoueBsie komnonentsl: ETL, Xpanunumia 1aHHBIX, Oujaitn
cpezacTBa aHanu3a v Buzyanuzanuu. [Tonatue OLAP-ky6oB. 0 ‘ 0 ‘ 0

5 Tema 4. ApxutekTypa 1 KOMIOHeHTHI coBpeMeHHbIX MAC | Beero ayIMTOpHBIX 4acoB
u Bl-niatgopm. 1 |3 |0
ETL-npouecchl, xpanunuima ganaeix (Data Warehouse), Outaiin
BUTpUHBI TaHHBIX (Data Mart). 0 [0 [0




Tema 5. MeToabl aHaau3a JaHubix. Yacte 1.

Bcero ayuTOpHBIX 4acoB

OT neCKpUNTUBHON CTATUCTUKU K MIPEAUKTUBHON aHAaTUTUKE. | 1 | 3 | 0
Beenenue B Data Mining (kmactepusanus, KIacCH(PUKAIUs). Ownnaiin
0 I [0

7 Tema 6. Meroabl anaamn3a nanHbix. Yacrs 2. Bcero ayuTopHbIX 4acoB
JleCKpUNTUBHBIN, TMATHOCTUYECKUM, MPETUKTUBHBIN 1 1 | 3 | 0
npeanuceBaomuii anaaus. Beenenue B Data Mining. Omnunaiin

0 |0 |0

8 Tema 7. Ananu3 counajbHbIX ceTeid (SNA). Bcero aynutopHsIx 4acoB
CdhopmMupoBaTh y CTyJCHTOB MPAKTUYECKUE HABBIKK aHanm3a | 1 |3 [0
COLIMAJIbHBIX CETEH JJIs BBISIBICHUS CKPBITHIX CBS3CH, Omnunaiin
COOOIIECTB M KIIFOYEBBIX (PUTYD, IPEICTABISIOMINX 0 0 0
MOTEHIIUAJIbHBIA UHTEPEC C TOUKH 3PEHUs 0€30MaCHOCTH
oobexkta KMU. Beenenue B SNA: Uto Takoe aHamu3
COLIMAJIbHBIX CeTeH U KaK OH MPUMEHSIETCS B KOHTEKCTE
0€30MacHOCTH U JIeNOBOM pa3Benku. KiroueBbie MEeTpUKU:

OO0bscHenne 6a30BbIX MOHATHI SNA: "IIEHTPaTbHOCTH"
(BBIsSIBIICHUE KITFOYEBBIX influencers), "TUIOTHOCTH CBsI3E",
"cooOmecTna".

9-16 IpumeHenne HHGPOPMATHOHHBIX AHAJTUTHYECKHX CHCTEM H | 8 24 0
MOTO/10B /1eJI0BO# pa3BeaKH 1Jisl 3a1uThl 00bekToB KU

9 BI B cucreMe ynpaBJ/ieHusi KUOeppuCKaMu. Bcero aynutopHbIX yacoB
Koppensmus coobrtuit Ub, cucremsr knacca SIEM kak 1 | 3 | 0
yacTHbIM ciydaid MAC. Ownnaitn

0 I Ik

10 BI B cucreMe ynpaB/ieHusi KHOeppHCKaMHU. Bcero ayutopHbIX 4acoB
Koppemnsus coosrtuii b, cuctems! kitacca SIEM kak 1 |3 [0
yacTHbI ciyuait MAC. Omnunaiin

0 0 |0

11 IIpennkTUBHAS aHAJIUTHKA B MHGOPMALHOHHOI Bcero aynutopHsix 4acoB
0e30MacHOCTH. 1 |3 0
[Iporuo3upoBanre HHIUIEHTOB HA OCHOBE HCTOPUYECKUX Omnunaiin
NAaHHLIX. MeToabI MAaIIMHHOT'O 06yquI/1;1 I 06Hapy>1<eH1/1s1 0 0 0
AHOMAJINH.

12 IIpequkTHBHAS AaHAJIMTHKA B HHGOPMAIIMOHH O Bcero aynutopHbIX yacoB
0e30MmacHOCTH. 1 |3 [0
[Iporuo3upoBaHue UHIIUIEHTOB Ha OCHOBE HCTOPUUYECKUX Omnunaiin
JTaHHBIX. MeTOoIbI MAITMHHOTO 00yUeHUs 111 OOHAPYKEHUS 0 0 0
AHOMAJIMM.

13 Ananu3 6oabmux nanHbix (Big Data) nas 6e3onacHocTu. Bcero aynutopHbIX 4acoB
Amnanuz kubepyrpo3 ans oobekroB KUU. Pabora ¢ 1 ’ 3 ’ 0
mnatdopmamu Threat Intelligence (mampumep, AlienVault Ownutaiia
OTX). Ananu3 TakTuk U Metoguk APT-rpymnmn, neneBbx 0 0 0
00BEKTOB M MCIOJIB3YEMBIX YSI3BUMOCTEH.

14 Ananu3 6oabmux gJaHHbIX (Big Data) nuis 6e3onacHocrn. Bcero ayutopHbIX yacoB
Texnonorun Hadoop, Spark. Ilpumenenue s ananusa 1oros | 1 ‘ 3 ‘ 0
U ceTeBoro Tpaduka. Omnunaiin

0 |0 |0

15 Pazpabotrka konuenunu UAC nas oobexkta KUU. Bcero aynutopHbIX yacoB

Paspabotka konnenuu MAC ans o6wexra KUU. 1 \ 3 \ 0

Onnaiiy




0 I Ik
16 3aueTHoe 3aHsATHE. 3AIUTA POEKTOB, 0TBETHI HA Bcero aynutopHsIxX 4acoB
BOIPOCHI. 1 |3 |0
3aueTHoe 3aHATHE. 3alIUTa MPOEKTOB, OTBETHI Ha BOIIPOCHI. Omnunaiin
0 |0 |0

CoxkpalieHHbIe HAUMEHOBAHUS OHJIANH OMIUI:

Oobo3nauenue | [loiHOe HaMMeHOBaHME

oK DJIEKTPOHHBIN KypC

IIM IToTHOTEKCTOBBIN MaTepual

I1JI [TomHOTEKCTOBEIE JEKIIUNA

BM Buneo-marepuansl

AM Aynro-Marepualibl

IIp3 IIpe3eHTanuu

T TecTbl

OCM DJIEKTPOHHBIE CIPABOYHBIE MATEPUATIBI
nC VHTepaKTUBHBIA CANUT

TEMbI TIPAKTUYECKUX 3AHSATUN

Henean | Tembl 3ansaTuii / Conepxxanue

3 Cemecmp

1 BBoanoe 3ansaTue. IloctanoBka 3agad.
3HaKOMCTBO C IporpaMMHBIM obecnieueHueM kypca (Tableau/Power BI, Splunk/ELK,
Gephi). ®opMupoBaHre KOMaH[ U BEIOOP 0OBEKTOB JJIsI CKBO3SHOT'O MPOEKTUPOBAHHSI.

2 MpakTuxkym no OSINT (uactb 1).
OtpaboTka MeTo10B cOopa naHHbIX yepe3 Google Dorks, nouck no peecrpam (MHH,
OI'PH), ananu3 nHdopmanuy Ha KOPIOPATUBHBIX CalTaX ¥ HOBOCTHBIX MOpTajax.

3 IpakTukym no OSINT (uacts 2).
I'eonoxanus n ananu3 u3obpaxenuit. Pabora ¢ kaprorpadmueckumMu cepBUCaMu U
nanabiMu WHOIS. C6op u cuctemaTtuzanus iudpoBoro ciesa 1eeBoro o0beKTa.

4 HNHcTpyMeHTHI BU3yaJM3alui JAHHBIX (4acTh 1).

OcBoenue untepdeiica Tableau/Power Bl. Umnopt nanueix u3 Excel/CSV. Co3nanune
0a30BbIX MHTEPAKTUBHBIX IPa(pUKOB: THCTOTPAMMBI, KPYTOBbIE IUAarpaMMBbl, JINHEHHbIE
rpaduKH.

5 HNHcTpyMeHTHI BU3yaJM3alluH JAHHBIX (4acTh 2).
Pa3paboTtka kommekcHoro namobopaa. Hactpoiika nepekpecTHbIX (UIbTPOB U TapaMeTPOB.
[Tpunnuns! 3 PeKTUBHOrO au3aiiHa )i BOCIIPUITUSL 6€30IaCHOCTH.

6 OcHoBBI padoThI ¢ 0a3aMM JAHHBIX ISl AHAJUTHKH (YacThb 1).
Hanucanue 6azoBbix SQL-3anpocos (SELECT, FROM, WHERE). ®unstparnus u
COPTHUPOBKA JaHHBIX. PaboTa ¢ HECKOJIBKMMHU TabiHIamMu ¢ moMotisio oneparopa JOIN.

7 OcHoBBI padoTHI ¢ 023aMH JAHHBIX 1JI51 AHAJIUTUKH (YACTh 2).
Arperanus nanaeix (GROUP BY, COUNT, SUM). Pemenue keiica 1o BbISIBIEHUIO
aHOMaJIMH B IaHHBIX, MMUTHPYIOIUX JIOTH BX0Ja B CUCTEMY MUJIM CETEBYIO aKTHUBHOCT.

8 AHaIu3 conuaJbHbIX ceTeid (SNA).
IToctpoenue rpados cBszeir B Gephi/Maltego. Pacuer MeTpHK IEHTPaIbHOCTH.
Buszyanmmsanus cooO1ecTB 1 BBISIBIICHHE KIIFOUEBHIX influencers B TMITIOTETHYECKOM CETH.

9 PatGora ¢ SIEM-cucremoii (yacth 1).
bazosas naBuramnus B Splunk/ELK Stack. UMnopT 1 uHI€KCHpOBaHHE TECTOBBIX JIOTOB.
ITonck cobwiTuii ¢ cnonp3zoBanrem SPL/KQL. Ananus o6pasioB 10roB BeO-ceppepa.




10 Padora ¢ SIEM-cucremoii (4acth 2).

Co3znmanue npaBuil KOPPEJSIHUA 11 OOHAPYKCHHsI aHOMAJIbHBIX ICUCTBUH (HarmpuMmep,
MHOKECTBEHHbBIE Hey/1auHble JTOTHHBI). PazpaboTka qambopaa it MOHUTOPUHTA KITFOUEBBIX
WHUKATOPOB aTakK.

11 IIpakTuKyM N0 NPeANKTHBHON aHAJIMTHKe (YacTh 1).

[Toaroroska manubeix B Jupyter Notebook ¢ ucnonpzoBanuem Pandas. Pa3Benounsiii ananus
nanHbix (EDA). Hopmanu3zaius 1 KoIMpoBaHKWE NIPU3HAKOB JJIs1 MOJIENHM MAILIMHHOIO
o0y4eHMSI.

12 IIpakTuKyM N0 NPEeAUKTHBHON aHAJMTHKE (YacTh 2).

OO6yuenue u Bamuaanus Mojaenu kiaccudukanuu (Harpumep, LogisticRegression).
WHTepnpeTanus pe3yibTaToB U OLEHKAa TOUHOCTU MOJIENH JUIsl IPOTHO3UPOBAHUS
MI0JI03PUTENLHBIX COOBITHH.

13 Anaymm3 kndepyrpo3 njs odbekToB KUU (wacts 1).

Pabota ¢ mnardpopmamu Threat Intelligence (Hanpumep, AlienVault OTX). AHanu3 TakTUK
u MetonuK APT-rpymm, 11eneBpiXx 00bEKTOB M UCTIONIB3YEMBIX YSI3BUMOCTEIA.

14 Ananu3 kudepyrpo3s 1is oobekToB KUM (yacts 2).

Cocrasnienne npoduis yrpo3 s BeiopanHoro oosexkra K. [Towck u Bepudukamms
akTyanpHbIX [0C. MHTerpanus nanupix 00 yrpo3ax B TUIIOTETHYECKUN TIPOIECC
MOHHUTOPHHTA.

15 Pa3patdorka konunenunu UAC nas odobexkta KUU

Komannas paboTa: mpoeKTHPOBAHNE apXUTEKTYPBI CHCTEMBI, BBIOODP KITFOUEBBIX METPUK
0€30MacHOCTH, OMMCAHNE UCTOYHUKOB JaHHBIX U MPOTOTHUIIA UTOTOBOTO Jambdopaa ass
PYKOBOJICTBA.

16 3auyeTHoe 3aHsITHE. 3AIIUTA POEKTOB.

[Ipe3enTanus KOMaHIHBIX MPOEKTOB 1O pazpadoTke kouuenuuu MAC. JlemoHncTpanus
JambopA0B U OTBETHI Ha BOIIPOCHI 110 MPOIIGHHOMY MaTepuaity Kypca.

S. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

OO0pa3zoBarenbHble TPAEKTOPUH 110 KYpCy

* baszoBas TpaekTopus: BblnoiaHeHHe Bcex O00s3aTENbHBIX MPAKTUYECKUX paboT H
CaMOCTOSITENIbHBIX 3aJJaHUI B CPOK, aKTHBHAs paboTa Ha ceMUHapax.

* VYraybOnennas Ttpaektopust (mpoekTtHas): I[lomumo 0a30BBIX 3aJaHUM, BBINOJHEHUE
WHJUBUIYAIPHOTO WJIM KOMAaHJIHOTO TMPOEKTa IO BBIOOpPY (Hampumep, YIIIYOJCHHBIM aHaINU3
koHkpeTHOU Advanced Persistent Threat (APT) rpynmsl, targeting oobextst KM, miu paspabotka
MIPOTOTHUIA JAIoopAa Jisl KOHKPETHOTO CLIEHApHS).

* HccnenoBarenbckas Tpaekropusi: Hanmucanue HayyHOM cTaTbM WJIM 0030pa MO aKTyalbHOU
npobneme Ha cteike Bl u Ub (manpumep, "Ilpumenenne metonos NLP ast aHanmu3a yredek TaHHBIX B
napkHeTe') Ha OCHOBE MaTepHajioB Kypca.

6. ®OH/JI OHEHOYHbLIX CPEACTB

@DOHJT OLIEHOYHBIX CPEACTB M0 TUCLUIUIMHE 00ECIeunBaeT MPOBEPKY OCBOEHUS ITUIAHUPYEMBIX
pe3ynbTaToB 0oOyueHus: (KOMIETEHIMH M MX WHIMKATOPOB) MOCPEICTBOM MEPONPUSTUN TEKYIIETO,
PYOEXKHOT0 U MPOMEXKYTOUHOTO KOHTPOJIS IO JUCLUILIUHE.

CBs3p Mexay GOpMHUPYEMBIMH KOMIETEHUUSAMU H (OpMaMHU KOHTPOJIS HMX OCBOCHHUS
Ipe/CcTaBieHa B cleayromel Tadnuue:

| Komnerenuns | MnaukaTopni ocBoeHus | ATTecranmonnoe Meponpusitne |




(KII 1)
TIK-3 3-TIK-3 3, KU-8, K16
V-TIK-3 3, KI1-8, KI1-16
B-TIIK-3 3, KI-8, K16

HIkajnbl oneHKH 00pa30BaTeNbHbBIX 10CTHKEHUH

[IIkana KaXA0ro KOHTPOJIBHOI'O MEPOIPUATHS JIEKUT B Ipeaenax oT 0 10 yCTaHOBJIEHHOI'O
MakcHUMajbHOro Oajia BKIOUMTENbHO. MTOroBas arrecranus mo nucuuiuiiHe orenusaercs mno 100-
OayUIbHOM IIKaJe U MpeAcTaBiseT co0oil cymmy 0auioB, 3apabOTaHHBIX CTYIEHTOM IPU BBINOJIHEHUU
3aJlaHui B paMKax TEKYILEro ¥ MpOMEKyTOYHOTO KOHTPOJIS.

Ntorosas oLieHKa BBICTABISAETCS B COOTBETCTBUHU CO CIEAYIOLIEH IIKAIOM:

Cymma Ouenka no 4-x 0a/1IbHOM HIKAaJIe OtMmeTtka o 3auere Ounenka
0aJI0B ECTS
90-100 5 — «omauuHoy A
85-89 B
75-84 4 — «xopouio» C
20-74 «3adTeHoO»
D
65-69 3 — «y0osnemao,
60-64 y DUMETLHO E
Hwxe 60 | 2 — «neyoosriemseopumenvro «He 3aureHo» F

OneHka «0TJIIMYHOY» COOTBETCTBYET INyOOKOMY U IIPOYHOMY OCBOEHUIO MaTepuasa nporpamMmmbl
oOyyaroluMcsi, KOTOPBIM IMOC/IEe0BATEIbHO, Y€TKO U JIOTMYECKH CTPOMHO W3J1araeT CBOM OTBETHI,
yMeeT TECHO YBS3bIBaTh TEOPHIO C MPAKTHKOW, UCHOJIB3YET B OTBETAX MaTepHalibl MOHOTpadudecKoi
JIUTEPaTypHl.

OrneHka «XOpoIIo» COOTBETCTBYET TBEPJAbIM 3HAHHUSAM MarepHuajia O0ydarolMMcsl, KOTOPBIN
I'PAMOTHO H, 110 CYIIECTBY, U3JIara€T CBOM OTBETHI, HE JIOITYCKasl CYIIECTBEHHBIX HETOYHOCTEM.

OneHka «yJIOBIETBOPUTEIBHO» COOTBETCTBYET 0a30BOMY YPOBHIO OCBOEHHS MarTepuana
oOyJaromumMcsi, MpU KOTOPOM OCBOEH OCHOBHOW MaTepuai, HO HE YCBOEHBI €ro JeTalH, B OTBETax
MPUCYTCTBYIOT HETOYHOCTH, HEJOCTATOYHO TMpaBUIIbHBIE (DOPMYIUPOBKH, HAPYIICHUS JOTHYECKOU
MIOCJIEI0BATEIBHOCTH.

OTMeTKa «3a4TCHOY COOTBCTCTBYCT, KaK MUHUMYM, 68.30BOMy YPOBHIO OCBOCHUSA MaTCpualia
nporpamMmmsl, IIpU KOTOPOM O6y‘l8.10]l[PII>iCSI BJIaACCT HCO6XOZ[I/IMLIMI/I S3HAHUAMHU, YMCHUSIMU U
HaBbIKaMH, YMCECT HNPUMCHATL TCOPCTUUCCKHUC IIOJIOXKCHUSA JIA PCHICHUSA THIIOBBIX IMPAKTHYCCKUX
3aaa4.

OI_ICHKy CHCYHOBJICTBOPUTCIIBHO» / OTMCTKY «HC 3a4TCHO» IOJIY4acT OGy‘-I&IOIJ.[HfICH, KOTOpBIfI
HE 3HAaeT 3HAYUTEIbHOM YaCTH MaTrepuajia nporpaMmsbl, JOIYCKACT B OTBCTAX CYHICCTBCHHELIC OI_HI/IGKI/I,
HE BBINOJIHMII BCE 00S3aTelIbHBIC 3alaHuA, NpCaAyCMOTPCHHBIC HpOFpaMMOﬁ. Kak IpaBHJIO, TAaKHUC
o6yqa10umec;1 HC MOT'YT ITPOOJIZKUTH o6yquHe 0e3 JIOTIOJTHUTEIbHBIX 3aHATHIH.




7. YYEBHO-METOJWYECKOE U HH®OPMAIIMOHHOE OBECIIEYUEHUE
YYEBHOUW JUCHIUILINHEI

OCHOBHAZ JIMTEPATYPA:

JOIIOJIHUTEJIBHASA JINTEPATYPA:
[MPOI'PAMMHOE OBECITEYEHUE:

CrnenmasibHOE TIpOrpaMMHOE 00ecTriedeHre He TpeOyeTcst
LMS U UHTEPHET-PECYPCHBI:
https://online.mephi.ru/

http://library.mephi.ru/

8.  MATEPHMAJLHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOW
TV CHUIIMHBI

CHeHI/IaHLHOC MAaTCPpHUAJIbHO-TCXHHUYCCKOC obecreyeHne He Tpe6yeTc;I

9. YYEBHO-METOAUYECKHUE PEKOMEHJALIIMU VI CTYAEHTOB

Hacrosimiue meronnueckue yka3zaHUs PACKPBIBAIOT PEKOMEHIYEMBIM PEXUM M XapakTep
yueOHOM paboThl MO M3YYEHUIO TEOPETUYECKUX pa3JIeloB Kypca, MPaKTUYECKOMY MPHUMEHEHUIO
W3YYEHHOTO MaTepuaia, MO BBINOJHEHUIO CaMOCTOSTEIbHOW paboThl TyTeM MCHOIb30BaHUS
JIEKIIMOHHOTO MaTepuasiia. MeToauveckue YyKa3aHus CIIy)aT OCHOBOM MOTHBAalUM CTYIEHTa K
CaMOCTOSITENTLHOM paboTe U HE MOJIMEHSIOT PEKOMEHIYeMYIO YUeOHYIO TUTEPATYPY.

Oco0eHHOCTH U3YYEeHHUS Pa3/IesiOB AUCIUTLITNHBI

B mnpomecce wm3yueHus OaHHOW AMCIHUIUIMHBI HEOOXOAMMO WCIIOIB30BATh JIEUCTBYIOIINE
MPaBOBbIE aKThl B OOJACTH 3alIUTHl MHGOPMAIMH W Pa3pabOTKH MPHIOKEHUN, OpraHU3aI[MOHHO-
pacnopsiAMTenbHble, HOpMaTHUBHBIE U HH(popmaunoHHble AokyMeHThl DCTOK Poccum, npyrux
YIOJHOMOYEHHBIX OPIraHOB TOCY/JapCTBEHHOW BJIACTH, a TaKXe€ COOTBETCTBYIOIIME Y4YEOHO-
METOJIMYEeCKUE MOCOOUs, MWILTIOCTPATUBHBIN MaTepual (TIpe3eHTallnn ).

Ha nexinoHHbBIX 3aHATUSAX U3NIararoTcsl Haubojee BaXKHbIE U CII0KHBIE BOMPOCHI, SIBISIFOIINECS
TEOPETHUYECKOM OCHOBOW MOCTPOCHUSI U3MEPUTEIbHBIX KOMIUIEKCOB IO aHAIM3Y 3alIUIIEHHOCTH
00BEKTOB MH(MOPMATU3ANNHA W TPOBEACHUIO WHCTPYMEHTAIBHBIX CIEHUATBHBIX HCCIICIOBAHUNA TpPH
aTTecTaluu 00bEKTOB MH(OpMATU3AIKMH TI0 TpeOOBaHUIM Oe30macHOCTH HHGopMaruu. YacTs JeKiuit
MOXKET H3JaratbCsi MPOOJIEMHBIM METOJOM C TPHUBJICUYCHHEM CTYACHTOB JIJII  PEIICHHS
chopMynupoBaHHOW TpemnojaBareneM mpoodsieMpl. C 1€7IbI0 TEKYIIETO KOHTPOJIA 3HAHWA B XOJIE
JIEKIIMI MOTYT MCIIOIh30BATHCS PA3IMUHBIE TPUEMBI TECTUPOBAHUSI.

[IpoBenenue 1abopaTopHBIX PabOT - HE MPEAYCMOTPEHO

Ha npakTtudeckux 3aHSTHSIX BBIHOCATCS BONPOCHI YPOBHS HABBIKOB M yMEHHMH. 3alaHusd
BBITIONHSIOTCSL CTYJICHTaMH C HCIOib30oBaHueM cetd MHTepHer. Ha kaxxaom pabodeM MecTe JOIKEH
ObITh pa3BEepHYT TMepcoHaNbHBI KoMmbloTep (APM) c BBIXOJOM B HHTEpHET. Pe3ynbTaThl,



IIOJIyYECHHBIE B XOJ€ INPAKTUYECKUX 3aHATHH, HCIOJIB3YIOTCS CTYJEHTAMM B KadeCTBE HMCXOIHBIX
JAHHBIX TPU OTPAOOTKE UTOTOBBIX MMAKETOB JOKYMEHTOB.

B xauectBe (opM NPOMEKYTOYHOrO KOHTPOJIS TIOJNYYEHHBIX 3HAaHWHA (pasgensl 1 u 2)
HCIOJIb3YIOTCSL KOHTPOJIBHBIE BONPOCHI. /ISl MOBBILIEHUS Pe3y/IbTaTOB KOHTPOJISI CTyIEHTaMH (110 MX
’KEJIAaHHUIO) MOT'YT OBITh BBITIOJIHEHBI ¥ UCIIOJIB30BAHbI MMCbMEHHbIE PadoTHI (pedepatsl).

B mponecce MTOroBOro KOHTPOJIS TaKKE MOTYT HCIOJIB30BaThCSA PE3YJbTAThI, IOJyYECHHBIE
CTYICHTAMH Ha IPAKTUYECKUX 3aHATUSAX.

Jls ycrnemHoro ocBOeHusl Kypca HeoOXo UMbl 0a30Bble 3HAHUSA B 001acTH MH(OPMALIMOHHON
0€30I1aCHOCTH, CETEBbIX TEXHOJIOIMH U OCHOB IPOrPAMMHUPOBAHMUSL.

AKIIEHT B Kypce JI€JIaeTCsl Ha MpakTU4ecKoe NnpuMeHeHue 3HaHuil. [locemenue nekuuili gact
TeOopeTUYeCKHii PyHIaMEeHT, HO KIF0UEBbIe HABBIKH (DOPMUPYIOTCS Ha MPAKTHUECKUX 3aHATHIX.

Hcnonp3yiiTe npeaocTaBieHHble MaTEPUAIIbl U PEKOMEHA0BAHHOE IIPOIPaMMHOE 00€CIIEUEHHE.
BonpmmHCTBO coBpeMeHHBIX BI-MHCTpYyMEHTOB HMEIOT OecIuiaTHbIE BEPCHH WM trial-mieproms.

ITpu Bbmonnenun OSINT-3amanHuii crporo coOmoaiiTe 3aKOHONATENBCTBO U ITHYECKHE
HOpMBI. Bce 3a7aHus BBINOJHAIOTCS B YYEOHBIX LENSAX HA YCIOBHBIX WJIM IYOJUYHO JOCTYIHBIX
JAHHBIX.

Hauunaiite paboTy HaJ caMOCTOSITEIbHBIMH 33JaHUSMU 3apaHee, OHU TPEOYIOT CUCTEMHOIO
[10/IX0J1a ¥ aHaIu3a 00JIBIIOTro 00beMa HH(POPMALIUH.

Jlyist mpoekTHOU paboThl hopMHUPYHTE KOMAHIBI C Y4ETOM Pa3HOOOPa3usi HABBIKOB (aHAITMTHKH,
BU3YaJIU3aTOPBbL, IPEIMETHBIE IKCIIEPTHI).

10. YYEBHO-METOJINYECKHWE PEKOMEHJIAIIVUM JIJIS TPETNIOJABATEJIEA

Hacrosmue Meroauueckue yKa3aHUs PacKpbhIBalOT PEKOMEHAYEMBIM PEKHUM U XapakTep
y4yeOHOIl palboThl MO M3YYEHHIO TEOPETUUYECKUX pasfenoB Kypca «KoHKypeHTHas pa3Belnka u
MH(POPMALIMOHHOE MPOTUBOOOPCTBOY», MPAKTUUYECKOMY HPUMEHEHMIO H3yYEHHOTO Marepuaia, I0
BBIMOJIHEHUIO ~ CAMOCTOSITENIbHOM ~ pabOThl MyTE€M  MCIIOJIb30BAaHUS  JICSKIIMOHHOTO  MaTepuaa.
Mertoanueckue yka3zaHHs CIyXaT OCHOBOW MOTHBAIIMM CTYJEHTa K CaMOCTOSTENIbHOW paboTe M He
MOJIMEHSIOT PEKOMEHIYEMYIO YUEOHYIO JIUTEPATypYy.

Kypc HocuT mnpuknamHoi Xxapakrep. JIEKIMOHHBIM MaTepuayl JOJDKEH MOAKPEIIAThCS
peayIbHbIMH KelicaMH U3 MPaKTUKK obecrieueHus 0ezonacHoctu o0bekToB KNUU.

Pexomenayercss mpuriamare Il IPOBEIEHUS TOCTEBBIX JIEKIUN MpakTUKOB U3 cdepbl b u
BI.

Ha npakTudeckux 3aHATHSAX 1€JIecO00pa3HO HCIMOJb30BaTh METOJ| MPOEKTHOro oOyueHws,
KOTJIa CTYJICHThI paboTaloT HaJl CKBO3HOM 3aaueil Ha MPOTSXKEHUH BCETO Kypca.

BaxHo co3naBaTh B ayAMTOpUu aTMocdepy, IpUOIMKEHHYIO K pealbHOM paboTe aHATUTHKA:
MIOCTAaHOBKA HEYETKUX 3a/1a4, paboTa ¢ "3airyMiaeHHbBIMHA" JTaHHBIMU, HEOOXOIUMOCTh CAMOCTOSATEIBHO
BBIOMpATh HHCTPYMEHTHI U METO/IbI aHAJIH3A.

IIpn oueHKE NPOEKTOB CIEAYeT YYHMTBIBATH HE TOJBKO TEXHHYECKYIO KOPPEKTHOCTb, HO M
000CHOBAaHHOCTh BBIOPAHHBIX MOAX0/I0B, ICHOCTb MPEACTABICHUS PE3yIbTaTOB U YMEHUE OTBEUYaTh Ha
BOIIPOCBHI 110 IIPOEKTY.

HeoGxomuMo obecneunTh BCEX CTYJEHTOB JIOCTYIOM K HEOOXOJUMBIM IPOrpaMMHBIM
wiatgpopmam (BUPTYyaIbHbIE Ta00paTOPHH, OOJIaYHbIE CEPBUCHI C aKaJIEMUUYECKUMU JINLEH3USIMH).

JlaHHbIe yKa3aHMs ONPEAEISIOT B3aUMOCBS3b Kypca C APYTUMH Y4e€OHBIMHM JUCHMIUTMHAMHU
oOpazoBarenbHON TporpaMmbl — «OOecrieueHne 0e30MacCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOM
nH(pOpMaLMOHHON HHPPACTPYKTYPHI», MECTO Kypca B Pa3IMUHbIX 00JaCTSIX HAYKH U TEXHUKU.



B Tom umcnie B o6actu nHGOpMAIMOHHONW 0€30MacCHOCTH; 0OBEKTHI M BUJIBI JaHHON paboOThI B
poecCHOHATLHOM IeATETPHOCTH BBITYCKHUKA; TPEOOBaHUs 00pa30BaTEIBHOTO CTaHAAPTa K YPOBHIO
€ro TMOJrOTOBKH; COJEPKaHUEe AUCIHMIUIMHBI, CYIIHOCTh U KpaTKas XapaKTEPUCTHKA BXOMSIIUX B HEE
pa3aenoB, WX B3aMMOCBS3b, OCOOCHHOCTH OpraHU3aliud 00pa30BaTEIBHOTO Mpollecca IO JaHHOW
JUCIUILIMHE CIICIIHAIBHOCTH.

KJIP8, KJIP15 - makcum. Gain-25, muH. 6amt — 15. Pa3gen cuuTaeTcss aTTeCTOBaHHBIM IIPH
MOJTYYCHUHU OILICHKH HE HIKE MUHHUMAJIBHON MO KaXKJIO0W KOHTPOJILHOW paboTe W BBIMOJHEHUU BCEX
J1abopaTOPHBIX padOT pazjena.

[Ipu HeaTTecTaIMu XOTs OBI 110 OJTHOMY M3 Pa3CiIOB, CTYICHT HE JOMYCKAeTCs K 3a4éTy.

ABTOpP(BI):

JBopsinkun Cepreit Biraqumuposud, 11.T.H., podeccop



