MuHuCcTepcTBO HayKu U BhIciero oopasosanus Poccuiickoit denepanun
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NMHCTUTYT UHTEJUIEKTYAJIbHBIX KUBEPHETUYECKNX CUCTEM

KA®EJIPA KPUIITOJIOT'MU U IUCKPETHOM MATEMATHUKU

OJAOBPEHO YMC NHKC
[Iporoxon Ne 4/1/2023

or 25.04.2023 1.

PABOYAS ITIPOTPAMMA YYEBHOM JUCITATLIIAHBI

BE30ITACHOCTb KOMITbIOTEPHBIX CETEN
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AHHOTALMS

JlucuumuinHa obecreunBaeT NpuoOpeTeHre 3HaHUH 1 YMEHHI B COOTBETCTBUU C (eiepaIbHbIM
TOCYy/IapCTBEHHBIM  00pa30BaTEeNbHBIM  CTaH-JAAPTOM, COJCHCTBYEeT (HOPMHPOBAHHWIO HAYIHOTO
MHPOBO33PCHUA U CUCTCMHOI'0 MBIIJICHUA; ITOCBAINICHA U3YUCHUIO COBPECMCHHLBIX MCKAYHAPOJIHBIX U
POCCHICKHMX CTaHAApTOB oOecrieye-Husl HHPOPMAIMOHHON 0€30MacHOCTH, TIPOTrPAaMMHO-AITaPATHBIX
METOZIOB W CPEICTB 3allUThl HMH(POpMAlUM, KPUTEPHEB OIEHKH OOeCredYeHHs] Oe30MacHOCTH
MH(OPMALIMOHHO-TEXHOJIOTMYECKUX CUCTEM U CETEH.

1. LEJIU U 3ATAYA OCBOEHUS YYEBHOM JUCHUITIIUHBI

IlensMu ocBOeHUsI y4eOHOW SBJISETCS MOATOTOBKA CIELHUATUCTA, 00JIQAA0IEro Habopom
KOMIIETEHIIMH, BKJIIOYAIOIIMX 3HAHHE, NMOHMMAaHWE, YMEHHMS M HaBBIKM pabOThl MO 00ECreueHUIo
MHPOPMAIIMOHHON 0€30IacHOCTH CETeBOM MH(PACTPYKTYpPbI MPEANPHITUS, QYHKIMOHUPYIOUIEH Ha
ocHOBe cTeka poTokosoB TCP/IP u TexHonoruu kanansHOTO YpoBHS Ethernet.

2. MECTO YYEBHOW JUCIHUILIMHBI B CTPYKTYPE OOII BO

TpeOoBaHMS K «BXOJHBIM» 3HAHHSM, YMCHHSIM M TOTOBHOCTSIM CTYACHTA, HCOOXOAMMBIM IIPH
OCBOCHHH JIAHHOW JTUCIHHUIUIMHBI W TPHOOPETCHHBIM B PE3yJIbTaTe OCBOCHHUS IPEIIICCTBY-FOIIMX
JTUCITUTIINH (MOJTYJICH):

- 3HaHHE MaTEeMaTHYECKUX U (PU3NYECKUX OCHOB 3aIIUTHI HH()OPMAIIUK;

- 3HAaHHE TEXHUUYECKUX ¥ SKOHOMHUYECKHUX OCHOB 3aIIUTHI HHPOPMAIIHH;

- 3HAHHE WHOCTPAHHOTO S3bIKa B 00BEME, MO3BOJISIONIEM YWUTATh OPUTHHAIBHBIE MATE-PHAIIBI
I10 CIIELHATbHOCTH;

- 3HAHWE OCHOBHBIX MPHUHIIMIIOB U OCOOCHHOCTEH (DYyHKIIMOHUPOBAHUS aBTOMATHU3HPO-BAHHBIX
cucTeM 00paboTKu HH(OPMALIUH.

3. OOPMUPYEMBIE KOMIIETEHIIUU U ITNTAHUPYEMBIE PE3YJ/IbTATbBI
OBYYEHUA

YHuBepcanpHble H(WIH) 001enpoQeccuoHanbHble KOMIETEHIUH:

Ko u HaumenoBanue komreteHIny | Ko u HanMeHOBaHME WHIUKATOPA JOCTHKCHUS KOMIIETCHITHH
OIIK-1.3 [1] — Cniocoben 3-OIIK-1.3 [1] — 3HaTh METOABI 3aMUTH HHGOPMAITUH TIPH
oOecrieunBaTth 3alUTy UHGOpMAMK | paboTe ¢ 6a3amMu JaHHBIX, IPH Nepegade HHHOpMaIUH 1Mo
pu pabote ¢ 0a3aMu JaHHBIX, IPU KOMITBIOTEPHBIM CETSIM

nepeaaye 1no KomneloTepHbIM ceTsiMm | Y-OIIK-1.3 [1] — yMeTb NIPpUMEHSATh METO/IbI 3aIIUThI
nH(popmanuu rpu padbote ¢ 6a3amMu JaHHBIX, MIPU MEpeave
nH(OpPMAIIUY IO KOMITBIOTEPHBIM CETSIM

B-OIIK-1.3 [1] — B1aneTh HaBbIKAaMHU NMPAKTUYECKOTO
MIPUMEHEHHS METOOB 3alUTHI HHPOPMAILIUU TPU padboTe ¢
0a3zaMu JaHHBIX, TIPHU TIepenade HHHOPMAITIH TI0
KOMITBIOTEPHBIM CETSIM

OIIK-1.4 [1] — Cnoco6Gen onienuBats | 3-OIIK-1.4 [1] — 3HaTh HOPMATUBHBIMU M KOPIIOPATUBHBIMHU
YPOBEHB 0€30MaCHOCTH TpeOOBaHUSIMH 110 0€30MACHOCTH KOMIBIOTEPHBIX CUCTEM U




KOMIIBIOTEPHBIX CUCTEM U CETEH, B ceTen

TOM YUCJIE B COOTBETCTBUH C V-OIIK-1.4 [1] — ymeTp npUMEHATH HOPMATUBHBIE U
HOPMAaTHBHBIMU U KOPIIOPATUBHBIMU | KOpIiOpaTHBHbIE TPEOOBAHUSAMHU 110 O€30MTaCHOCTH
TpeOOBaHUSIMU KOMITBIOTEPHBIX CUCTEM U CETEN

B-OIIK-1.4 [1] — B1aneTp METOaMU OLICHKU YPOBHS
0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH

[TpodeccnonanpHble KOMIIETEHIIMM B COOTBECTBHHM C 3a7adyaMu W 0OBeKTamMu (00JIacTIMHU
3HaHWU ) TPOPECCUOHATHLHOMN IEeATEILHOCTH:

3amaua OO0beKT nin Kox m HammeHnoBanmne Koa v nanmenoBanue
npogdeccuoHaIbLHOM o0JiacTh 3HaHUA | MpodecCHOHAIBLHOM HHAUKATOPA
aesateabnocTu (311]1) KOMIIeTEHIIUH; JMOCTHKEeHUSA
OcHoBaHue npogeccuoHaTbHOM
(mpodeccuoHANBLHBIN KOMIIETEeHI[ U
cranaapt-I1C, ananu3
OIbITA)
AKCIUTYaTalMOHHBII
JKCIUTyaTauus MIPOrPaAMMHO- [TK-1 [1] - cnocoben 3-1IK-1[1] - 3HaTH
TEXHUYECKUX U anmapaTHbIe yCTaHABIIUBATh, TpeOOBaHUS K
MIPOrpPaMMHO- CpeICTBa 3alIMThl | HACTPAUBATh U MPOBOJIUTH | MPOBEACHUIO
anmapaTHBIX CPEJICTB uH(pOpMaIun TEXHUYECKOE TEXHUYECKOTO
3a1uThl HH(OPMALIUU 00CITyKUBAaHUE CPEICTB 00CITyKUBaHUS CPEICTB
3aIUThl HHOOPMALHN 3aIuThl HHQOPMAIUH ;
V-IIK-1[1] - ymets
Ocnosanue: YCTaHABIIMBATb,
[TpodeccrnonanbHbIit HACTpauBaTh U
cranzaapt: 06.032 MIPOBOAUTH TEXHUUECKOE
o0CITyKUBaHUE CPEICTB
3aIUThl HH(OpPMaLINN;
B-IIK-1[1] - B1anets
HaBBIKAMH MPOBEICHUS
TEXHUYECKOTO
00CITy>)KUBaHHSI CPEJICTB
3aIuThl HH(OPMaLIUU

4. BOCIIMTATEJIbHBINA IOTEHIIAAJ JUCHUATLIAHBI

Hanpasnenus/nenn 3anaum BocruTaHuUs (KOJ) BocnurarensHbIil NOTEHIMAI

BOCTIUTAHUSA JTUCITUTLIIAH

[MpodeccrnonansHoe Co3znanue ycioBHi, Hcnonb3oBaHne BOCIUTATENIBHOTO

BOCTIMTAaHUE o0ecrnevnBaroIInX, MOTEHIIMaja TUCIUTUINH
(dbopMHpOBaHUE KYIBTYPHI poeCCUOHATBHOTO MOIYJIS JUIst
nH(MOPMALIMOHHON dbopMupoBaHre 6a30BBIX HABHIKOB
6e3omacHoctu (B23) nH(OPMAITMOHHON 0€30ITaCHOCTH Yepe3

U3y4YCeHUE MOCIIECTBUI XaJIaTHOTO
OTHOIIEHUS K padoTe ¢
MH()OPMAIIMOHHBIMU CUCTEMaMH,
0a3amMM TaHHBIX (BKJIHOYAsI
NepCOHANIbHBIC JaHHBIE), MPUEMax U
METO/AX 3JI0YMBIIUIEHHUKOB,
NOTCHLIUAIILHOM yPOHE MOJIB30BATEISIM.




[Ipodeccuonansuoe
BOCITUTAHUC

Coznanue ycioBui,
o0ecIeynBaronmx,
¢dbopmupoBaHue

PO eCCUOHATBHO 3HAYUMBIX
YCTQHOBOK: HE NPOU3BOANTH,
HE KOITUPOBATh U HE
UCIOJIb30BaTh MPOrPaMMHbBIE
Y TEXHHYECKHE CPEJICTBA, HE
npuoOpeTEHHBIE Ha 3aKOHHBIX
OCHOBAHUSX; HE HAPYIIATh
MIPU3HAHHBIE HOPMBI
aBTOPCKOTO TIpaBa; He
HapyIlaTh TalHBI TIepeadn
COOOIICHUH, HE MPAKTHKOBATH
BCKpBITHE WH(POPMALIMOHHBIX
CUCTEM M CETEH mepeayn
JAHHBIX; COOMIOAATH
KOH()UICHIINATIBEHOCTh
JIOBEPEHHON MH(pOpPMALIUU
(B40)

1. Mcnonp30BaHnEe BOCIIUTATEIBHOIO
MOTEHLMaNa JUCIUIINH
"Nndopmaruka (OcHOBBI
porpaMMHUpoBaHus)",
[TporpammupoBanue (OObEKTHO-
OpPUEHTHPOBAHHOE
IIpOorpaMMHUpOBaHue)",
"[IporpamMmmupoBanue (AITOpUTMBI U
CTPYKTYpHBI JaHHBIX)" 1J1s
(GbopMUpOBaHUS KyJIbTYPbl HATUCAHUS U
oopMiIeHHs TpOrpaMM, a TakxKe
MIPUBUTHSI HABBIKOB KOMaH/IHOM pabOThI
3a CYET UCIIOJIb30BaHUs CUCTEM
yIpaBJeHUs! IPOEKTaMU U KOHTPOJIS
Bepcuil. 2.Mcnonp3oBanue
BOCIUTATEIBHOTO NMOTEHIIMAJIA
nucuuruHel "[IpoexkTHas npakTuka'
JUTsl POPMHUPOBAHUS KYJIBTYPbI PEIICHUS
n300peTaTeNbCKUX 3a/1a4, Pa3BUTUSA
JIOTUYECKOTO MBIIIJICHUS], TyTEM
MOTPYKEHUS CTYACHTOB B HAYYHYIO U
MHHOBAIIMOHHYIO JI€ATEIbHOCTh
MHCTUTYTa U BOBJICYEHHUS B IPOECKTHYIO
pabory. 3.Ucnons3oBanue
BOCIIMTATEIBHOIO NIOTCHIIMAJIA
NpO(UIBHBIX TUCUUIUIMH JUIS
(dbopmMHpOBaHUs HABBIKOB LIU(POBOI
TUTHEHBI, @ TAK)KE CUCTEMHOCTU U
rMOKOCTHU MBIIIJICHUS, TIOCPEICTBOM
U3Y4YEHUS METOJI0JIOTUYECKUX U
TEXHOJIOTHYECKHUX OCHOB OOeCTeYeHus
nH(pOpMaIMOHHOM 0€30MMaCHOCTH U
K1OepOe30MacHOCTH MTPU BINOJIHEHUH
1 3aIlATE PE3YIHTATOB YUECOHBIX
3aJjaHUi ¥ 1a00paTOPHBIX PadoT MO
KpUNTOrpauueckuM MeTo1aM 3alUThI
MH(POPMALIUU B KOMIIBIOTEPHBIX
cucremax M cersx. 4.McnonszoBanue
BOCIIUTATEIHHOIO MOTEHIINANA
quctumuind " "UHpopmaTuka (OCHOBBI
MporpaMMupoBaHus)",
[IporpammupoBanue (O6bEKTHO-
OPHEHTUPOBAHHOE
IporpaMMupoBaHue)",
"[IporpamMmmupoBanue (AITOPUTMBI U
CTPYKTYpHhI JaHHBIX)" 17151
(bopMHpOBaHHUs KyJIbTYpbl 0€30IaCHOTO
IIPOrpaMMHUPOBAHUS TOCPEACTBOM
TEMaTUYEeCKOI0 aKI[EeHTUPOBAHUS B
COJIEp’KaHUU IUCLUUIUIMH U Y4eOHBIX
3amaHuii. S5.Mcrmonp3oBaHue
BOCIIMTATEIBHOTO NMOTEHIIMAJIA




qucuuiuineel "IIpoexTHas npakTuka"
Tt (POPMUPOBAHHS CUCTEMHOTO
M0/1X0/1a TI0 00ECTIEYEHUIO
nH(pOpMaITMOHHOM 0€30MacHOCTH U
K1OepOe30MacHOCTH B PA3IMYHBIX
cdepax AeITEITHPHOCTH TOCPEICTBOM
UCCIICIOBAHMSI U TIEPEHSTHS OTIbITa
MOCTAaHOBKH U PEIICHUS] HAyJHO-
MPAaKTUYECKHX 3a/1a4 OpraHu3alusIMu-
napTHEpaMH.

S. CTPYKTYPA U COJAEP)KAHUE YUYEBHOM JUCIUILIUHBI

Pa3nensl yueOHON AMCHUIUIMHBL, X 00BEM, CPOKH U3YUYEHUS U (POPMBI KOHTPOJIA:

HaumenoBanue
pasaena yueOHoi
AUCHMILTUHBI

Jlexnumn/ Ipaxkr.
(cemuHapsi )/
JlaGopaTopHble
padoThbl, yac.
Oo0s3aT. TeKymmi
KOHTPOJIb ((popma*,
HeJeJs)
MaxkcuMasbHbIN
0aJu1 3a pa3gena™*
ATTecTanus
pasnena (popma*,
HeJeJs)
HNuaukaropsl
OCBOEHHSA
KOoOMOeTAeHIIAA

Henenn

7 Cemecmp

N
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[lepBeIii paznen 1-8 32/0/16

OIIK-

OIIK-

OIIK-

Bropoii pazgen 9-16 |32/0/16 25 KHU-16 | 3-




OIIK-
1.3,
V-
OIIK-
1.3,
B-
OIIK-
1.3,
3-
OIIK-
1.4,
V-
OIIK-
1.4,
B-
OIIK-
1.4,
3-IIK-
1,

V-
[K-1,
B-
[K-1

Umoeo 3a 7 Cemecmp 64/0/32 50

KonTpoJbHbie 50 3 3-
MeponpusaTusi 3a 7 OIIK-
CemecTtp 1.3,
V-
OIIK-
1.3,
B-
OIIK-
1.3,
3-
OIIK-
1.4,
V-
OIIK-
1.4,
B-
OIIK-
1.4,
3-T1K-
1,

V-
[K-1,
B-
MK-1

* — COKpalleHHOE HaMMEHOBaHUE (POPMBI KOHTPOJIS
** — cyMMa MakCHMaJbHBIX OamioB moinkHa ObITh paBHa 100 3a cemecTp, BKIIOYAs 3a4eT W
(unn) 3K3aMeH



CoxparieHne HauMEHOBaHUH (POPM TEKYIIIEr0 KOHTPOJIS M aTTECTALlUH Pa3iesioB:

O06o3na | ITo1HOe HAaMMeHOBaHHE

YyeHue

KN KoHTpoJib 1o utoram

3 3auer

KAJEHJIAPHBIN IIJTAH

Henea | Temsbl 3ansaTuii / Conep:kanue Jlek., | [Ip./cem. | JIao.,

U Jac. , yac. yac.
7 Cemecmp 64 0 32

1-8 IlepBblii pa3aen 32 0 16

1-2 IIpunuunbl apxuTeKTyphbl 0e30nacHoctu B Internet-ceru. Bcero aynuTopHbIX 4acoB
[Tpunune! apxutekTypsl 6e3onacaoctu [SO. [TpuHImMIBL 8 |0 | 4
apxuTekTypsl 6e3onacHocTd DOD. [TpuHIMIIBI apXUTEKTYPBI Ownnaiin
6e3omacunoctu Internet (IETF). Pekomenmanuu IETF mo 0 0 0
MCIOJIb30BaHUIO CIIOCO00B U cpencTB odecneuenus Ub B
Internet-cetu (coneprkaHue apXUTEKTYpbl 0€30MACHOCTH
Internet).

3-4 IIpo6aemMbl QyHKIMOHUPOBAHUSI CETEBBIX Bcero aynutopHsix 4acoB
O6mas xapakrepuctuka CO 1 ux QyHKIMOHAIbHbIE CBOHCTBA. | 8 K | 4
[TpoGems! pazpabotku u BHeApeHus: CD. ATtaku. Ownaiin
Peanu3anmoHHbIE aCTIEKTHI. 0 | 0 | 0

5-6 OcHOBHBIE TeXHHYECKHE MO1eJ N o0ecnieyeHnsi ”H(POp- Bcero ayiutopHbIx 4acoB
ManuoHHoi 6e3onacuoctu B UTC. 8 | 0 | 4
ens u 3agaum obecnieuenus Ub. Mogens ciyx6 obecnieuenust | Oumnaiin
Ub. Pemenne 3amau obecrnieuenus b — pacnpenenéHnabie 0 0 0
CUCTEMBI.

7 OcHOBHbIE HANIPABJIEHUS] M IPUHIIUNBI OPTraHU3ALUHU Bcero aynutopHsIx 4acoB
cucreM odecredyeHnss HHPOPMALMOHHOM 0€30I1aCHOCTH B 4 [0 |2
UTC. Omnnaiin
Opranmsanus COUB. Conepkanue GyHKIIMOHUPOBAHUS 0 0 0
COWUB opranuzanuu (meneBbie GyHKIMN). JJOKyMEHTHI,
onpenenstomue GpynknuonunpoBanue COUB.

8 KouTpoJibs MUPOBBIX HHPOPMALMOHHBIX IOTOKOB Bcero aynutopHsix 4acoB
KoHTpoJsib MUPOBBIX HH(POPMAITMOHHBIX TOTOKOB. 4 | 0 | 2

Omnnaitn
0 0 0

9-16 Bropoii paznen 32 0 16

9 HNu-popmanuonHoe npoTuBOOOPCTBO (BOITHA). Bcero ayiuTOpHbIX 4acoB
ITonsatue “Boitna”. IlonsaTHe “UHPOpPMaLIMOHHAS BOHHA . 4 [0 |2
[TonsTre “nupopmanroHHoe opyxue”. Dopmbl OHnaiin
MH(POPMALHOHHOTO IIPOTUBOOOPCTBA (BOMHBI). 0 | 0 | 0

10-11 | KoMnbOTepHbI IINMHOHANK, KAK CJIeJICTBHE U CIIOCOD Bcero ayutopHbIx 4acoB
HH(popManINOHHOr0 MPoTUBOOOPcTBA. Moaesb aTak THIIA 8 | 0 | 4
“mackapan”. Omnaitn
Crpyxkrypa u cogepxanne KIII UTC. Obecneuenne Makcu- 0 0 0

MaJIbHOTO YPOBHSI MACKMPOBKH aKTUBHBIX Meponpustrii KIII.
[TonsiTre criocoba HamaaeHUs TUMa “mMackapan’. BapuaHTbl




peaMzanuu crocoda HamaJeHusI TUTIA ‘““‘MacKapas’.
OOHapy»XeHue aTak TUIa “Mackapan’.

12 -13 | MeronoJiorusi u ocHoBHbie npuHIunbl KIII DNS-cucremsl. | Beero aynutopHsix 4acoB
Monpens KIII DNS-cuctemsl. CoctaB 1 HazHayeHue DNS- 8 | 0 | 4
cucteMbl. CrienmanabHble 3aaun, perraembie DNS-cuctemoii. Omnnaiin
DNS-cucTema kak uctounnk/oonvext KII1. 0 | 0 | 0

14 Metonosiorust u ocHoBHbIe npuHuunbl K1 nndpa- Bcero ayiutopHsIX 4acoB
CTPYKTYpBHI ynpasJienus Internet. 4 K |2
Mopens KIII SNMPv3-niporokona. CoctaB u apXuTeKTypa Ownaitn
cucteMsl yrpasienus Internet-cetu. CtpykTypa u copepxanue | () 0 0
KIII SNMPv3-ap—Xu—TeK Ty pbl.

15 Mogeas KII cucteMsbl ceTeBOro BpeMeHHU (CHHXPOHH- Bcero ayiuTOpHbIX 4acoB
3alliM) M €ro BO3MOKHbIE MOCICACTBHS. 4 | 0 | 2
Cucrema GpopMUpOBaHUs METOK BPEMEHHU B IPOrPAMMHO- Ownnaitn
anmapaTHoM komruiekce. Monens KII o mogudukanuu cu- 0 0 0
CTEMHOT'O BPEMEHHU B MMPOTrPaMMHO-aNapaTHOM KOMILIEKCE.

Bosmosknsie nocnencteust KII Ha ocHOBe Moaudukanmum
CHUCTEMHOT'O BPEMEHHU B MPOTrPaMMHO-aNNapaTHOM KOMILIEKCE.
Hpyrue monenu KIII cucteMbl ceTeBOil CHHXPOHU3AIUH.
16 OcHoBHble npuHIMNbI U coaep:xkanue KIII Tonosoru- Bcero ayiuTopHbIX 4acoB

4YecKMX (3arpaauresibHbIX) cucteM odecneyenusi Ub.
3anaun, pemaembie NAT-monynsamu u CO. NAT-monynu u CO
KaK CUCTEMBI pacrio3HaBaHusi 00pazoB. Hamnume
npuHuunuansHoil Bo3moxkHoct KIII NAT-monyneit u CO-
cucteM. OcHOBHbIEC MPUHIMIIEI U coaepkanne KIIT NAT-
moxyaei u CO.

4 K | 2
OmnJaiia
0 0 0

CoxkpalleHHbIe HAUMEHOBAHUS OHJIANH OMIUA:

Oo603na | [Tos1HOe HaMMeHOBaHME
YeHue

oK DJIEKTPOHHBIN KypC

IIM [TOTHOTEKCTOBBIN MaTepual
11JI ITonmHOTEKCTOBBIE JCKIIMU
BM Buneo-marepuainst

AM Aynmo-marepuassl

I1p3 [Ipe3enTanmun

T Tectol

OCM DJIEKTPOHHBIE CIPABOYHBIE MaTEpUAJIbI
4@ HMHTEepakTUBHBINA CANUT

TEMBI JIABOPATOPHBIX PABOT

Henean

Tempbl 3ansaTuii / Conep:kanue

7 Cemecmp

J/p1
[TpodunupoBanue noctymna kK pecypcam cetn O BM
(rexnonoruu Port Security, [P-Mac binding, ACL, RADIUS

CEpBEP | JIp.)

J/p 2
Kpunrorpadudaeckue Mmexann3Mbl odecrieueHus 0€301MacHOCTH




JIOKaJIbHBIX MH(POPMALIMOHHBIX pecypcoB (truecrypt / veracrypt
U ap.)

J/p3
[TpoekTupoBaHue pacnpeaeieHHbIX MHOTO(DUIHATBHBIX
KOPIIOPATHUBHBIX BBIYMCIUTCIbHBIX ceren

J/p 4
WHTerpaius KOMIUIEKCHOTO MEXCeTeBOro skpana Ha 6aze OC
Linux

J/p 5
Opranuzanus 6€301acHOro yAaJIeHHOr0 JOCTYIa K 00beKTaM
MH(POPMALMOHHON HHPPACTPYKTYPHI IPEATIPHUSITHS

J/p 6
OcHOBBI pabOThI C KOMIUIEKCHBIMU ITPOTrPAMMHBIMHU
MCIKCCTCBBIMU OKpaHAMHA

J/ip7
[TopraTuHbie oneparmonnbie cucteMsl (TAILS, Kali-Linux u
ap.)

J/p 8
Nnentuduxaius HeCaHKIIMOHUPOBAHHBIX JICHCTBHUH B
uHhopmanmoHHor nHGpacTpykrype npeanpusitus (Honeypot)

6. OBPA3OBATEJIBHBIE TEXHOJIOI'MHA

OOpazoBarenbHbIE TEXHOJOTHH COYETAlOT B cebe COBOKYIMHOCTh METOJOB M CPEICTB JUIs
peaM3aluy ONpeeIeHHOTO COJAepKaHusd OOyUeHHs M BOCIIUTAHUS B PaMKaX JUCIHIUIMHBI, BIIOYAIOT
pPCHICHUC AUIAKTUYCCKUX W BOCHHUTATCIIbHBIX 3a/1a4, (I)OpMI/IpyH OCHOBHBIC IIOHATHUA AUCIHUIIIWHBI,
TCXHOJIOTMH MTPOBCACHUA 3aH$ITPII/II>'I, YCBOCHHUA HOBBIX 3HaHHI>i, TCXHOJIOTMU ITOBTOPCHUA U KOHTPOJIA
Marepuaia, CaMOCTOSATEIbHON paboOTHI.

7. POHJ OHEHOYHBLIX CPEICTB

@DOH/T OLIEHOYHBIX CPEACTB IO TUCIUILUIMHE 00ECIeUrnBaET MPOBEPKY OCBOCHUS TIAHUPYEMBIX
pe3ynbTatoB 00ydeHus (KOMMETEHIMH M MX WHIUKATOPOB) MOCPEICTBOM MEPONPHUSTHN TEKYUIETo,
pyOeXKHOTO U IPOMEKYTOUHOTO KOHTPOJIS IO JTUCIIUILTHHE.

Cesi3p Mexay (GOpPMUPYEMBIMH KOMIIETCHIUMSMU W (HOpMaMHu KOHTPOJIS HMX OCBOCHHUSA
MIpeJCTaBIICHA B CIIEAyIOIIeH Tabnuie:

KOM]’[ETCHIII/IH I/IH)IHKaTOPBI OCBOCHUA ATTeCTaIII/IOHHOE MeponpmlTne
(KII 1)
OIK-1.3 3-OI1K-1.3 3, KU-8, K1-16
V-OIIK-1.3 3, KU-8, K1-16
B-OIK-1.3 3, KU-8, KU-16
OIIK-1.4 3-OIK-1.4 3, KU-8, KU-16
V-OIIK-1.4 3, KU-8, KU-16
B-OITK-1.4 3, KU-8, KU-16
TK-1 3-TTK-1 3, KI-8, KU-16
V-IIK-1 3, KU-8, KU-16
B-TIK-1 3, KU-8, KU-16




HIxkanbl oneHKH 00pa3oBaTEeNIbLHbBIX J10CTHKEHUI

[IIxana Ka)KAOro KOHTPOJIBHOI'O MEPOIPHUATHS JIEKUT B mpenenax oT 0 10 yCTaHOBJIEHHOTO
MaKCHMaJILHOr0 Oajljla BKIIOYMTENLHO. MTorosas aTTecranuAa I10 JUCHUIIIIMHE OLICHUBACTCA IIO 100-
0aJUTbHOM IIKae W MpeACTaBiIsieT co00i cymmy OaioB, 3apabOTaHHBIX CTYJEHTOM IPHU BBITIOJTHEHUU
3a/IaHUI B paMKax TEKYIIErO U MPOMEXYTOYHOTO KOHTPOJIS.

Hrtorosas olieHKa BBICTaBISAETCS B COOTBETCTBUU CO CIEAYIOLICH IIKAJIOM:

Cymma Onuenka no 4-ex Onenka | TpeGoBaHUS K YPOBHIO OCBOSHUIO
OaJUI0B OaJUILHOH IIKAJIE ECTS Y4eOHOU JUCITUTIIMHBI

OHCHKa «OTJIMYHO» BBICTABJISICTCS
CTYJIICHTY, €CJI1 OH TJTyOOKO M IIPOYHO
YCBOMJI IPOTPaMMHBII MaTepuar,
MCUEPIIBIBAIOIIIE, TOCIIEIOBATEIBHO,
90-100 5 — «omauuno» A YETKO U JIOTHYECKH CTPOHHO ero
M3JIaraet, yMeeT TECHO YBA3bIBAThH
TEOPUIO C IPAKTUKOM, UCIIONB3YET B
OTBETE MaTepUall MOHOTPapHUIECKOM

JIMTEPATYPHI.
85-89 B O1ieHKa «XOPOIII0Y» BBICTABIISIETCS
75-84 C CTYJIEHTY, €CITH OH TBEPIO 3HACT

MaTepHaj, TPaMOTHO U TI0 CYLIECTBY
u3Jaraer ero, He JOIMyCKas

D CYIIECTBEHHBIX HETOYHOCTEN B OTBETE
Ha BOIIPOC.

4 — «xopouio»
70-74

65-69 OneHKa «yIOBIETBOPUTEIHHOY

BBICTABJISIETCSI CTYICHTY, €CJIH OH UMECT
3HAHUS TOJIBKO OCHOBHOI'O MaTepHaa,
3- HO HE YCBOHII €T0 JIeTaNEei, J0MyCcKaeT
60-64 «Y0081eMBOPUMENLHOY E HETOYHOCTH, HEIOCTATOYHO MPABUIIbHBIC
(hopMyTUPOBKH, HAPYIIEHUS
JIOTHYSCKOM MOCIICA0BATSILHOCTH B
M3JI0KEHUH TPOrPaMMHOI0 MaTepHaIa.

O1ieHKa «HEYOBIETBOPUTEIBHOY
BBICTaBJIACTCA CTYACHTY, KOTOpBIfI HE
3HAET 3HAYUTENIBHOMN YacTH
MPOrpaMMHOT0 MaTepuala, JOMyCKaeT
H 60 2- F CylIecTBeHHbIe ommnOKu. Kak mpasuio,
1K KHEYO0BI1eMBOPUMETLHOY OLIEHKA «HEYIOBIETBOPUTEIHLHO
CTaBUTCSI CTYJICHTaM, KOTOPbIC HE MOTYT
MIPOTOJDKUTE 00yUeHHE 0e3
JOITIOJTHUTCIIbBHBIX 3aHSATUH 110

COOTBCTCTBYIOH_Ief/i JUCHUIIIINHE.

8. YYEBHO-METOAUYECKOE U TH®OOPMAIIMOHHOE OBECIIEYEHHE
YYEBHOH JUCHUILJIUHBI

OCHOBHAZA JIMTEPATYPA:



JOITOJIHUTEJIbHA S JIMTEPATYPA:
[MPOTPAMMHOE OBECITEYEHHUE:

CrnenuaibHOE TTpOorpaMMHOE o0ecriedeHue He TpedyeTcst
LMS 1 UHTEPHET-PECYPCBI:
https://online.mephi.ru/

http://library.mephi.ru/

9.  MATEPUAJIBHO-TEXHUYECKOE OBECIEYEHUE YYEBHOI
JUCLUIINHBI

CrenuaibHOE MaTepUAIbHO-TEXHUYECKOE o0ecieueHne He TpedyeTcs

10. YYEBHO-METOAUYECKHUE PEKOMEHJALIUU JIA CTYAEHTOB

CryneHThl JOJKHBI CBOEBPEMEHHO CIIAHUPOBaTh Y4yeOHOE BpeMs J[Uid [O3TAlHOTO H
CHUCTEMHOI'0 H3y4Y€HHUs JaHHOW y4eOHOH NUCIMIUIMHBI B COOTBETCTBUM C IUIAHOM JIEKIUH U
CEeMMHAPCKMX 3aHATUH, TpadUKOM KOHTPOJIS 3HAHUM.

VYcnenHoe OCBOGHME IUCLUIUIMHBI TpeOyeT OT CTYJIEHTOB MOCEIIEHUS JIEKUUH, aKTUBHON
paboThl BO BpeMsi CEMHUHAPCKUX 3aHATHH, BBIOJHEHMS BCEX JOMAIIHHMX 3a/laHUM, O3HAKOMIJIEHUS C
0a30BbIMH y4eOHMKaMM, OCHOBHOW W JOIMOJHUTEIBHOM JMTEpaTypod, a TakXke Ipearnosaraet
TBOPYECKOE Yy4acTHUE CTYJIEHTA IyTEM IJIAHOMEPHOM, TOBCETHEBHOM pa0OTHI.

W3ydenne IUCHUIUIMHBI CIIEIyeT HAYMHATH C MPOpPadOTKH y4eOHOW MporpamMMbl, 0coboe
BHMMaHUE, YN UM U 3aja4aM, CTPYKTYpe U COAEP/KaHUIO Kypca.

Bo Bpemst nekmuii pekoMeHAyeTcs NHcaTh KOHCIEKT. 3amuch JIEKIMH — OJHa Hu3 (opm
aKTUBHOM CaMOCTOSATENbHOW paboOThl CTYAEHTOB, TpeOyrolas HaBbIKOB W YMEHHUS KpaTko,
CXEMaTH4YHO, T[IOCJIEZ0OBATEIbHO M JIOTMYHO (DUKCUPOBaTb OCHOBHBIC IIOJIOXKEHUS, BBIBOJIBI,
000011eHus1, GOpMyITUPOBKU.

[Ipu HEOOXOOMMOCTH B KOHIE JIKIIMM MpEnojaBaTeib OCTaBIsET BpeMs Ui TOTrO, YTOOBI
CTYJIEHTBI UMEIHU BO3MOKHOCTb 33JaTh BOIPOCHI I10 U3y4aEMOMY MaTepuaiy.

Jlekuyu HaleneHbl Ha OCBELIEHWE OCHOBOIIOJIATAIOIIMX IIOJIOKEHUM TEOPUM aIrOPUTMOB M
Teopuu QYHKIUI anreOpbl JIOTMKH, HauboJjiee TPYAHBIX BONPOCOB, KaK IPaBUIIO, CBA3AHHBIX C
JI0Ka3aTeIbCTBOM HEOOXOUMBIX YTBEPXKJIEHUHN U TEOpEM, MTPU3BaHbI CIOCOOCTBOBATH (POPMUPOBAHUIO
HaBBIKOB Pa0OThl ¢ HaydyHOW juTepaTypoi. [Ipenmonaraercst Takxke, 4TO CTYJIEHTHI NPUXOIAT Ha
JEeKIMH, TPeIBapUTENIbHO MPOpadoTaB COOTBETCTBYIOIIMN Yy4eOHBI MaTepual MO HCTOYHHMKAM,
PEKOMEHIYEMBIM ITPOIPAMMOIA.

KoHcnekT nekuuid Ans 3aKperyieHus MOJYyYEHHBIX 3HAHMM HEe0O0XOAMMO MPOCMOTPETh Cpazy
[I0CJIE 3aHATHI. XOpOLIO OTMETUTh MaTepuaj KOHCIIEKTa JIEKIWM, KOTOPHIM BBI3BIBACT 3aTPyAHEHUS
JUIs TIOHUMaHUs. MOXHO TONBITaThCS HAWTH OTBETHl Ha 3aTPYAHUTEIbHBIE BOIIPOCHI, HUCIIOJIb3YS
pEKOMEHAYEMYIO JHUTepaTypy. Ecium caMoCTOsATeNnbHO HE YJaloch pa3odpaThCsi B MaTepuale,
pexomeHayeTcst chopMynaHpoBaTh BOMPOCHI M OOpPaTUTHCS 3a IOMOIIBI0 K IPENoAaBaTelo Ha
KOHCYJIbTAIIUU W OJIMKANIICH JISKITHH.

B npouecce wu3ydeHus ydeOHOW JUCHMILIMHBI HEOOXOAMMO OOpaTUTh BHHMMAaHUE Ha
CaMOKOHTpPOJb. TpedyeTrcst peryyispHO OTBOAWUTH BpeMs JIsi NOBTOPEHHs NMPOWUIEHHOrO0 MaTepuana,



MPOBEPsAsl CBOM 3HAHUS, YMEHHUSI U HABBIKM 110 KOHTPOJBHBIM BOIIPOCAaM, & TAaKXKE I BBINOJHEHUS
JIOMAIIHUX 3aJaHui, KOTOPBIE BBIAAIOTCS MOCIE KAXKIOr0 CEMUHAPA.

Cucremarnueckass HWHJIMBHAyaldbHasi paboTa, TMOCTOSIHHAs AKTUBHOCTh HA  3aHATHSX,
TOTOBHOCTh CTaBHTh M OOCYXIaTh aKTyallbHbIE TPOOJIEMBI Kypca — 3aJIOT YCIEIIHOH paboThl |
MOJ0KUTEIBHON OIIEHKH.

11. YYEBHO-METOIWYECKHE PEKOMEHJIAIIUM JIJISI TIPENIOJJABATEJENR

Y4eOHbI KypC CTPOUTCS HAa MHTErPATUBHOW OCHOBE M BKIIIOYAET B ce0s KaK TEOPETUYECKHE
3HAHUSA, TaK W TPAKTHUYECKUE HABBIKH, TMOJy4YaeMmble CTYJIECHTAMH B XOJE JEKIUH, ayAHTOPHBIX
MPAaKTUYECKHUX 3aHIATUH, TaOOPATOPHBIX U CAMOCTOSTEIIBHBIX 3aHSATHIA.

JlaHHasi MUCUMIUIMHA BBIMONHICT (YHKIMH TEOPETUYECKONM W MPAKTUYECKOW IMOArOTOBKH
ctyaeHTtoB. CoxepkaHue AMCLUUIUIMHBI paclpelesieTcs MexXay JEKIHOHHOW M IMpaKTH4YeCKON
YacTsIMM Ha OCHOBE MPHUHIIMIIA JTOTIOJHAEMOCTHU: MPAKTUYECKUE 3aHATHUSA, KaK MPaBUIIO, HE AyOIUPYIOT
JeKIUU W TOCBALICHBl PACCMOTPEHHUIO IMPAKTUYECKUX MPUMEPOB M KOHKPETH3alMU MaTepuaa,
BBEJICHHOTO Ha JIEKIIMHU. B JEKIIMOHHOM Kypce TJIaBHOE€ MECTO OTBOAMTCS OOIIETEOPETHYECKUM
npobGieMam.

Conmep:xxanne y4eOHOTO Kypca, €ro o0beM M XapakTep OOyCIOBIMBAIOT HEOOXOTUMOCTH
ONTUMH3AIMKM y4eOHOro mporecca B IulaHe oTOopa Marepuana OOy4YeHHSs M METOJHKH €ro
OpTraHM3aIlNH, a TAaKXKe KOHTPOJISI TeKyIIeH yaeOHOoi paboThl. B CBS3M ¢ 3TUM BO3pacTaeT 3HAYUMOCTh
U U3MEHSETCS CTaTyc BHEAyOUTOPHOM (camMOCTOSITENbHOM) paboThl, KOTOpas CTaHOBUTCA
MOJIHOIIEHHBIM M 00sI3aTENIbHBIM BHJIOM Y4eOHO-TIO3HAaBATEIbHONW MAESITENbHOCTU CTyIeHTOB. [lpu
M3Y4YeHHH Kypca caMOCTOsTeIbHAasi paboTa BKIIOYAET:

CaMOCTOSITENIbHOE 03HAKOMIJIEHUE CTYJIEHTOB C TEOPETUYECKUM MaTepHUaIoM, MPEACTaBICHHBIM
B OT€UECTBEHHBIX U 3apyOeKHBIX HAYYHO-IPAKTHUECKUX MyOIHUKAIHIX;

CaMOCTOSITENIbHOE M3yYeHHE TeM Y4eOHOH MporpaMmbl, JOCTaTOYHO XOPOIIO 0OeCHeueHHbIX
JUTEPATYPO U CPABHUTEIHLHO HECIOKHBIX JIJIsl TOHUMaHMUS;

MOJATOTOBKY K IMPAKTHYECKHUM 3aHATHSAM IO TEM pa3JieliaM, KOTOpbIe HE JYyOJHPYIOT TEMbI
JEKIIMOHHON YacTH, a MOTOMY HPEAIOJIaraloT CaMOCTOATENbHYI0 HMPOpPabOTKy MaTepuana ydeOHbIX
OCOOMIA.

Co cropoHbl mpernojaBareisl JOJKEH ObITh YCTAaHOBJIEH KOHTAaKT CO CTYICHTaMH, U OHH
JOJDKHBI OBITh MH()OPMHUPOBAHBI O TOPSIKE MPOXOXKISHUS Kypca, €ro OCOOCHHOCTSAX, Y4eOHO-
METOJIMYEeCKOM oOecleueHnr Mo JaHHOW aucuuiuinHe. [IpenogaBaTens [JaeT MeETOAMYECKHE
peKOMeHAald 00y4aeMbIM IO CaMOCTOSTEIbHOMY HW3YYEHHUIO TpPOOJIeM, XapaKTepusys MyTH U
CpeAcTBa IOCTHKEHUSI NTOCTABJICHHBIX MEPEl HUMHU 3a/1a4, BBICKA3bIBAET COBETHI M PEKOMEH/IALUU T10
U3YyYEHUI0 YUeOHOH JINTepaTyphl, CAMOCTOSITEIbHOM paboTe U paboTe Ha CEMUHAPCKUX 3aHATHUSX.

ABTOp(BI):
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