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AHHOTANIUA

[lenp MUCUUIUIMHBI — W3YYCHHE OCHOB TIPOBEACHHUS TECTUPOBAHHUS HA TMPOHUKHOBCHHE
METOJIOM YEPHOTO SIIHKa, WMUTUPYS BHEIIHETO U BHYTpeHHero Hapymmrens. CTyIeHTH
MO3HAKOMSITCS. C OCHOBHBIM HMHCTPYMEHTapHWeM, KOTOPBIH TMPUMEHSIETCS TMPU MPOBEACHUU
TECTUPOBAaHUS Ha MPOHWKHOBEHHE, W3y4aT OCHOBHBIC BHUJBl VYSI3BUMOCTEH ¥ CIOCOOBI WX
IKCILTyaTaIuH.

B xypce paccMaTpuBaroTCs CIIEAYIONINE TEMBI:

- BeO-TEXHOIOTHH;

- BEO-ysI3BUMOCTH;

- METOJIMKA MPOBE/ICHHUSI TECTHPOBAHUS HA MPOHUKHOBEHUE;

- aKTHBHAsI U TTACCUBHAS Pa3BE/IKa;

- aBTOMATH3UPOBAHHOE U PYYHOE CKAHUPOBAHUE CETH HA HATMYNE YSI3BUMOCTEH;

- YCTPOMCTBO JIOMEHA M YA3BUMOCTH B IIPOTOKOJIAX;

- rectupoBanue Wi-Fi cereii;

- CollMaJIbHAsI MH)KECHEPHSI.

1. HEJIU U 3ATAYA OCBOEHUA YYEBHOU JIUCHUIJIMHBI

Ilenp OUCUUILNIMHBI — HW3Yy4YEHUE OCHOB IIPOBEIACHUS TECTUPOBAHUS HA IPOHUKHOBEHHE
METOZ0M YEPHOTO SIIHMKA, UMUTUPYs BHEIIHETO U BHYTPEHHETO HAPYIIUTEIIS.

2. MECTO YYEFHOM JUCIHUILIMHBI B CTPYKTYPE OOII BO

[TosryueHHbIe 3HAHUSI UCIIOJIB3YIOTCS MTPU U3YUEHUH CIEAYIOUX TUCIUIUIAH:

* MozaenupoBaHue CUCTEM 3alllUThl HH()OPMALINH;

* AynuT HH(QOPMAIIMOHHBIX TEXHOJIOTHI U crcTeM obecrieueHus: 6e30acHOCTH;

* Un¢popmarrionHast 6€30MacHOCTb OTKPBITBIX CUCTEM;

* 3amuTa nHpopManuu B 0AHKOBCKUX CHCTEMaXx;

* Pa3paboTka 1 KCIUTyaTays 3alUIleHHbIX aBTOMATU3UPOBAHHBIX CUCTEM;

* 3alUIIeHHBIN 3JIEKTPOHHBIN JOKYMEHTOOOOPOT B KpeAUTHO-(PHHAHCOBOM cdepe.

3. ®OPMUPYEMBIE KOMIIETEHIIUU U IIVTAHUPYEMBIE PE3YJIbTATDBI
OBYYEHUA

YHuBepcaibHble U(UIH) 001enpodeccuoHaIbHbIe KOMIETEHIIUH:

Koa n HammeHnoBanue Koa n HauMeHOBaHMe HHIAMKATOPA 10CTHKEHUS
KOMIeTeHIHH KOMIEeTeHI[UH
OIIK-1.4 [1] — CnocobeH onienuBats  3-OI1K-1.4 [1] — 3HaTh HOPMATUBHBIMH U KOPITOPATUBHBIMH
YpOBEHB 0€30MacHOCTH TpeOOBaHUSIMU IO O€30MACHOCTH KOMITHIOTEPHBIX CUCTEM U
KOMITBIOTEPHBIX CUCTEM H CeTei, B cerei
TOM YHCJIE B COOTBETCTBUH C VY-OI1K-1.4 [1] — yMeTh NPUMEHSATh HOPMATHUBHBIC U
HOPMATHBHBIMU U KOPIIOPAaTUBHBIMU | KOPIIOpAaTHUBHBIE TPEOOBAaHUAMU 1O 0€30aCHOCTH
TpeOOBaHUIMU KOMITHIOTEPHBIX CHCTEM H CeTeH

B-OIIK-1.4 [1] — B1afieTh METOaMHU OLICHKU YPOBHS




0€30MMacHOCTH KOMITBIOTEPHBIX CHCTEM U CETe

[TpodeccnonanpHble KOMIIETEHIIMM B COOTBETCTBUU C 3aJadyaMu M oObekTamu (001acTsaMu

3HaHUI ) TPOPECCUOHATBLHOMN 1eATEIbHOCTH:

3amaua O0BLeKT UM Koa n Koa 1 HauMeHOBaHHE
npodeccuoHaILHOH = 00J1aCTh 3HAHMST = HAMMEHOBaHHe HHAUKATOPA J0CTHKEHUSA
AeATEeJIbHOCTH NnpopecCHOHANBHOM  NPOodecCHOHATBHOU
GI1LT) KOMIIETEHIIMH; KOMIIETEeHIIMH
OcHoBanue
(npodeccuoHaNbLHBIN
cranaapt-IIC,
aHaJIM3 ONbITA)
AKCIUTYaTalMOHHBIN
AKCILTyaTaIus POTPaMMHO- ITK-4.3 [1] - cnioco6en | 3-TTK-4.3[1] - 3HaTh CIOCOOBI
TEXHUYCCKUX U anmaparHbie MIPOBOJIUTH IPOBEIICHUS
MIPOrpaMMHO- CPEICTBA 3AIIMTHl  AKCIIEPUMEHTAIBLHOE 9KCIIEPUMEHTAILHOTO
anmapaTHbIX CPEICTB  MHPOpPMALUU WCCJICIOBAHUE WCCJICJIOBAHMSI KOMITBIOTEPHBIX
3aIUTHI KOMITBIOTEPHBIX CHUCTEM C IIEJIbIO BBISABICHUS
nH(popMaUN CHCTEM C LEJBIO ySI3BUMOCTEH;
BBISIBJIICHUS V-IIK-4.3[1] - ymeth
VSI3BEMOCTEH IPOBOJIMTH IKCIIEPUMEHTAITLHOE
UCCJIEJIOBAaHHE KOMITBIOTEPHBIX
Ocnosanue: CHUCTEM C ISJIbIO BBISBIICHUS
[TpodeccuonanbHbIi ySI3BUMOCTE;
cranaapt: 06.032 B-T1K-4.3[1] - Bnagets
MPUHILIUIIAMHU TIPOBEIACHHUS
IKCIIEPUMEHTAIILHOTO
UCCIIEJIOBaHMSI KOMITBIOTEPHBIX
CHUCTEM C TEJIbIO BBISIBIICHUS
ySI3BUMOCTEN
AKCILTyaTaIus IPOTPaMMHO- IMK-1.3 [1] - cnoco6en = 3-TTK-1.3[1] - 3HaTH CIOCOOBI
TEXHUYECKUX U anmapaTrHble MIPOBOUTH POBEJICHUS
IPOTpaMMHO- CpeCTBa 3alIUTHl  KCIIEPUMEHTAIFHOE IKCIIEPUMEHTAIILHOTO
anmnapaTHBIX CPEACTB UHGOpMAIIUU UCCIIeIOBaHHE UCCIIEJIOBAHMSI KOMITBIOTEPHBIX
3aIUTHI KOMITBIOTEPHBIX CHUCTEM C TISJIbIO BBISBIICHUS
uHpopManuu CHUCTEM C IENbI0 YSI3BUMOCTEH;
BBISIBIICHUS V-IIK-1.3[1] - ymets
YSI3BUMOCTEM MPOBOAUTH IKCIIEPUMEHTATEHOE
HCCIIeIOBAaHNE KOMITBIOTEPHBIX
Ocnosanue: CUCTEM C IENbIO BBISBICHUS
[IpodeccnoHaibHBI | ySI3BUMOCTEH;
cranaapt: 06.032 B-T1K-1.3[1] - Bnasets
TIPUHIIAITAMHA TTPOBEICHUS
AKCIIEPUMEHTAILHOTO
HCCIICTOBAaHMS KOMITBFOTEPHBIX
CHUCTEM C IEJIbIO BBISBICHUS
ySI3BUMOCTEN
JKCILTyaTaIus POrpaMMHO- ITK-1 [1] - cocoben  3-T1K-1[1] - 3HaTh TpeOOBaHUs K
TEXHUYCCKUX U anmaparHble YCTaHABIINBATh, MIPOBEICHUIO TEXHIHUECKOTO
MPOrPaMMHO- CpEICTBA 3allUTHl  HACTPaWBaTh U 00CITyKHBaHUS CPEACTB 3aIIUTHI
anmapaTHBIX CPEJACTB = WHGOPMAIIUN MIPOBOINTH nH(DOPMAIIHH ;




3aIINTHI
uHpopMauu

OpraHU3alMOHHO-YIPABJIECHYECKUI

TEXHHYECKOE
obOcmyXuBaHue
CPEJICTB 3aIUTHI
uHpopMaun

OcHosanue:
[TpodeccnonanbHpIi
crangapt: 06.032

V-TIK-1[1] - ymeTh
yCTaHaBJIHMBAaTh, HACTPAUBATh U
IPOBO/IUTH TEXHHYECKOE
00CITy’)KUBaHUE CPEJICTB 3AIUTHI
uHdopmanuu;

B-TIK-1[1] - B1ageTs HaBBIKAMHU
IPOBEJICHUS TEXHUIECKOTO
00CITy’)KUBaHUSI CPEJICTB 3AIUTHI
uHbopmaruu

opraHu3anus paboTsI
10 HKCIUTyaTaIlH
CHCTEMBI 3aIIUTHI
uHpopMauu

CHCTEMBbI 3aIIUTHI
uHpopMaun

ITK-1.2 [1] - ciocoben
AHATM3UPOBATH,
OLIEHUBATh U
KOMMYHHIIUPOBATH
PHUCKH
MH(pOpMaLOHHON
0€30IaCHOCTH B
KOHTEKCTE OM3HEC-
Heien

Ocnosanue:
[TpodeccrnonanbHbIMI
crangaprt: 06.032

3-I1K-1.2[1] - 3HaTh HPUHIIMIIEI
KayeCTBEHHOIO U
KOJIMYECTBEHHOT'O aHAJIM3a
PHUCKOB, METOAMKH pacyera
(hMHAHCOBBIX/PEMyTAllMOHHBIX
HOTEPb OT UHIMJCHTOB, 3HACT
TpeOOBaHUS CTaHIAPTOB
yIIpaBJICHUS] PUCKAMH,
HOPMATHBHBIC aKThHI U
OTpacjeBble CTaHAAPTHI,
IpOLEAYpPHI ayuTa U
B3aMMO/JICUCTBUS C
perynsaTopaMu, IPUHLHUIIBI
paszpabotku nonmtuk Ub mox
KOHKpETHBIE TPeOOBaHUS
PEryasTOPOB, IPUHIIHIIEI
BU3YaIM3aIH JAaHHBIX (TTaHEeIH
mouutopunra (dashboard),
uHporpaguka), Ou3Hec-
METPHUKH, pEIeBaHTHBIE
3aWHTEPECOBAHHBIM CTOPOHAM,
METOIbI YITPABIICHHSI
OXXKUJTAHUSIMU
3aWHTEPECOBAHHBIX CTOPOH;
V-IIK-1.2[1] - ymeTh
MPUOPUTE3UPOBATH PHCKH Ha
OCHOBE WX BJIUSHHS Ha Ou3Hec-
Tpo1iecchl, (OPMYyTUPOBAThH
pPEKOMEHIaliH 110
nH(}OPMaLIMOHHON
0€30IaCHOCTH Ha sI3bIKe OH3HeC-
METPHK, Tpe/yIaraTh
TEXHUYECKHE/OpraHn3alluOHHBIE
MepbI Ha OCHOBE IOPHIUIECKUX
TpeOOBaHUH, FTOTOBUTH
JOKYMEHTAITUIO JIJIS ay/INATa,
MHTETPUPOBATh COOTBETCTBUE
PEryIsTOPHBIM TPeOOBAHUSIM B
HT-npoueccsl, TpaHCIUPOBATh
TEXHUYECKHE PUCKHU B OM3HEC-
MOCTIeICTBUS, pa3pabaThiBaTh
cOamaHCHUpOBaHHbBIE PEILLIEHUS,




MPOEKTHO-TEXHOJOTMYECKHI

BKJTIOYAst [TOJTAITHOE BHEJPEHUE
3aIIUTHl C MUHUMAIIbHBIM
BIIMSIHAEM Ha PEJIU3bI,
MIPOBOJIUTH 00YYAIOIINE CECCUU
IUTSL PYKOBOJMTEICH
MOJpa3/IeJICHH;

B-I1K-1.2[1] - Bnagets
NPUHIMIIAMA OLEHKH PUCKOB C
y4ETOM OU3HEC-TIOCIICICTBHIA

MPOEKTHUPOBAHUE U TEXHOJIOTUH

pa3paboTka cucteM = OoOecreYeHHs

nH(pOpMAITMOHHOM nHpOpMaITMOHHOM

0e30macHOCTH 0e301acHOCTH
KOMITBIOTEPHBIX
CUCTEM

ITK-1.4 [1] - ciocoben
MPOEKTUPOBATH,
BHEJPATDH U
MOJIJIEP>KUBATH
UHTCTPUPOBAHHBIC
TIPOIIECCHI
obecneyeHus
MH(pOpPMaLIOHHON
0€30IaCHOCTH B
cpenax pa3paboTKH,
TECTUPOBAHUSA U
IKCILTyaTaI|H
IIPOrPaMMHOI0
obecreucHus

Ocnosanue:
[TpodeccrnonanbHbIi
crangapt: 06.032

3-I1K-1.4[1] - 3HaTh HPUHIIMIIEI
aBTOMATH3aIMU TPOIIECCOB
KU3HECHHOTO [UKJIa
MIPOrPaMMHOT0 00€CTICUCHHUSI OT
cOOpKH JI0 pearnpoBaHus Ha
WHIIH/ICHTHI,

V-IIK-1.4[1] - ymeTh
000CHOBBIBaTh BBIOOP
UCIIOJIB3YEMBIX ITPOrPAMMHO-
armnapaTHBIX CPEIICTB 3aIUThI
UH(POPMALIUU B KOMITBIOTEPHBIX
ceTsix;

B-TIK-1.4[1] - Bnagets
HaBBIKAMU YIIPABJICHHS
KU3HCHHBIM [TUKIIOM
0e30macHoi pa3paboTKu

4. BOCIIUTATEJIbHBIA MOTEHIUAJ IUCLHUATLIIMHBI

Hanpasiienusi/uie 1 BOCHUTAHUS

[IpodeccuonanbHOE BOCIIUTAHNE

[TpodeccuonanbHOE BOCTIUTAHNE

[TpodeccuonanbHOE BOCTIUTAHNE

3agauu BocnuTaHus (KOI)

Coznanue ycinoBuii, 00eCreYnBaroIINX,
(dbopMUpOBaHNE OTBETCTBEHHOCTH 32
poeCCHOHANIBHBIN BHIOOP, MpodheccuoHaIbHOE
pa3ButHe u npodeccuoHanbHbie perienus (B18)
Coznanue ycioBuii, 00eCreynBarOIINX,
dbopMUpOBaHNE HAYYHOTO MUPOBO33PEHHUS, KYJIbTYPhI
MOVICKA HECTAHAPTHBIX HAYIHO-
TEXHUUYECKUX/TIPAKTHUECKUX PEIICHHH, KPUTHIECKOTO
OTHOINICHHS K HCCJICIOBAHUSAM JDKEHAYYHOTO TOJIKA

(B19)

Coznanue ycinoBuii, 00€CIeYnBaIOIINX,
dbopMupoBaHue MpohecCHOHATHFHO 3HAYUMBIX
YCTAaHOBOK: HC ITPONU3BOJANUTH, HC KOIIMPOBATHL U HE
UCIIONIb30BaTh IPOrPAMMHBIC U TEXHUYECKUE
CpEeJICTBA, HE TPHUOOPETEHHBIC Ha 3aKOHHBIX
OCHOBAaHUSIX; HE HapyIIaTh MPU3HAHHBIE HOPMBI
aBTOPCKOTO TIPaBa; HEe HAPYIIATh TAHHBI ITEpPeIadn
COOOIIIeHNH, HE TPAKTUKOBATH BCKPBITHE
WH(POPMAIMOHHBIX CHUCTEM U CETeH Tepenaun JaHHBIX;
co0roaaTh KOH(PHUIEHITUAIBHOCTH IOBEPEHHOMN




undopmaruu (B40)

S. CTPYKTYPA U COJAEP)KAHUE YUEBHON JUCIATLINHBI

Pa3nensl yueOHON AUCHUIUIMHBI, KX 00BEM, CPOKH U3ydeHHS U (POPMBI KOHTPOJIA:

Ne
LI

HaumenoBanue
pa3aeia yueOHoi
JAACHUATINHBI

Henean

Jlexknuu/ Ilpaxr.
(cemunapsi )/
JlaGopaTopHbie
padoThIl, yac.

O06s13aT. TeKyuuii

KOHTPOJIb (popma*,

HemeIs)

MakcumMaabHBIIR

0aJu 3a pazgen™*

pasneaa (¢popma*,

ATTecTanus
HeJeJst)

HNuaukaTopsl
OCBOCHHUSA
KOMIIETeHIIM U

8 Cemecmp

IlepBblii pazaen

10/0/20

N
(6]

K

1
o

3-OI1K-1.4,
Y-OIIK-14,
B-OIIK-1.4,
3-11K-4.3,
V-1IK-4.3,
B-T1K-4.3,
3-I1K-1.3,
V-TIK-1.3,
B-TIK-1.3,
3-11K-1,
V-TIK-1,
B-IIK-1

Bropoii paznen

4-6

10/0/20

25

K-8

3-OI1K-1.4,
V-OIIK-14,
B-OIIK-1.4,
3-11K-4.3,
V-1IK-4.3,
B-T1K-4.3,
3-TI1K-1.3,
V-TIK-1.3,
B-TIK-1.3,
3-11K-1,
V-TIK-1,
B-IIK-1

Hmoeo 3a 8§ Cemecmp

20/0/40

50

KoHnTtpoJbHbie
MeponpusiTus 32
Cemectp

8

50

3-Ol1K-1.4,
V-OIIK-1.4,
B-OIIK-1.4,
3-T11K-4.3,
V-TIK-4.3,
B-T1K-4.3,
3-T11K-1.3,
V-TIK-1.3,
B-T1K-1.3,




3-T11K-1.2,
V-TIK-1.2,
B-TIK-1.2,
3-I1K-1,
V-1IK-1,
B-TIK-1,
3-11K-1.4,
V-TIK-1.4,
B-1IK-1.4

* — COKpallleHHOe HaUMEHOBaHue (OPMbI KOHTPOJIS

*

(wm) sK3aMeH

* — cyMMa MaKCHUMaJIbHbIX 0ayuioB JoJpKHA ObITh paBHa 100 3a cemectp, BKIIOYas 3a4eT U

Coxkpaiienre HauMeHOBaHUN (POPM TEKYILIEr0 KOHTPOJISI U aTTECTALUU Pa3/AesioB:

Oo0o3nauenne | IloiHOe HAaMMEHOBaHUE

KN KonTposb 1o nroram

€ DK3aMeH

KAJIEHJIAPHBIN IVIAH
Henenu | Tembl 3ansaTuii / Conepxanue Jlek., | IIp./cem., | JIab.,
yac. | yac. yac.

8 Cemecmp 20 0 40

1-3 IlepBblii pa3aen 10 0 20

1 BBenenne B MHpOPMALHOHHBIE TEXHOJIOTHH Bcero aynutopHbIX yacoB
OcHoBbl BeO-TexHOnoruil. [lpunuun pabots! BeO- 3 I |6
MpWIOKEHUH. Paznuuus B MeTo/1ax MpoBeieHUs TECTUPOBaHUS | OHIaiH
Ha IPOHUKHOBEHHUE. 0 0 [0

2 IlepBble 3Tanbl NpoBeAeHNs TECTUPOBAHMUSA HA Bcero aynutopHbIX yacoB
NPOHUKHOBEHHE 3 0 |6
PasBenka u c60p nH(popMaUK O KOMIAHUU PA3IMYHBIMU Omnunaitn
Metojamu. [laccuBHas, momynaccuBHas pa3Be/Ka. 0 0 0
3HAKOMCTBO C HHCTPYMEHTapueM U PY4YHOM MOUCK
nH(pOpMaLINH.
JlaGopatopHas paboTa Ha MACCUBHBIA PEKOH 110 KOMIIAHUH

3 Beo-ysizBuMocTH Bcero ay1uTopHbIX 4acoB
Beo6-yassumoct. OWASP TOP 10. 4 [0 E
JlabopaTopHas paboTa Ha TTOMCK U IKCILTyaTaIHIo Owunaiin
ysizBumocteit u3 OWASP TOP 10. 0 0 0

4-6 Bropoii pazgen 10 0 20

4 ®a3uHr aAupexropuii Bed-caiita. [louck oTKpbITHIX MOPTOB | Beero aymTopHeIX 4acoB
Paznuunelii ”HCTpyMeHTapuii 11 pa3uHra 1upekropuid Bed- | 3 ’ 0 ’ 6
npuiokeHus. CKaHpOBaHUE CETH Ha HAIMYUE OTKPBITHIX Oumntaiia
MOPTOB ¢ MomotIbio nmap. VccnenoBanue BeO-npuiioskeHusi ¢ | 0 0 0
nomo1nbio Burp Suite.
JIaGoparopHas paboTa Ha pabOTy C UHCTPYMEHTapUeM JUIs
(hazuHra ¥ HaJM4rue OTKPBITHIX MOPTOB.

5 ABTOMATH3HPOBAHHOE CKAHMPOBAHUE HA HAJTHYHE Bcero aynutopHbIx yacoB

YA3BHMOCTEH

3 |0 |6




N3ydenne pa3nuuHbIX aBTOMATU3UPOBAHHBIX CKAHEPOB TIO Omnnaiin
MOUCKY ya3BUMOCTEN. Paznuuusa mexay Humu. Pydynoit mouck | O 0 0
ySI3BUMOCTEU
JlaGoparopHasi paboTa Ha CpaBHEHHE PA3IUYHBIX CKAaHEPOB
YSI3BUMOCTEN

6 Ikeniyaranus ya3Bumocteid. ConuaabHasi HHAKEHePUst Bcero aynutopHsIx 4acoB
Pabota ¢ ppeiimoprom Metasploit. [Tonstue exploit. CVSS 4 0 |8
JIaboparopHas pabora Ha paboty ¢ ppeiimBopkom Metasploit. | Onnaita
PaznyHbie BUIBI COIUATBHON HHKEHEPHU 0 |0 |0

CoxkpalieHHbIe HAUMEHOBAHUS OHJIANH OMIUIA:

Oobo3nauenue | [loiHOe HanMeHOBaHME

oK DJIEKTPOHHBIN KypC

IIM IToTHOTEKCTOBBIN MaTepualn

11JI ITonmHOTEKCTOBBIE IEKIINHU

BM Buneo-marepuansl

AM Ayamno-marepuansl

IIp3 IIpe3eHTanuu

T TecThl

OCM DJIEKTPOHHBIE CIPABOYHBIE MATEPUATIBI
ncC VHTepaKTUBHBIA CANUT

TEMbBI JIABOPATOPHBIX PABOT

Henean | Tembl 3ansaTuii / Coaepxxanue

8 Cemecmp

N3yyeHue ysa3BUMOCTEll cucTeM, NpUBOAsAIMX K aTakam SQL-injection
* 03HaKOMJICHHE C YA3BUMOCTSIMH, CIOCOOCTBYIOIIMMU peanu3anuu SQL-uHbeKkuuii, myreMm
IIPAKTUYECKON peasln3alliy 3TUX aTaK U MOHUMaHMsI METOJIOB €€ MpeI0TBpaIleHUs

N3yuyeHue ysa3BUMOCTEl cucTeM, MPUBOASININX K aTakaMm XSS
* 03HaKOMJICHHE C YA3BUMOCTSIMH, CIIOCOOCTBYIOIIMMU peain3aiuu atak XSS, mytem
MPAKTUUECKON peain3allii dTUX aTaK U MOHMMaHUsl METOJIOB €€ MPEA0TBPAIEHUS

Me:xcereBoe 3kpaHupoBaHue. TpaHcasinus ceTeBbIX apecoB
* U3yYeHHUe U IpaKkTuieckoe npuMmenenne MexcereBoro skpana OC Linux Netfiler/iptables

CrannaprHble ceTeBble yTHIUTHI. CeTeBoi ckanep Nmap. AHanu3zaTop Tpaduka
tcpdump

¢ IMOJIYUUTH NPAKTUUICCKHNEC HABBIKN pa60TI>I CO CTAaHJAPTHBIMU CCTCBBIMU YTUIIMTAMMU: pil’lg,
traceroute, nc (netcat);

¢ IMOJIYUUTH HNPAKTUICCKNEC HABBIKN pa6OTBI C CETEBBIM CKAaHCPOM nNmap U aHaAJIU3aTOPOM
Tpaduka tcpdump

6. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

O6pa3OBaTCJ'IBHBIe TEXHOJIOTMH COYETal0T B cede COBOKYITHOCTb MCTOHNOB U CPCACTB IJIA
pcam3an OpCACICHHOIO COACPKAHNA O6y‘-ICHI/IH 1 BOCIIMTAaHUA B paMKaxX JUCHUIIIMHBI, BJIFOYAIOT
PEICHUE NUIAKTUYCCKUX W BOCIHUTATCIIBHBIX 3aj1ady, (l)OpMI/Ip}If{ OCHOBHBIC ITOHATHA JHUCIUIIINHBI,




TEXHOJIOTHU MIPOBECACHUA SaHHTHI/Iﬁ, YCBOCHHA HOBBIX 3HaHI/II\/'I, TEXHOJIOTMU ITOBTOPCHUA U KOHTPOJIA

MarepHaia, CaMOCTOSTEIbHON pabOTHI.

7. ®OH/JI OHEHOYHbLIX CPEJACTB

@OoH/ OLIEHOYHBIX CPECTB MO JAUCHUILUINHE 00ECIeYMBAET MPOBEPKY OCBOCHUS TUIAHUPYEMBIX

pe3yabTaToB 00y4eHHs (KOMIIETEHIMHA W UX HWHAMKATOPOB) MOCPEACTBOM MEPOIPHUATUN TEKYIIETO,

PYOEKHOTO U IPOMEXKYTOUYHOTO KOHTPOJIS O JUCLMILIUHE.
Cs3p Mexay GOpMUPYEMBIMH KOMIIETEHUUSMU U (OpMaMU KOHTPOJS HUX OCBOCHHS
MpeJicTaBjeHa B CleAyIouIei Tadnuiie:

KOMlIeTeHIII/IH I/IH)II/IKaTOPLI OCBOCHUA ATTeCTaII]/IOHH()e MeponpnﬂTne
(KII 1)
OIK-1.4 3-OI1K-1.4 N, KU-4, KI1-8
V-OIIK-1.4 D, KU-4, KU-8
B-OI1K-1.4 D, Ki-4, KI1-8
TK-1 3-ITK-1 D, KU-4, KU-8
V-TIK-1 D, Ki-4, KI1-8
B-TIK-1 D, KU-4, KU-8
K-4.3 3-1TK-4.3 D, KU-4, KU-8
V-TTIK-4.3 D, Ki-4, KI1-8
B-TIK-4.3 D, KU-4, KU-8
MK-1.3 3-1K-1.3 D, Ki-4, KI1-8
V-TIK-1.3 D, KU-4, KU-8
B-TIK-1.3 D, Ki-4, KI1-8
TK-1.2 3-1TK-1.2 D
V-TIK-1.2 D
B-TIK-1.2 D
K-1.4 3-1TK-1.4 D
V-ITIK-1.4 D
B-TIK-1.4 D

Ikaabl OeHKU 00pa30BaTeIbHBIX J0CTHXKEHHI

[IIkama KaXA0ro KOHTPOJBHOI'O MEPOIPHATHS JIEXKUT B Ipeaenax oT 0 10 yCTaHOBJIEHHOIO
MaKCHUMaJIbHOTO 0aJula BKIIIOYMTENIbHO. MToroBast arrecranus o AMCUUIUIMHE oleHuBaercs no 100-
OayuIbHOM IIKase W MpeAcTaBiseT co0oi cymMMy 0aioB, 3apabOTaHHbBIX CTYJEHTOM IPU BBIIIOJIHEHUU
3a/IaHMI B paMKax TEKYIIEro U MPOMEKYTOYHOIO KOHTPOJIS.

Ntorosas onieHKa BBICTABISAETCS B COOTBETCTBUU CO CIEAYIOMIEH IIKAIOM:

Cymma Onenka no 4-x 0a/VILHOH IIKAaJIe OTMeTKa 0 3a4eTe Onenka
0aJ1J10B ECTS
90-100 5 — «omauunoy A
85-89 B
75-84 4 — «xopouioy C
70-74 «3aumenoy
D
6569 3 — «ooernemso
60-64 v PUMETLHOY E
Hike 60 2 — «Hey0081emeoPUMENbHOY) «He 3a4meno» F




OrneHka «OTJIIMYHO» COOTBETCTBYET INIyOOKOMY M IIPOYHOMY OCBOCHMIO MaTepualla IporpaMMsl
o0yyJaroImuMcsi, KOTOPbIM MOCIEeI0BATENbHO, YETKO U JIOTMYECKH CTPOMHO H3J1araeT CBOU OTBETHI,
YMEET TECHO YBS3BIBATh TEOPHIO C MPAKTHUKOW, HCIOIB3YET B OTBETaX MaTepHalibl MOHOTpaduyecKon
JIUTEPaTypHI.

OHeHKa «XOpOoI1Io» COOTBETCTBYCT TBEPAbIM 3HAHUAM MaTcpHalia 06y‘IaIOH_II/IMC${, KOTOpBIfI
Ir'paMOTHO M, I10 CYIECTBY, U3JIara€T CBOU OTBCTHI, HE NOIIYCKasa CYIHICCTBCHHBIX HETOYHOCTEH.

OneHka «yJIOBJIETBOPUTEIBHO» COOTBETCTBYET 0a30BOMY YpPOBHIO OCBOCHMS Marepuaia
o0yyaroImumcsi, Ipu KOTOPOM OCBOEH OCHOBHOW MaTepuai, HO HE YCBOEHBI €ro JeTajld, B OTBETax
MPUCYTCTBYIOT HETOYHOCTH, HEIOCTaTOYHO NpPaBWIbHBIE (DOPMYTUPOBKH, HAPYIICHUS JIOTUYECKON
[IOCJIEI0OBATEIbHOCTH.

OTMeTKa «3a4TeHO» COOTBETCTBYET, KAaK MHUHMMYM, 0a30BOMY YPOBHIO OCBOCHHUS MaTepHalia
MPOrpaMMBbI, TMPH KOTOPOM OOYYAIONIMICS BJIAJeeT HEOOXOMWMBIMH 3HAHHSIMH, YMCHHSIMH U
HaBBIKAMH, YMEET NPUMEHATh TEOPETUYECKHUE TIOJOXKEHUSA ISl PEUICHUS THUIIOBBIX MPAKTUYECKUX
3a7ad4.

O1eHKY «HEYIOBJICTBOPUTEIHEHOY» / OTMETKY «HE 3a4TE€HOY» TOIy4aeT 00ydJaromunics, KOTOPbIH
HE 3HaeT 3HAYUTEJIbHOIN YacTH MaTepuaa nporpamMmmsbl, JOMYCKAET B OTBETAX CYLECTBEHHbIE OIINOKH,
HE BBINOJIHUI BCE O0s3aTeNIbHBIE 33JaHUs, IPEIyCMOTPEHHble nporpammoi. Kak mpasuiio, Takue
o0yyaromuecst He MOTr'yT MPOJIOJDKUTE 00ydueHue 0e3 JONOIHUTENbHBIX 3aHATHH.

8.  YUEBHO-METOJIMYECKOE U HH®OPMALIMOHHOE OBECIIEYEHUE
YYEBHOM JUCHUTIIAHBI

OCHOBHAA JIMTEPATYPA:

1. 004 M 21 KommenTapuu k JlokTpuHe nHpopMaimoHHo# Oe3omacHoctu Poccuiickoit denepanuu. : ,
Mamok A.A., ITonsackas O.YO., Mocksa: [N'opsiuas nunus -Tenexom, 2018

2.004 M 21 OcHOBBI TOTUTUKU OE30MACHOCTH KPUTUYECKUX CUCTEM HH(POPMAIIMOHHOM
uHppactpykTypsl. Kype nekiuit. : yueb. mocodue ams By30B., Mamok A.A., MockBa: ['opsuast nuHus
-Tenexom, 2018

JOIIOJIHUTEJIBHA S JIMTEPATYPA:
I[TPOI'PAMMHOE OBECIIEYEHUE:

CrenunanbHOe IporpaMMHoOe obecriedeHre He Tpedyercs
LMS U UHTEPHET-PECYPCBI:
https://online.mephi.ru/

http://library.mephi.ru/



9.  MATEPHUAJILHO-TEXHWYECKOE OBECNEYEHME YUYEBHOW
JUCLUIINHDBI

CHGHI/IaHBHOG MaTCpHUAIBHO-TEXHUYCCKOC obecreyeHue He TpC6yeTCH

10.  YYEBHO-METOIMYECKHUE PEKOMEHJAIIUU UIAA CTYJAEHTOB

CryneHTbl JOJDKHBI CBOEBPEMEHHO CIUIAHHUPOBATh y4yeOHOE BpeMs /Js IOJTAalHOTO H
CHUCTEMHOI'0 HM3y4Y€HMs JaHHOW y4yeOHOM IUCHMIIMHBI B COOTBETCTBMM C IUIAHOM JICKUUH WU
CEMUHAPCKUX 3aHATUH, TpadKOM KOHTPOJIS 3HAHUM.

VYcnenHoe OCBOGHHE AMCLUUIUIMHBI TPeOYeT OT CTYACHTOB IOCELIEHMs JIEKUUH, aKTUBHOM
paboThl BO BpeMsl CEMHHAPCKUX 3aHSATHUH, BBIIOJIHEHUS BCEX JOMAIIHUX 33aJaHUH, O3HAKOMJICHHS C
0a30BbIMH y4€OHMKAMH, OCHOBHOW W JONOJHHUTEIBHOH JHUTEpaTypod, a TaKXkKe Mpeanoaaraet
TBOPUYECKOE YJacTHUE CTYJIEHTA IIyTEM IJIAHOMEPHOM, TOBCEIHEBHOM paOOTHI.

N3yuenne AUCHUIUIMHBI CIEAyeT HAYMHATH C MNPOpadOTKU Y4eOHOM mporpammsbl, 0coboe
BHUMaHUe, YAess LeIsIM U 3a/ladaM, CTPYKTYpPE U COJEpKaHUIO Kypca.

Bo Bpems nekuuii pekoMeHayeTcs NHCaTh KOHCIEKT. 3aluch JIEKUMU — ogHa U3 (opm
aKTUBHOM CaMOCTOSTENIbHOW pabOThl CTYyAEHTOB, TpeOyrolass HaBBIKOB U yMEHHMsS KpaTko,
CXEMaTU4YHO, IIOCJIEA0BAaTEeIbHO M JIOTMYHO (PUKCHUPOBATh OCHOBHBIE IIOJIOKEHMSI, BBIBOBI,
00001IeHNs, POPMYITHPOBKH.

[Ipr HEOOXOOMMOCTH B KOHIE JICKIIMH TPENOAABATENb OCTABIISET BPEMs I TOTO, YTOOBI
CTYZEHTBI UMEJIM BO3MOKHOCTH 33aTh BOIIPOCHI [10 U3y4aeMOMY MaTepHaiy.

Jlexuuu HaieneHbl Ha OCBEILEHUE OCHOBOIIOJIAralOIIMX IOJOXKEHUM TEOpUH aJrOpUTMOB U
Teopur (YyHKIMIA anreOpbl JIOTUKW, HamOoiee TPYIAHBIX BOMPOCOB, KaK IMPABHIIO, CBSA3aHHBIX C
JI0Ka3aTeIbCTBOM HEOOXOAMMBIX YTBEPKACHUN U TEOpEM, MTPU3BaHbI CIIOCOOCTBOBATH (POPMUPOBAHUIO
HaBBIKOB paboOThl ¢ HayyHOW suTepaTypol. [Ipenmonaraercs Takke, 4TO CTYACHTHI NMPUXOJAT Ha
JIeKIUH, TPEIBAPUTEIBHO MPOPadOTaB COOTBETCTBYIOIIMN Y4eOHBIH MaTepual MO HCTOYHHKAM,
PEKOMEHIYEMBIM IIPOIPAMMOI.

KoHcniekT nekuuit Ans 3aKperyieHus MOJIYYEeHHBIX 3HAHMH HEoOXOJIUMO HMPOCMOTPETh cpasy
IIOCJIE 3aHATHI. XOpOWO OTMETUTh MAaTE€pUal KOHCIIEKTa JIEKIMM, KOTOPBIM BBI3BIBAECT 3aTPyIHEHUS
JUIs TIOHUMaHUS. MOXHO TONBITaThCS HAaWTU OTBETHl HAa 3aTPYAHUTEIbHBIE BOIPOCHI, UCIONb3YS
peKOMeHIyeMyl0 JuTepaTypy. Eciam caMocTosiTenbHO HE YyOaloch pa3o0paThCsi B MaTepuale,
pexomeHayercst chopMyIHpoBaTh BONPOCHI M OOpaTUTHCA 3a IOMOIIBI0 K IIPENOAaBaTeNIl0 Ha
KOHCYJIbTAIlMM WM ONvbKaiIie JIEeKIny.

B mnpouecce wn3ydyeHus ydeOHOM IUCHMIUIMHBI HEOO0XOAMMO OOpaTuTh BHHUMaHHE Ha
CAMOKOHTpPOJb. TpedyeTcst peryasipHO OTBOJUTH BpeMs JJsl MOBTOPEHMs IMPOHAEHHOro MaTepuaa,
IIPOBEPsIsl CBOU 3HAHUS, YMEHMS U HABBIKU 110 KOHTPOJBHBIM BOIPOCAM, a TAK)KE€ JJISl BBIIIOJHEHUS
JIOMalTHUX 33JIJaHUI, KOTOpPbIE BBIJAIOTCS MOCJE KaXKJI0r0 CEMUHApa.

Cucrematuueckasi MHIUBUIyajdbHas paboTa, TOCTOSIHHAsT AaKTHUBHOCTh HAa 3aHATHUSX,
TOTOBHOCTh CTaBUTh M OOCYXKJaTh aKTyaJbHbIE MPOOJIEMBI Kypca — 3aJIOT YCHEIIHOM paboThl U
ITOJIOKUTEIBHOM OLEHKH.

11.  YYEBHO-METOJWYECKHUE PEKOMEHJIALINM /IS IPENOJABATEJIEN



YueOHBI Kypc CTPOUTCS Ha WHTETPATUBHOM OCHOBE M BKIIFOYACT B CE€0s KaK TEOPETUUYECKHE
3HaHUS, TaK U MPAKTUYECKHE HABBIKW, MMOJy4aeMble CTYACHTAMU B XOJ€ JICKIUH, ayJUTOPHBIX
MPAKTUYECKUX 3aHATUH, JIAOOPATOPHBIX U CAMOCTOATENbHBIX 3aHATUH.

JlanHasi MUCHUIUIMHA BBITIONHSACT (YHKIIMM TEOPETUYECKOM M TMPAKTUYECKOW MOJTOTOBKH
crynentoB. CopaepkaHue ITUCHUIUIMHBI pacHpeliensieTcss MeXAy JEKIMOHHOM M IMPaKTHYEeCKOU
YacTSAMU Ha OCHOBE MPHUHIIMIIA JTOTIOIHSIEMOCTH: MIPAKTUUYECKUE 3aHATHUS, KaK IPABUIIO, HE NyOIUPYIOT
JEKIUU W TOCBSIIEHbl PACCMOTPEHHUIO IMPAKTUYECKHX NPUMEPOB M KOHKPETH3alMHU MaTepuaia,
BBEJICHHOTO Ha JIEKIIMH. B JIEKIIMOHHOM Kypce TIJIaBHOE MECTO OTBOAUTCA OOLIETEOPETUYECKUM
npobJeMam.

Cogepxanue y4eOHOTO Kypca, €ro 0o0beM M XapakTep OOYCIOBIHMBAIOT HEOOXOIUMOCTH
ONTUMH3AIMKA Y4eOHOrO Tpolecca B IUlaHe OTOOpa MaTepuasia OOYYEHHS M METOAMKH €ro
OpraHM3allyy, a TAK)KEe KOHTPOJIS TeKyIIel yueOHOU paOdoThl. B CBSI3U ¢ 3TUM BO3pacTaeT 3HAYMMOCTh
U M3MEHSAETCS CTaTyC BHEAyAMTOPHOM (camMoCTOSATENbHOM) pabOThl, KOTOpas CTAaHOBUTCS
MOJIHOIICHHBIM M 00s3aTeNIbHBIM BHJIOM Y4eOHO-TI03HABATEIbHOW AESITeNbHOCTU CTyIAeHTOB. [lpu
W3YYEHHUH Kypca CaMOCTOsTENNbHAs paboTa BKIIOYAET:

CaMOCTOSTENIbHOE O3HAKOMJIEHUE CTYICHTOB C TEOPETHUYECKUM MAaTEpUaIoM, IIPEACTABICHHBIM
B OTEUECTBEHHBIX U 3apyOeKHBIX HAYUHO-TIPAKTHUECKUX MyOIUKAIIHIX;

CaMOCTOSITEJIbHOE M3yYeHHUE TeM Y4€OHOW IMpOrpamMMbl, JTOCTATOYHO XOPOIIO OO0ECIeYEHHBIX
JUTEPATypOr M CPABHUTEIILHO HECIIOXKHBIX ISl TOHUMAaHUS;

MOATOTOBKY K MPAKTUYECKUM 3aHATHSAM IO TEM pasjiesiaM, KOTOpble HE TyOJIUPYIOT TEMbI
JIEKIIMOHHON YacTH, a MOTOMY HPEAIOJIaraloT CaMOCTOATENbHYIO MPOpabOTKy Marepuaia y4eOHBIX
OCOOHiA.

Co cropoHBl TpernoaaBaTes MOJKEH OBbITh YCTAaHOBIIEH KOHTAaKT CO CTYICHTaMU, WU OHH
JOJDKHBI OBITh MH(DOPMHUPOBAHBI O MOPAIKE MPOXOXKIEHUS Kypca, €ro OCOOEHHOCTSX, yueOHO-
METOJIMYeCKOM oOecreyeHnH 1o JaHHOW aucuuiuinHe. IIpemogaBaTens JaeT MeETOAMYECKHE
pEKOMEHalud 00y4aeMbIM [0 CaMOCTOSITENIbHOMY HM3yYeHUIO MpoOJeM, XapakTepusys MyTH U
CpelICTBa JOCTHKEHUS TIOCTABJICHHBIX TEPE]l HUMU 3aJ1ay, BHICKA3bIBA€T COBETHI U PEKOMEHAIINHU TIO
M3Y4YEHUI0 YIYeOHOU JTUTEPATYPHI, CAMOCTOSITEIbHONW paboTe U paboTe Ha CEMUHAPCKUX 3aHSATHUSX.

ABTOp(BI):

Cemuosa Ousbra BnagumuposHa



