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AHHOTANIUA

Kypc nocssimieH 3HakOMCTBY C COBPEMEHHBIMU CETEBBIMU IIPOTOKOJIAMU MIPUKIIATHOTO YPOBHS.
3HaunTeNnbHAs YacTh MaTepuana Kypca H3Jaraercst ¢ y4yeToM TOro, YTO CTyIEHTaMU paHee Obuin
MPOCITyIIaHbl Kypchl HHPOpPMATHKA, MaTEeMaTHYECKasl JIOTUKA U KOMITbIOTEpHbIE ceTH. /s ycnemHoro
OCBOCHHUS TUCIMILIMHBI JKeIaTeIbHbI 3HaHHsI 00 ypoBHsAX cereBoil moaenu OSI. HeoOxoanMbl 3HaHUS
0 IIPOTOKOJIaX KaHAJIBHOT'O, CETEBOT0 ¥ TPAHCIIOPTHOI'O YPOBHEM.

Kypc siBisieTcst BaXXKHBIM 110 PSAY IPUYHH:

* M3yyeHue pa3iavyHBIX IPOTOKOJIOB IPUKIAJHOTO YPOBHS IO3BOJISIET OPUEHTUPOBATHCSA B
MHOI000pa3suy CyLIECTBYIOIIMX IPOTOKOJIOB M IPAaBUIBHO BBIOMpaTh Hauboyiee MOAXOISAIUI
IIPOTOKOJI JJIs1 PELICHUS TOW MIIM UHOM 3a7a4H.

* 3HAKOMCTBO C Hauboyiee MOMYJSPHBIMH MPOTOKOJAMH MPUKJIAIHOTO YPOBHS MO3BOJISET
Jydmie TOHATh NPUHIMIBI PabOTHl CETEBBIX MPOrpaMM M OBICTpee YCTPaHATh BO3HHKAIOIINE
HEIOJIAJKH.

* 3HaHHE BO3MOJKHBIX aTaK Ha Ka)KAbIH IIPOTOKOJI IO3BOJISAET IPABUIIBHO HACTPAaUBaTh CETEBOE
o0opyZ0BaHue Ul NPEJOTBPALLEHHS €r0 B3JI0Ma.

 3akiajpiBaloTcs 0a30Bble 3HAHUS A pa3paboTku cereBoro 110 ¢ ydyeroM cOBpeMEHHBIX
HOpM 0€30MaCHOCTH.

1. IEJIN U 3ATAYA OCBOEHUA YYEFHOU JUCIHUATIIIMHBI

HCJIBIO HU3YUCHUA JUCHUIIINHBI ABJIAIOTCA O3HAKOMJICHUC C COBPEMCHHBIM COCTOSIHHUEM TCOPHUU
CETEBBIX TEXHOJIOTHH U UX IIPUMCHCHUCM B I/IH(i)OpMaHI/IOHHO-KOMMYHI/IKaIII/IOHHI)IX CHUCTEMax.

2. MECTO YYEFHOW JUCIHUILJIMHBI B CTPYKTYPE OOII BO

Copnepxanue NpOrpaMMBbl TpejAcTaBiseT coO0Oi pa3BUTHE MOJYYEHHBIX paHee 3HAHUN B
o0JIaCTH NPUKIAJAHOM MaTeMaTHMKH W HMH(OpMAaTHKH. B Hell MCIONIB3YIOTCS OCHOBHBIE IMOHSATHS,
KOHIIETILIMH, MPEACTaBIAIONINEe COO0H TEOpeTHUECKyto 0a3y, OCBOGHHYIO CTYJACHTaMHU MpPU U3YUEHUU
JMCLUIUIMH B paMKax OakajaBpuaTa.

CereBble TEXHOJOTMH TPEACTABIAIOT COOONW OJHO M3 HANpaBlIeHUH pa3BUTUS CUCTEM
00pabOTKN JaHHBIX, KOTOPOE BO3HUKIIO B CBSI3U C HEOOXOJIMMOCTbIO OOBEAMHEHUS TEPPUTOPUATIBHO
paccpeOTOYEHHBIX BBIYMCIUTENbHBIX CPEACTB B eauHyl0 cucreMmy. CereBble TEXHOJIOTHU
o0ecreurBaroT MOJIb30BaTEINI0 MHUPOKUI HAOOP YCIIYT U MO3BOJISIOT CO37aBaTh LEJbIM psJl pa3IMUHbIX
10 Ha3HAYEHUIO0 aBTOMAaTU3UPOBAHHBIX CHUCTEM pacHpeiesieHHON 00paboTku nHpopmanuu. N3ydyenue
JAHHOM JUCHMIIMHBI BHOCHT HEOOXOAMMBIM BKJIaJ B JIOCTH)KEHHE OXXHMIAeMbIX pPE3yJlIbTaTOB B
npoeCCHOHATPHON YacTW MPOrpaMMbl MOATOTOBKM MarucTpa NPUKIAJHOW MaTeMaTHKH U
MH(POPMATUKH.

W3y4yeHne IUCUUIUIMHBI NO3BOJIUT CTYAEHTaM IOJIyYUTh U pa3BUBaThb HABBIKM IPUMEHEHHUS
COBPEMEHHBIX BBIYHCIUTENbHO-KOMMYHHUKATUBHBIX CPE/ICTB, COBPEMEHHBIX METOJOB pElICHUs 3adad
OpraHU3aIHK pactpeneseHHON paboThl, a TAK)K€ 03HAKOMUTHCSI C COBPEMEHHOU CIeru(UKO paboThl
KPYTHBIX TEXHUYECKU OCHAILLEHHBIX MOJAPAa3/IeNIeHU B 3apyO0eKHBIX U OTE€UECTBEHHBIX OpraHU3alUsiX.
N3ydyeHne NUCHUIUIMHBI MO3BOJIUT BhIPAOOTATh HABBIKM MOCTAHOBKH W pEIICHHs MpoOJieM pa3BUTHUS
OpraHu3aIlK, pa3BUTh TBOPUECKOE MBIIIJICHUE CTYJCHTOB, BEIpaO0OTaTh YMEHHE peliaTh TEXHUUECKUE
U yIpaBlIeHYeCKHEe MpOoOJIeMbl B KOHKPETHOW MPOMU3BOJCTBEHHONW cuTyanuu. Ha ocHOBE yCBOEHHBIX
3HaHUHM Oynymuii Maructp AOJDKeH yMeThb 3¢ (EeKTUBHO OpPraHM30BBIBATH IMPOILECCHl JOCTyHa K



CETEeBBIM PecypcaM C HCIOJb30BaHHMEM IPOTOKOJIOB, pa30OHpaThCs C MOCIEIHUMU WHHOBALMSIMU Ha

pPBIHKE CETeBOro O0OpYyNOBaHMSA, YMETh OOpamaThCsl CO CIOXKHBIMH YCTPOHCTBAMHU KOMMYTAIIHH,

CO3J1aBaTh CETH MMOCTPOSHHBIX HA COBPEMEHHBIX MPOTOKOJIAX Nepeaayd UH(OPMAIIHH.

3. OOPMUPYEMBIE KOMIIETEHIIUA U IIVTAHUPYEMBIE PE3YJIbTATBI

OBYYEHUA

YHuBepcanbHble H(WIK) o01enpodeccoHalbHbIE KOMIIETEHIIUHN

KOI[ N HAUMCHOBAHHEC KOMIICTCHIIMHN ‘ KOI[ N HAMMCHOBAHUC MHAUKATOpa JOCTHXKCHUSA KOMIICTCHIINN

[TpodeccuonanpHble KOMIETEHIIMM B COOTBECTBUU C 3ajauaMu U oObekTamu (oOnactsaMu
3HaHUN) TPOdECCUOHATBHON eI TeIbHOCTH

3amaua OO0beKT nim 00J1aCTh Kox v nanmenoBanue Koan
npogecCHOHAIbHOH  3HAHMSA npodgeccHOHATbHOM HAHUMEHOBaHUe
AeATeJIbHOCTH KOMIIETEeHIIUH; HHIMKATOpPA
(3ILI) OcHoBanue JOCTHKEHM S
(mpodeccuoHaNBHBIA  NMPOPecCHOHATIBLHOM
cranaapt-IIC, KOMIETEeHI[UH
aHaJIM3 ONbITA)
HAaY4YHO-UCCJIEA0BATEIbCKUI
ITpoBenenue dusunueckue, ITK-1 [1] - ciocoben 3-T1K-1[1] - 3uath
Hay4HBIX TEXHOJIOTHYECKHE, MIPOBOJIUTH HAYYHbBIC OCHOBHBIE€ METO/IbI U
UCCIIeTOBaHUM SKOHOMMYECKHUE U JIp. UCCJICTOBAHUS U MPUHIIMITBI HAYYHBIX
MeTOAaMH1 SIBJICHHS ¥ TIPOIIECCHI, MOJIy4aTh HOBBIC HCCIIEI0BaHUM,
MaTeMaTHYeCKOro MaTeMaTHUYeCKUe MOJIEIN U Hay4YHbIE U MaTeMaTHYeCKOTo
MOJICIUPOBAHUS U AITOPUTMBI, YUCIICHHBIC MIPUKJIATHBIC MOJICIIUPOBAHUS,
MIPOTHO3HPOBAHUS METO/TbI, KOMIUIEKCHI pe3ynbTaThl OCHOBHBIE TTPOOIIEMBI
CaMOCTOATENILHO U B TIPUKJIIATHBIX CaMOCTOSITEJIbHO U B po¢eCCHOHAIBHON
COCTaBe HAyYHOTO KOMITBIOTEPHBIX IPOTPaMM, = COCTAaBE HAYYHOTO obmnactu, Tpebyromue
KOJIJICKTHBA. MIPUKJIATHBIC UHTEPHET- KOJUICKTHBA WCIIOTh30BaHUS
TEXHOJIOTHH. COBpPEMEHHBIX
Ocnosanue: Hay4HBIX METOJIOB
[TpodeccnonanbHbIif UCCIIeIOBAHMUS. |
cranmapt: 06.001, V-TIK-1[1] - Y™meTh
06.017 CTaBUTh U pEIIATh

NPUKJIaTHBIC
UCCIIeI0BATEIILCKHE
3aj1a4M; OLICHUBATH
PE3YJIbTATHI
HCCIICIOBAHMIA;
dbopmynupoBaTh
PE3yJIbTAThI
NPOBEJCHHOTO
UCCIICIOBAaHHS B BUJIE
KOHKPETHBIX
PEKOMEHTalNi,
NPOBOJNUTH HAYYHBIC
UCCIICIOBAHMS U




MOJIy4aTh HOBbIE
HAy4YHBIC U
MPUKJIAaIHBIC
pe3ynbTaThl
CaMOCTOSITETILHO U B
COCTaBE HAyYHOTO
KOJUJIEKTHBA. ;
B-TIK-1[1] - Biagets
HaBbIKaMU BbIOOpa U
WCII0JIb30BaHUS
MaTeMaTHYeCKHUX
CPEJICTB HAYUHBIX
HCCIICIOBAHUIA,
METOaMH aHaJIu3a 1
CHUHTE3a Hay4YHOI
uHpOpMaILnH.

Paspabotka u MaremaTuueckoe ITK-2 [1] - cocoben k. 3-TIK-2[1] - 3uars
BHEJIpEHUE obecrieueHue pa3zpaboTke u TEKyIIee TOJIOKEHUE
HAYKOEMKOT'O IPOTPAaMMHBIX BHE/IPCHHIO COBPEMEHHBIX
IPOTPaMMHOTO KOMIIJIEKCOB, HAYKOEMKOTO HAYYHBIX
o0ecCIeYeHHUSI. MaTeMaTHYCCKUE IPOTPaAaMMHOTO JIOCTH)KEHUH,
QITOPUTMBI, COBPEMEHHBIE = OOecreueHus, COBpPEMEHHBIC
SI3BIKH, METOJTBI U CHOCOOCTBYIOIIETO MaTeMaTHYECKUE
TEXHOJIOTUH PELICHHIO MEPEJOBBIX  METOJbI U AITOPUTMBI
pOTPaMMHUPOBaHUS, 3a]]a4 HAYKHU U JUTS Pa3paboOTKU
BBICOKOTIPOM3BOANTEIBHBIE = TEXHUKU Ha OCHOBE HAYKOEMKOT'O
BBIYUCIIUTEIILHBIC PECYPCHl  COBPEMEHHBIX IPOrPaMMHOTO
U KJIaCTEePhI, CHCTEMBI MaTeMaTHYECKUX oOecrieyeHus. ;
cbopa, aHanM3a u MeTo10B U anroputMoB | Y-TIK-2[1] - VmMeTs
00pabOTKN JaHHBIX, MPUMEHSITh
METOJIUKH U TIOJXOBI K Ocnosanue: COBpPEMEHHBIE
paspaboTtke nporpammuoro  I[IpodeccrnonanbHbii MaTeMaTUYECKUe
o0ecreyeHusl. cranzaapt: 06.001, METO/BI U aJITOPUTMBI
06.017 JUTSI pa3paboTKu
HayKOEMKOI'0
IPOTPaMMHOTO
obecreyeHus.;
B-TIK-2[1] - Bnagets
HaBBIKAMHU
pa3paboTKu U
BHE/IPEHUS
HaYKOEMKOTO
IPOrPaMMHOTO
o0ecrneueHusl.
MPOM3BOJICTBEHHO-TEXHOJIOTHYECKUN
Pazpabotka [TpuknagHbIe HTEPHET- ITK-6 [1] - coco6en k  3-TIK-6[1] - 3nats
APXUTEKTYPBHI, TEXHOJIOTHH; SI3bIKU MPOEKTHUPOBAHUIO U OCHOBHBIE LIEJIH U
ATOPUTMUYECKAX U TPOTPaMMHUPOBAHUS, pa3paboTke 3a7auu
MIPOTPaMMHBIX QITOPUTMBI, OMOTMOTEKH U HAYKOEMKOTO MPOEKTUPOBAHUS U
pereHui MaKeTHI IPOTPaMM, IPOTPaAMMHOTO pa3paboTku
IPOrPaMMHOTO IPOAYKTBI CHCTEMHOTO U o0ecrieyeHus Ha HAYKOEMKOT'0
oOecrieyeHust Ha MPUKJITHOTO OCHOBE TEXHHYECKOTO | MPOTPaMMHOTO




OCHOBE TEXHHYECKOTO
3a7jaHus, B TOM YHCIIE
pazpaboTka u
HCCIICIOBAHUE
aJITOPUTMOB,
BBIYHCIIUTEIBHBIX
MOJIEJIEN U MOJenei
JAHHBIX IS
peann3ainn HOBBIX

IPOrPaMMHOTO
obecreyeHnst; CHCTEMHOE U
MIPHUKJIATHOE TPOrPAMMHOE
00eCIICUCHHE; TCXHUYCSCKAs
JIOKYMEHTAIIUS;
MATEMATUYCCKUC U
BBIYMCIUTEIbHBIE
aJITOPUTMBIL.

3aJaHus

Ocnosanue:
[TpodeccrnonanbHbIM
cranaapt: 06.001,
06.003, 06.017

obOecrieueHus Ha
OCHOBE TEXHUYECKOTO
3a7aHus. |

V-IIK-6[1] - YmeTh
pa3palaTbIBaTh
HAyKOEMKOe
MPOrpPaMMHOE
obOecrnieueHue Ha
OCHOBE TEXHHYECKOI'O

HEJIOCTHBIX 3aJlaHusl.;
[IPOrPaMMHBIX B-TIK-6[1] -
KOMILJIEKCOB MJIH UX Brnaners HaBbIKamMu
OTJENbHBIX pa3paboTKu U
3JIEMEHTOB MPOEKTHUPOBAHUS
HayKOEMKOI'0
IPOTPaMMHOTO
o0ecrnieueHus Ha
OCHOBE TEXHUYECKOTO
3aJJaHMUS.
HOPMAaTHUBHO-METOJMYECKUI
Paspabotka KopriopaTuBHbie [TK-8 [1] - cocoben 3-T1K-8[1] - 3uath
KOPIIOPAaTHBHOM NPUIIOKEHUS, pa3pabarbIBaTh OCHOBHBIE LIEJIHA U
TEXHUYECKOH UH(pOpPMaLMOHHAs KOpPIIOpaTUBHbIE 3aJjauu, 0COOEHHOCTH
MOJIUTHKH B Pa3BUTHH WHQPPACTPYKTYpa, CTaHJAPTHI U MPOPUIN | COAEPIKAHUS
KOPIIOPaTUBHOMN TEXHUYECKUE TOJTUTUKU; (byHKIMOHATIBHON KOPIIOPAaTHUBHbIX
UHPPACTPYKTYPHI CHCTEMHOE NPUKJIIAIHOE U CTaHAapTU3ALUU CTaHIApTOB U
MH(POPMaLIMOHHBIX HaYKOEMKO€ IIPOrpaMMHOE  NPHJIOKEHHH, cucteM,  npoduiiei
TEXHOJIOTHUH, yuacTue obOecreyeHue. MH(OPMaLMOHHON (GyHKIIMOHATILHOU
B pa3paboTke UHPPACTPYKTYPHI CTaHJapTH3alUU
KOPITOPAaTHUBHBIX MIPUIIOKECHUH,
CTaHJapTOB U Ocnosanue: CHCTEM,
npodunei [TpodeccuonanbHbIit MH(OPMaLMOHHON
(byHKIMOHATBHON cranaapt: 06.017, UHPPACTPYKTYPHI. ;
CTaHIapTH3AIHH 06.019 V-IIK-8[1] - YmeTh
MIPUIIOKEHUH, pa3pabarbIBaTh
CHCTEM, KOpPIIOpaTHBHBIE
MH(POPMALMOHHOM CTaHAAPTHI U
UH(PaACTPYKTYPBHI. npodunu
(GYHKIIMOHATTEHOM
CTaHIapTH3AIHA
MIPUIIOKEHUH,
CHCTEM,
MH(POPMALMOHHOM
UH(PACTPYKTYPBHL.;

B-T1K-8[1] - Bnanets
HaBBIKAMHU
pa3paboTku
KOPITOPAaTHBHBIX
CTaHJapTOB U
npoduneit
(byHKIMOHATIBHOM
CTaHIapTH3AIHH




MPUITOKEHUH,
CUCTEM,
HH(pOpPMaAITMOHHOM

UHPPACTPYKTYPHI.

4. CTPYKTYPA U COJAEP)KAHUE YUEBHON JUCIATLINHBI

Paznenbl yueOHOM TUCIMITIMHBL, UX 00BEM, CPOKU U3YUYEeHUS U (POPMBI KOHTPOJIS:

Ne
LI

HaumenoBanue
pa3aeia yueOHoi
JAACHUATINHBI

Henean

Jlexnumn/ Ipaxkr.
(cemuHapsi )/
JlaGopaTopHbIe
padoThI, yac.

O0s13aT. TeKyui

KOHTPOJIb ((popma*,

HeJeJIs)

MakcnMaJdbHBIN

0aJui 3a pasgen™*

ATTecTanus
pasaea (popma*,
HeJeJs)
Nuauxkaropsbl
0CBOCHUSA
KOMIIETCHIIUN

1 Cemecmp

IlepBblii pazaen

7/0/7

N
(6]

K

1
00)

3-T11K-1,
V-1IK-1,
B-TIK-1,
3-T11K-2,
V-IIK-2,
B-TIK-2,
3-T11K-6,
V-TIK-6,
B-IIK-6,
3-T1K-8,
V-TIK-8,
B-I1K-8

Bropoii paznen

8-16

9/0/9

25

KH-16 | 3-I1K-1,
V-TIK-1,
B-TIK-1,
3-T11K-2,
V-TIK-2,
B-TIK-2,
3-T1K-6,
V-TIK-6,
B-TIK-6,
3-T1K-8,
V-TIK-8,
B-I1K-8

Hmoeo 3a 1 Cemecmp

16/0/16

50

KoHnTtpoJbHbie
MepOonpUATHS
Cemectp

3a

1

50

30 3-11K-1,
V-TIK-1,
B-TIK-1,
3-T11K-2,
V-TIK-2,
B-TIK-2,
3-T1K-6,
V-IIK-6,
B-I1K-6,
3-T11K-8,




V-IIK-8,
B-T1K-8

* — COKpaIICHHOE HAUMEHOBaHHUE (POPMBI KOHTPOJIS

*

(nn) sK3ameH

* — cyMMa MakCUMaJlIbHbIX OamioB nomkHa ObITh paBHa 100 3a cemecTp, BKIIIOYAs 3a4e€T U

CokparieHne HauMEeHOBaHUH (POPM TEKYIIero KOHTPOJIS M aTTECTAI[H Pa3/IeioB:

Oo6o3nauenne | [loiHOe HAaMMEHOBaHUe

30 3aueT ¢ OLEHKOMI

KN KonTposb 1o uroram

3 3ayer

KAJIEHIAPHBIN IIAH
Henenu | Tembl 3ansaTuii / Conepxanue Jlek., | IIp./cem., | JIab.,
qac. qac. Jac.
1 Cemecmp 16 0 16

1-7 IlepBblii pa3aen 7 0 7

1-2 Tema 1. OcHOBBI ceTell mepeayu JaHHbIX. Bcero aynutopHbIx 4acoB
HcTopus u TEHIEHIIMM pa3BUTHS CETEBBIX TEXHOJIOTUM. 7 2 ] 0 ’ 2
ypoBaeit mosenu OSI. Tononoruu cereit.CereBoii MOCT, CBUTY | OHiaiiH
u xa0. [Ipotokon kananeHoro ypoBus Ethernet. MAC-anpec. 0 0 0
[Iporokoin cereBoro ypoBHs [P. ARPu RARP3amnpocs! u
otBeThl. ARP-spoofingu criocoObl 3aLIUThI OT HETO.

3-4 Tema 2. IIporokoa TpancnoprHoro yposus UDP. Bcero ayiuTopHBIX 4acoB
ITpoTtokon coobuiennii 06 ommbkax ICMP. Ping-3anpocs! u 2 0 |2
otxsiiku.IIporokon UDP. IIpotokonsr BOOTPu DHCP. Ownnaiin
DHCP-spoofingu crmoco6sI 3amuTsl oT Hero. [IpoTokon 0 0 0
nepenayn qadHbix TEFTP.

5-6 Tema 3. [Iporokoa TpancnopTHoro yposus TCP. Bcero ay1uTopHbIX 4acoB
ITpotokon TCP. YcraHOBKa U pa3pblB COEAMHEHUS. 2 | 0 | 2
HHTEepakTUBHBIN U HEMHTEPAKTUBHBIN ITIOTOK JaHHBIX. Omutaiin
Anroputm Harna. Ytunuts! telnet, netcatu rlogin. Tabnuia 0 0 0
Mapupyrusanuu. Texnonoruu NATu PAT. YTunuter aist
yIpaBJIeHUs TablMIaMu MapuIpyTu3anuu. besomnacHocTs
MapuIpyTU3ALUH.

7 Tema 4. IIporokoasl npukiaaguoro yposusi: FTP, SMTP, Bcero ayuTopHBIX 4acoB
POP3 u IMAP. 1 |0 |1
[Iporokon nepenaun ganHbix FTP: koMaHabl M OTKIMKK Onnain
cepsepa. [TaccuBHBIN M aKTUBHBIN PEKUM IIEpEadn JaHHbIX. | O 0 0
Artaku Ha poTokos1 FTP 1 crocoOsl 3alMThl OT HUX.

[Ipotokoel anekrporHoi moutel SMTP, POP3 u IMAP.

AyTeHTH(HKAIM, OTIIPaBKa U NodydyeHue nuceM. Koauposka

naHHbIX Base64.
8-16 Bropoii pazgen 9 0 9
8-9 Tema S. IIporoxosa HTTP. IIpokcu-cepBepa. Bcero ayauTopHBIX 9acoB

IIporoxon HTTP. GET, POST u npyrue Buas! 3arpocos.
3aros0BKH 3ampoca KJIMeHTa U OTBeTa cepBepa. Basicu
Digestayrentudukanus. Texnonorus npokcu: HTTP, HTTPS,

2 I |2
Oumnaiu
0 |0 Ik




SOCKS4 u SOCKSS npokcu-cepsepa. AHOHUMHOCTb IIPOKCH-
CEepBEPOB.

10-11 | Tema 6. PazpadoTka KIMeHT-cepBEPHBIX MPHIIOKEHMIA. Bcero ayuToOpHBIX 4acoB
Co3naHne coOCTBEHHBIX KIIMEHT-CEPBEPHBIX PUII0KEHUH, 2 I |2
paboTaromux mo nporokoiy http, tepumm udp. Omnnaiin

0 I [0

12 Tema 7. Wi-Ficetu. OTkpsiThie ceTtu u cetu ¢ WEP- Bcero aynutopHsix 4acos
mudpoBaHueM. 1 [0 |1
Tunel mudpoBanus U ayreHTUGHUKAIMSL. ATaKH HA Omnunaiin
0ecIpOBOJIHbIE CETU M CIIOCOOBI 3alUThI OT HUX.OTKPBIThIE 0 0 0
cetn u cet ¢ WEP-mudpoBanuem.

13-14 | Tema 8. Wi-Ficeru. Cetnu ¢ WPAn WPA2-um¢ppoBanuem. | Beero ayauropHsIx 4acos
ATtaku Ha 6eCIIPOBOJIHBIE CETH U CIIOCOOBI 3aIUTHI OT 2 [0 [2
Hux.Cetn ¢ WPAu WPA2-mudpoBanueM. Ataku Ha Ownutaiin
nporokon WPS. 0 I [0

15-16 | Tema 9. ATaku u 3aIMTA OECIPOBOIHOT0 00OPY/I0BAHMSI. Bcero aynutopHsix 4acos
PeBepc-MHXMHUPUHT NPOIIMBOK poyTepoB. Ilouck u 2 [0 |2
WCTPaBJICHUE YS3BUMOCTEH B MMPOLIMBKAX POYTEPOB. Omnuaitn

0 I Ik

CokpailieHHbIe HAUMEHOBAHUSI OHJIAMH OTIINN:

Oo0o3nauenne | IloiHOe HAaMMEHOBaHUE

OK DJIEKTPOHHBIN KypC

IIM [TosTHOTEKCTOBBIN MaTepuan

111 IToTHOTEKCTOBBIE JIEKLIMU
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Tembl 3ansaTuii / Conepxxanue

1 Cemecmp

ARP-spoofing

[IpoBectu ataky ARP-spoofing Ha 1a0opaTOpHBIil KOMIIBIOTEP U MEPEXBATUThH MAPOJIb.

3amumTUTh JJabopaTopHBI KOMIbIOTEp 0T atrak ARP-spoofing.

DHCP-spoofing

ITpoectu ataky DHCP-spoofing Ha 1abopaTopHblii KOMIBIOTEP U EPEXBATUTH MAPOJIb.

3amuTUTh JJabopaTopHbIi KoMbioTep ot arak DHCP-spoofing.

Telnet-cepBep

[TonxmounThes K telnet-cepBepy ¢ momMoipo yTHINTHI telnet mu netcat, co3gars Ha
yIAJIEHHOM cepBepe TEeKCTOBBIH (haiin, cogepxkammii MO cTyneHTa, a Takke HAlTH U

CKayaTh C YIAJICHHOTO cepBepa (aii ¢ mapoJieMm.

Pa6ora ¢ FTP-cepBepom

TpeOyertcs 3akauath Ha FTP-cepBep TekcToBsIit daiin, cogepxkanuit ®PUO cTynenTta, HalTH
u ckauaTh ¢ FTP-cepBepa daiin ¢ maposem, a Taxxe nposectu Ha FTP-cepBep ykazaHHYIO
aTaxky. 3alllUTUTh CepBep OT HanboJiee pacnpoCTpaHEHHBIX TUIIOB aTaK.




Pa6ora ¢ 3anpocamu Ha web-caiiT
TpeOyeTcst oTpaBUTH 3ampoc Ha web-CalT ¢ aBTOpU3aIeii ¢ TOMOIIBI0 YKa3aHHbIX
YTHIIUT.

Pa3pabdoTka nmporpaMMHOro KomMiuiekca ¢ Bed-unrepgeiicom

Tpebyercs pa3paboTaTh IPOrpaMMHBINA KOMILIEKC, COCTOSIIIIUI U3 CEpBEPHOI YacTH ¢ BeO-
nHTEepdeicoM U KIIMEHTCKON YacTH. Eciii B kadyecTBe KIIMEHTCKON YacT OyieT
HCIOJIb30BaH BeO-Opay3ep win yTHIUTHI netcat uim telnet, To orieHka Oy/1eT MOHMKEHa.

Pabora ¢ WiFi-cerbio. Yacrts 1

Tpebyercs BeruucauTh napoib o WiFi-ceTu ¢ yka3aHHbIM THIIOM MG poBaHus (Ipu
HE00XO0AMMOCTH ), IEPEXBATUTh MHTEPHET-TpaUK IpYyTruX Mojib30BaTelneil, pacumdpobarsb
ero (mpy HeOOXOIUMMOCTH ), HAUTH B pacIM(PpOBaHHOM TpaduKe Mapoiib, a TAKKe
OTKJIIOYUTH APYTHX Monb3oBaresneit or WiFi-cetu.

Pa6ora ¢ WiFi-cerbio. Yactp 2

TpeOyetcst BBIYMCIUTD mapoiib oT WiFi-ceTu ¢ ykazaHHBIM TUIIOM ¢ poBanus (Ipu
HE00XO0IMMOCTH ), IEPEXBATUTH HHTEPHET-TPaUK IPYTUX MMOJIb30BaTeNe, pacumdpoBarsb
ero (Impu HeOOXOIMMOCTH ), HAUTH B paciiupoBaHHOM TpaduKe mapoJib,, a TAKKe
OTKJIFOUUTH JAPYTUX nosb3oBarencii or WiFi-ceru.

Padora ¢ WiFi-cerblo. Hacts 3
Tpebyercst HaliTH B IPOIIMBKE pOyTepa HCIIOTHAEMBIH (aiil, OTBEYAIOIINI 32 TEHEPAITUIO
crangapTHoro napoist WiFi 1 BOCCTaHOBUTB JIOTHKY pabOThl aJITOpUTMA FeHEepPaLHH.

S. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

B pamkax kypca mpeaycMaTpuBaeTcs — IIMPOKOE HCIIOJIIb30BaHHE B Y4eOHOM IMpoliiecce
aKTUBHBIX W HWHTEPAKTHBHBIX ()OpPM MPOBEIEHUS 3aHATUN (KOMIBIOTEPHBIX CUMYJISAIUM, pa30op
KOHKPETHBIX CUTYaIlMii) B COUYETAaHUH C BHEAYTUTOPHON paboTOM C 1enbio GOpMUPOBAHUS U Pa3BUTHUS
npoecCHOHANBHBIX HABBIKOB CTYIEHTOB.

WN3yuenne  NUCHMIUIMHBI — TMPEANOJIAraeT  HMCMOJB30BaHUE  TPAJAUIIMOHHBIX  CIIOCOOOB
KOJUIEKTUBHOTO O0y4YeHUs — JIa0OpAaTOPHBIX 3aHIATHH C MOCIEAYIOIIEH OTYeTHOCThIO. [Ipumensiemblie
MH(POPMAIIMOHHBIE TEXHOJIOTHH: MPOBEJCHUE 3aHATUM B 3aHATHS B (OpME Mpe3eHTalnid, 00yJaronimue
Y TECTUPYIOIINE MPOTPAMMBI, JIEKTPOHHBIE YICOHUKH.

6. ®OH/JI OHEHOYHbLIX CPEIACTB

@DOH/ OLIEHOYHBIX CPEACTB MO JAUCHUILUIMHE 00eCIeuyrBaeT MPOBEPKY OCBOCHUS MJIAHUPYEMBIX
pe3yabTaToB O00y4eHHs (KOMIETEHIMA W UX HMHAMKATOPOB) MOCPEACTBOM MEPOIPHUATUN TEKYIIEro,
PYOEKHOTO ¥ MPOMEKYTOYHOT'O KOHTPOJISI IO JTUCLUIUINHE.

CBs3p Mexay GOpMHUPYEMBIMH KOMIETEHUUSAMU H (HOpMaMHU KOHTPOJIS HMX OCBOCHHUS
MpeJ/icTaBjeHa B cieayrouieil Tadnuiie:

Komnerennus NHaukaTopsl 0CBOCHUA ATTEeCTAaMOHHOE MEPOIIPUATHE
(KII 1)
IK-1 3-11K-1 30, KHU-8, KH1-16
V-TIK-1 30, KHU-8, KH1-16
B-TIK-1 30, KHU-8, KH1-16
[1K-2 3-I1K-2 30, KHU-8, KH1-16
VY-TIK-2 30, KHU-8, KH1-16
B-T1K-2 30, KHU-8, KH1-16
I1K-6 3-I1K-6 30, KHU-8, KH1-16




VY-1IK-6 30, KHU-8, KH1-16
B-TIK-6 30, KH1-8, KH1-16
I1K-8 3-11K-8 30, KHU-8, KH1-16
VY-I1K-8 30, KH1-8, KH1-16
B-T1K-8 30, KHU-8, KH1-16

HIkaabl OeHKU 00pa30BaTeIbHBIX JOCTHKEHH I

[IIkana KaXA0ro KOHTPOJBHOI'O MEPOIPUATHS JIEKUT B Ipeaenax oT 0 10 yCTaHOBJIEHHOI'O
MaKCHUMaJIbHOTO 0aJuia BKIIOYMTEIbHO. MTOroBast arrectanus mo AMCUUIUIMHE oleHuBaercs no 100-
0aJUIbHOM IIKae W MpeACTaBIsAeT co00i CymMMy OamioB, 3apadOTaHHBIX CTYJCHTOM IPU BBHIIIOJHEHUU
3aJJaHUH B paMKax TEKYILEro U MPOMeKyTOUHOTO KOHTPOJIS.

HTorosas o1jeHKa BBICTABIISIETCS B COOTBETCTBUH CO CJ'ICIIYIOH_Ieﬁ IIKAJIOMN:

Cymma 6amtoB | Onenka o 4-ex Onenka TpeboBaHMs K YpOBHIO OCBOCHHUIO
OaJILHOM IIIKAJIE ECTS yueOHOM TUCIUILINHBI

O1eHKa «OTIMYHO» BBICTABIISETCS CTYJCHTY,
€CITH OH TITyOOKO U TIIPOYHO YCBOMII
MPOTPaMMHBIH MaTepuall, HCUEPIBIBAOIIE,
HOCJIEI0BATENIbHO, YETKO U JIOTHUECKU
CTPOMHO €ro u3jiaraer, yMeeT TECHO
YBSI3BIBATH TEOPHIO C PAKTHKOM,
UCTIOJIb3YET B OTBETE MaTepua
MOHOTpaUIeCKOH JIUTEPATYPHI.

90-100 5 — «omauunor A

85-89 B O1LieHKa «XOPOILIOY» BBICTABIISETCS CTY/ICHTY,

75-84 C €CJIM OH TBEPIO 3HACT MaTepHal, I'PaMOTHO U

4 — «xopouto IO CYIIECTBY HM3JIaraeT €ro, He JOImycKas
70-74 CYIIECTBEHHBIX HETOYHOCTEH B OTBETE HA
BONIPOC.

65-69 OLieHKa «yI0BJIETBOPUTEILHOY

BBICTaBJIACTCA CTYACHTY, €CJIIM OH UMECT
3HaHHA TOJIBKO OCHOBHOI'O MaTe€purajia, HO HE
3 - YCBOUII €TO0 HCTaﬂeﬁ, A0IMyCKACeT HECTOYHOCTH,
60-64 «Y008IEMBOPUMENLHO E HEJIOCTATOYHO MPABUIIBLHBIE (POPMYITUPOBKH,
HapylieHUusA JJOTHYCCKOU
IIOCJIEA0BATCIIBHOCTU B U3JIOKECHUU
MPOTPaMMHOTO MaTepuaa.

O11eHKa «HEYIO0BICTBOPUTEIILHOY
BBICTABJISIETCS CTYICHTY, KOTOPBIN HE 3HACT
3HAYUTEILHON YaCTH MPOrPAMMHOTO
9_ Marepuaa, JI0MyCcKaeT CyIleCTBEHHbIC
Huxe 60 F ommo6ku. Kak npaBuiio, oreHka

«Hey0081emBOPUMETbHOY

«HEY/IOBIICTBOPHTEIILHOY CTAaBUTCS

CTyJIeHTaM, KOTOPbIe He MOTYT MPOIOIKUTh
o0ydenue 0e3 TOMOTHUTENBHBIX 3aHATHH 110
COOTBETCTBYIOIIEH AUCIUILIUHE.

7. YYEBHO-METOJNUYECKOE U THOOPMALIMOHHOE OBECIIEYEHHE
YYEBHOU JUCHUTLJIAHBI

OCHOBHAA JIMTEPATYPA:




1. 004 I'96 BeruncnutenbHbIE CUCTEMBI, CETH U TEICKOMMYHHUKauH : yueOHUK, ['yceBa A.U., Kupees
B.C., Mocksa: Akagemust, 2014

2. 004 M69 3amuTa aBTOMaTU3UPOBAHHBIX CUCTEM OT MH(OPMAITMOHHO-TEXHOJIOTHYECKUX
Bo3zaercTeul : , lllepemer U.A., Muxaiinos [[.M., XKykos N.1O., Mocksa: HUAY MUDU, 2014

3. 004 M48 CucteMbl 1 ceTH Nepeadn JaHHbIX : yaeOHunk, MenpaukoB [[.A., MockBa: PaqnoCodr,
2015

JNOITOJIHUTEJIBHASA JIMTEPATYPA:

1. 004 B19 OcHOBEBI CeTeBBIX TEXHOJIOTUH Ha 0a3e KOMMYTAaTOPOB M MAPIIPYTU3ATOPOB : yueOHOE
nocobue, Bacun H.H., MockBa: laTepHeT-YHUBEpCUTET HHGOPMAIIMOHHBIX TeXHOI0THH, 2011

2.004 T96 Cetu u MeKCETEBBIC B3aMMOJICHCTBHS : y4e0. mocodue i By30B, ['yceBa A.U., M.:
MU®DU, 2006

[NPOI'PAMMHOE OBECIIEYEHUE:

CrnenmanbpHOE porpaMMHOE oOecTriedeHne He TpedyeTcs
LMS U UHTEPHET-PECYPCHI:
https://online.mephi.ru/

http://library.mephi.ru/

8.  MATEPHUAJIbLHO-TEXHUYECKOE OBECIHEYEHHME YYEBHOW
JUCHUIINHDBI

CrennaibHOE MaTepUATbHO-TEXHUYECKOE oOecrieueHrne He TpedyeTcst

9. YYEBHO-METOJUYECKHUE PEKOMEHJALIMU JUIA CTYAEHTOB

1. [TpoBeneHMe NEKIIMOHHBIX U MPAKTUYECKUX 3aHATUN

B pamkax Kypca MpeayCMOTPEHO MpOBeAeHUE Ia0opaTOpHBIX paboT. B Hauane kaxaom
nabopaTOpHON pabOTHl KPAaTKO pacCcKa3bIBaeTCsl HEOOXoauMmas Teopus. Vcmonb3ys mpociayliaHHBIN
MaTepHa, CTYACHTHI JOJKHBI HAYYUTHCS PelIaTh MOCTABJIICHHBIC ITepel HUMU 3a71auu.

B pamkax 3aHATHII ClieqyeT TPOBOJUTH AKTHBHOE OOCYKICHHE W aHAJIN3 COBPEMEHHBIX
Hay4YHBIX padoT, MPOBOIUTH IPYIIIOBON TIOMCK OTBETOB HAa BOIPOCHI BO3HUKAOIINE Y CTYACHTOB MPH
MOATOTOBKE 3aJaHUK U BO BpeMsl JEKIHUOHHBIX 3aHATHH. OCHOBHOW ymoOp Ha 3aHATUSAX JOJDKEH
JIeNaThCs HAa TOHMMAaHWE M3JIaraéMoro Marepuaia ¥ YMEHHE €ro HCIOJIb30BaTh MPH BHITOJHEHHH
3aJaHuH.

Ha xaxxaoM 3aHATHH OTMEYaeTCs MOCEIaeMOCTh CTYIEHTOB.

[Ipu m3ydeHnn Kypca CTyJeHTaM PEKOMEHIYETCS] BHUMATEIHLHO O3HAKOMHUTHCS C MPOTPaMMOK
JTUCITUTITMHBL, B35Th B OMOJIMOTEKE pEKOMEH/IOBAHHYIO JTUTEPATYPY.

2. Opranu3zanusi KOHTPOJISl YCIIEBa€MOCTH CTYI€HTOB



Opranuzanys KOHTPOJISL YCIIEBA€MOCTH CTYJIEHTOB MPOBOAMTCA C HCHOJIb30BaHUE (OHIA
OLIeHOYHBIX cpeAcTB no ganHoi aucuuruimae (POC). @onp oueHouynsix cpenacts (POC) — apiseTcs
HEOTHEMJIEMON YacCThI0 Y4eOHO-METOAMYECKOTO KOMILUIEKCa YIeOHON MUCIUIUIMHBI U MpeAHa3HAuYeH
JUIS KOHTPOJISL U OIICHKH OOpa30BaTENbHBIX IOCTHIKCHHIA OOYYArOIIMXCS, OCBOMBIINX IPOTPAMMY
JAHHOM TUCHIMIUIAHEI.

HpI/I IMPOBCACHHUHN TCKYLIETIO KOHTPOJIA YCII€EBACMOCTH 110 JUCHUIITIMHE UCIIOJIb3YHOTCSA
- KOHTpOHB 10 UTOIraM

PyOexHbIii KOHTpOJIb TPOBOJUTCA JABAXKABL: B CEpeIUHE © B KOHIE CEMECTpa.
[IpomeKyTOUHBIN KOHTPOJIb BBICTABIIICTCA HA OCHOBE 3a4eTa.

Jlyist jomycka K 3a4eTy HeOOXOJAMMO 3aKPBITh Ha MOJIOXKHUTEIBHYIO OIICHKY BCE MPEII0KEHHBIC
B paMKax TEKYIIEro KOHTPOJIA 3aJaHUs.

10. VYUEBHO-METOJIMYECKHUE PEKOMEHJIALIUU JJISI IPENOJABATEJEN

1. IlpoBeneHuE JEKIIMOHHBIX U TPAKTUUYECKUX 3aHATUM

B pamkax Kkypca mpeaycMOTpPEHO MpOBeAeHHE IabopaTopHbIX paboT. B Hawane kaxaom
nabopaTtopHoit paboOThl KpaTKO pacckasbiBaeTcsi HeoOxoaumasi Teopus. Vcmonb3ys mpocmyliaHHBIH
MarepHall, CTYJECHThI JOJKHBI HAYYUTHCS PEIIaTh OCTABICHHBIE EPE] HUMHU 33a4H.

B pamkax 3aHATHH cieqyeT MPOBOIWTH AKTUBHOE OOCYXKIEHHWE W aHAM3 COBPEMCHHBIX
Hay4HBIX paboOT, MPOBOJUTH TPYIIIOBOM MOUCK OTBETOB HA BOIPOCHI BO3ZHUKAIOIINE Y CTYIEHTOB IIPHU
MOATOTOBKE 3aJaHUN M BO BpeMs JICKIIMOHHBIX 3aHATUH. OCHOBHOW yHop Ha 3aHATHSAX JOJKEH
JIeNaThCsl Ha MOHUMAHUE M3JaraéMoro Marepuajga U yMEHHE €ro HCIOJb30BAaTh IPHU BBINOIHEHUHU
3aJaHuH.

Ha xkaxnaom 3aHsATHM cllelyeT OTMeuYaTh IOCEMIAEMOCTh CTYIEHTOB. PekomeHayercss He
JIONYCKATh CTYJIEHTOB J0 CIA4YU KOHTPOJIbHBIX MEPOIIPUITHI PETYIAPHO NPOIMYCKAOIIUX 3aAHATHUA.

Ha mepBoM 3aHsATHM HEOOXOIUMO O3HAKOMHTH CTYACHTOB C MPOrpaMMOM AMCUMILIMHBI, a
TaKKe MPEJIOKUTD JTUTEPATYPY, KOTOpast MOTPEOyETCs IS YCIEITHOTO OCBOCHHS MaTepHalia.

2. Opranu3zanusi KOHTPOJISl YCIIEBa€MOCTHU CTYJI€HTOB

Opranuzanys KOHTPOJISL YCIIEBA€MOCTH CTYJIEHTOB IPOBOJUTCS C HCIHOJb30BaHHE (oHOa
OLIeHOYHBIX cpeAcTB Mo JaHHoM aucuuruibe (POC). @ona oneHounslx cpeacts (POC) — saBugercs
HEOTHEMJIEMOH YacThl0 Y4eOHO-METOAMYECKOI0 KOMIUIEKCa Y4eOHOW TUCIMILIMHBI U MpeJHa3HaueH
JUIE KOHTPOJISL M OLEHKM 00pa3oBaTeIbHBIX JOCTH)KEHUH 00ydaroluxcs, OCBOMBIIUX IMPOrpaMMy
JTAHHOW JUCLMIIIINHBI.

IIpu npoBeeHNH TEKYIEro KOHTPOJISl YCIIEBAEMOCTH 10 AUCLUILUIMHE UCTIONb3YIOTCS
- Kontpons no nroram

PY6CX(HLIﬁ KOHTPOJIb MPOBOAUTCA JABAXIbl: B CCPECAMHEC ©U B KOHIC CEMCCTpaA.
HpOMC)KyTO‘-IHLIﬁ KOHTPOJIb BBICTABJIACTCA HAa OCHOBC 3a4€Ta.

I[J'IH JOITYCKa K 3a4UCTy HCO6XO,Z[I/IMO 3aKPBITH Ha IMOJIOKUTCIBHYHO OLCHKY BCC MPCAJIOKCHHBIC
B paMKax TCKYUICTO KOHTPOJIA 3aJaHUs.



ABTOD(BI):

AnrominH Buktop Muxaitnosud, K.¢.-M.H.



